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Overview

Securing Open Architecture Command & Control Systems
Improve security of OA software ecosystem processes
Visually modeling (mapping) OA ecosystems

Using architectural description language (ADL) tools and
analysis techniques to model and identify OA ecosystem
security vulnerabilities



Command & Control Systems: Physical and Virtual

W. Scacchi, C.Brown, K. Neis. Exploring the Potential of Virtual Worlds for Decentralized Command and Control, 17 Intern. Command
and Control Research and Technology Symposium (ICCRTS), Paper-096, Fairfax, VA, June 2012.



http://dodccrp.org/events/17th_iccrts_2012/post_conference/papers/096.pdf

Table 1. Software supply chain security threats and defenses, organized by supply
chain process.
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Software supply
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Independent
validation of
components and
interconnections

Component
provenance tracking
and analysis

Installation of
components
into security
encapsulations

All of the defenses
listed

Further defenses
enabled by explicit
0A!:2

Validation of provenance
in component supply
chains

Re-creation of
multiversion builds
to validate software
product integrity

Maps of installed
software configurations
to guide defenses

Repositories listed,
deployment of
multiversion releases
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supply chain process™1213
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unknown providers
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Maintaining security, trust,
provenance, and other
requirements as ecosystem
and configurations evolve




Software Ecosystem Supply Network
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OA Ecosystem Product Line Supply Chains
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An OA Ecosystem Product Supply Chain

Firefox
MPL|GPL|
LGPL

Design-time
architecture:
Browser,
WP,
calendar

Instance
architecture:
Firefox,
AbiWord,
Evolution,
Fedora




OA Ecosystem Instance Configuration
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Alternative OA Ecosystem Product Supply Chain
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ArchStudio 4 OA Modeling
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https://www.amazon.com/Software-Architecture-Foundations-Theory-Practice/dp/0470167742

ADL-based IP / Security License Analysis Capability
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T.A. Alspaugh, H. Asuncion, and W. Scacchi, Presenting Software License Conflicts through Argumentation, Proc. 22nd Intern. Conf. Software Engineering and
Knowledge Engineering (SEKE2011), 509-514, Miami, FL, July 2011.



http://www.ics.uci.edu/~wscacchi/Papers/New/Alspaugh-Scacchi-RELAW12.pdf
http://www.ics.uci.edu/~wscacchi/Papers/New/Alspaugh-Asuncion-Scacchi-SEKE2011.pdf

Conclusions

Open Architecture and software ecosystem maps are useful to
identify where and when security vulnerabilities occur

OA ecosystem maps serve as reference models

OA maps: abstract or concrete (detailed)

OA maps reveal where and how system configurations are
potentially modified during each supply chain process

Use Architectural Description Languages (ADLs) to specify,
visually map, analyze, and update software architectures
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