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Overview

- What is Decentralized Command and Control (DC2)?
- Computer games and virtual worlds for DC2
- Applications for DC2
- Scaling DC2 systems: capability versus cost
- DC2 challenges and opportunities for Cyber-security
- Lessons learned

-  W. Scacchi, C. Brown, K. Nies (2011). Investigating the Use of Computer Games and 
Virtual Worlds for Decentralized Command and Control, Final Report for the Center 
for the Edge, Naval Postgraduate School, October 2011. 
http://www.ics.uci.edu/~wscacchi/ProjectReports/NPS-Reports/DECENT.pdf 

http://www.ics.uci.edu/~wscacchi/ProjectReports/NPS-Reports/DECENT.pdf


 

Conventional C2 facility: mission management



 

Conventional C2 facility: F1 race control



 

Conventional C2 facility: urban management



 

What is Decentralized Command and Control 
(DC2)?

- DC2 systems are C2 systems that can be:
     -- logically centralized and physically dispersed
     -- operated as virtual enterprises
     -- used at “edge” of an multi-site organization
     -- engage agents (avatars) and human actors
     -- engage actors in different locations that are               

    virtually collocated in a DC2 virtual world
     -- “cloud” friendly



 

What can we do/study in a DC2?
-- Viable group presentation, communication, and social interaction

-- Prototyping and review of virtual objects, composite systems, etc.

-- Training, education, rehearsal, learning

-- New commercial product demonstration

-- Identity role-playing, team building, and other social processes

-- Multi-media storytelling and machinima production

-- Avatar control and choreography

-- Mirrored worlds and memorialization

-- Game development and modding

-- Semi-automated socio-technical process discovery

-- Modeling, visualizing, analyzing, and developing complex security regimes accommodating 
heterogeneous security policies

-- Enabling human behavior transformation (health care)



 

Virtualized C2 facility



 

Virtualized DC2 actors/avatars: where are their users located?



 

DC2 worlds can be linked into interoperable hypergrids

C. Lopes, (2011). Hypergrid: Architecture and Protocol for Virtual World Interoperability, IEEE Internet Computing, 
15(5), 22-29, Sept-Oct 2011.



 

DC2 worlds can be linked into hypergrids across heterogeneous platforms

Military Open Simulator Enterprise Strategy: http://fvwc.army.mil/moses/ 

http://fvwc.army.mil/moses/


 

New DC2 platforms: personal, mobile, built into other devices/platforms 



 

DC2 diverse clients (multi-version implementations) accessing 
common world



 

DC2 worlds should embed heterogeneous software system 
applications within extensible open architectures

C2RPC (2010). Command and Control Rapid Deployment Continuum Overview,
http://www.afcea-sd.org/wp-content/uploads/2010/12/YoungAFCEA_C2RPC.pdf

http://www.afcea-sd.org/wp-content/uploads/2010/12/YoungAFCEA_C2RPC.pdf


 

Computer games and virtual worlds for DC2

- Can we develop new concepts for traditional C2 
using a game-based DC2?

– Why? 
• Workforce development and performance 

evaluation (e.g., who does it best)
• System design trade-off analysis, etc.

– What kinds of games might be valuable to 
consider?
• Role-playing game (RPG), real-time strategy (RTS), 

massively multiplayer online game (MMOG), 
city/enterprise simulations, card games (???)



 

EVE Online: MMOG for resource management in space combat



 

DC2 facility for mission management game play studies



 

C2 mission management as Texas Hold'em Poker



 

C2 mission management: incremental resource allocation with shifting 
uncertainty and outcomes



 

C2 mission management: situation awareness with uncertain 
actions and assets by competitors



 



 

C2 mission management: game modding using strategy cards



 

Applications for DC2

- DC2 can be prototyped using open source 
software components

– Lowers acquisition cost; allow for experimentation 
in new system designs; disposable systems

– New application areas can be explored, 
prototyped, evaluated by dispersed users



 

Applications for DC2: space debris tracking, fly-through, 
clean-up, mirrored objects trajectories, etc.



 

Back to the F1 race



 

F1 race team DC2 deployments: trackside, race control 
trailer, global remote factory



 

F1 race control: multiple sensors, real-time event telemetry 
streams, real-time information fusion coordinated across team sites



 



 

 Scaling DC2 systems: 
capability versus cost



 

Application for DC2: modeling and simulating C2 capabilities and 
system integration



 Scaled game-based VW simulator interfaces:
Can we do the same for DC2 applications?



 

What can we learn about Cyber-
security from a DC2 perspective?

- Quick, limited review of DARPA and ONR 
programs in cyber-security

   -- Focusing on software systems



 



 



 



 



 



 



 



 



 



 



 

DC2 insights on cyber-security 
initiatives

- Biologically inspired approaches
– “creature adaptation,” but not “evolving ecosystems” 

of multi-version, multi-generation software system 
architectures (for prey and predators)

- Possible to design, build, deploy evolving 
ecosystem models of secure software systems 

– No compelling models or simulations of C2/DC2 
for cyber-security or cyber-warfare

– No visual/VW models of security processes 
(defense or offense), nor secured C2/DC2 
systems



 

Lessons to learn
- What is Decentralized Command and Control (DC2)?

– Something to master; invest in now

- Computer games and virtual worlds for DC2
– Enable new ways and means for experimenting with new 

DC2 concepts, techniques, workforce

- Applications for DC2
– Potential for DC2 product line architectures and (domain-

specific) application generators

- Scaling DC2 systems: capability versus cost
– Finding the sweet-spot in scalable capability/cost.

- DC2 challenges and opportunities for Cyber-security
– Great R&D opportunities; visualize security
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