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Abstract

In this paper, we develop an energy efficient approach
to processing continuous aggregate queries in sensor net-
works with bounded quality constraints. Specifically, we
exploit quality-aware in-network aggregation of query in-
formation to reduce communication costs. Given clus-
ter structures over sensor nodes, we develop an adap-
tive approximate data processing protocol to aggregate
data and process queries given error tolerance on user
queries. The protocol enforces group quality constraints
on clusters and adjusts error bounds to balance workload
of clusters and reduce communication cost. It also tries
to initiate local communication instead of global com-
munication in the effort of minimizing overall communi-
cation overhead. Our experimental results indicate that
significant benefits can be achieved by using our adaptive
protocol.

1 Introduction

Advances in MEMS technology has enabled the de-
velopment of small, inexpensive electronic microsen-
sor devices (e.g. Berkeley Motes [11], MIT�amps
nodes [3]) that integrate radio, sensing and process-
ing components. This, along with the development of
portable operating systems that can be embedded into
sensor devices (e.g. TinyOS [8]) has made the deploy-
ment of “drop and play” applications a reality. These
developments catalyze a wide spectrum of applications
involving large scale sensor networks, such as military
surveillance, biological monitoring and fault detection in
civil infrastructures. Data in such monitoring based sen-
sor networks is generated continuously, often at a very
rapid rate.

A major constraint in the effective wide-scale deploy-
ment of such sensor networks is the limited battery power
that the devices rely on for their functionality. For ex-
ample, with no power management, the Mica motes [11]
can last approximately 7-10 days. Since sensors are usu-
ally placed in environments with harsh conditions or em-
bedded in remote rugged terrain (e.g. ecosystem moni-
toring), it is often difficult, if not impossible, to replen-

ish or replace the batteries. Developing energy-efficient
strategies for deploying wireless sensor network applica-
tions is of utmost importance. Due to the fact that com-
munication cost in sensor networks is much higher than
computation cost [20], substantial energy savings can
be achieved by reducing the communication cost, some-
times even at the cost of more computation. Much of the
prior work focuses on low duty-cycle operation for net-
work related operations such as routing and media access
with radio transmitters and receivers turned off whenever
possible to save power [10, 9]. We consider, however, a
technique that trades data quality for savings in commu-
nication cost, when approximate answers can be accepted
by users. Another concern with wireless sensor network
protocols is their ability to achieve uniform power con-
sumption among the network components to extend the
overall lifetime of the network without loss of connec-
tivity. We show how the proposed technique can be ex-
ploited to achieve this goal by adjusting error tolerances
for sensors and sensor groups.

Error is inherent in sensor networks. Variations in the
sensing process, environmental factors and communica-
tion latencies introduce noise and imprecision into the
sensor data received at the aggregation node. Although
sophisticated techniques have been devised to improve
the quality of sensor generated data, such as sensor fu-
sion [2], exact results are difficult to achieve. This im-
plies that even if sensor readings are captured exactly, it
is still impossible to have a precise representation of real-
world phenomena. Fortunately, in practice, monitoring
queries usually require information about a group of sen-
sors at a specific level of accuracy. This enables that the
error constraints be defined on groups of sensors (not on
an individual sensor). While the basic nature of the inac-
curacy remains unchanged, the protocol designer now has
a margin of flexibility - not every violation of accuracy on
sensor needs to be reported to the server. In-network ag-
gregation can specifically help eliminate messages to the
server if the group quality constraints are satisfied even
though sensor error bounds may be violated. This is es-
pecially useful under conditions of random noise where
early aggregation can take advantage of the fact that pos-
itive and negative noise factors can cancel each other out.

Researchers are beginning to explore sensor database
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technology, from semantics, architecture, to in-network
query processing [16, 23, 17]. In network community,
cluster-based routing and data gathering has been identi-
fied to be the most efficient communication technique for
large-scale wireless sensor networks. Several protocols
have been proposed [7, 15, 24]. Clusters are constructed
to gather data locally before the data is forwarded to a
server for final processing. The clusters can form a hier-
archical structure. In this paper, we consider aggregate
monitoring queries over a set of sensors in a wireless
sensor network. A large class of sensor network appli-
cations are primarily designed to monitor the physical
world; continuous queries are a natural fit in this sce-
nario. The goal of this paper is to devise techniques and
protocols for adapting the processing of aggregate mon-
itoring queries in a sensor network in order to (a) satisfy
monitoring quality constraints (b)minimize cost of query
processing and (c)maximize the lifetime of the sensor
network by balancing the workload at the sensor nodes.
We present an adaptive protocol for data aggregation that
minimizes communication overhead while guaranteeing
error-bounds. The protocol also adaptively balances the
workload of the clusters by manipulating the associated
sensor values and the error tolerances of individual sen-
sors.

The rest of the paper is organized as follows. In Sec-
tion 2, we introduce some necessary background and for-
mulate the approximate monitoring problem. Section 3
presents an adaptive approximate aggregate monitoring
protocol(A3) to process aggregate queries in a sensor net-
work. Section 4 discusses the adaptive adjustment of er-
ror tolerances. Section 5 evaluates the performance of
the proposed strategies for clustering and adaptation. We
review related works in section 6.

2 The Adaptive Aggregation Problem

2.1 Sensor Networks

The sensor nodes in the networks we consider in this
paper have capabilities similar to Mica Motes [11] which
have a 4 MHz ATMEL processor, an embedded sen-
sor, an A/D converter, and a RFM TR1000 radio with
data rate at 40 kbits/second. The networks have a super
node, an access point (AP) with unlimited resources (in
terms of computation and communication) that interacts
freely with remote users in a wide area network(where
queries originate). All sensor nodes are scattered around
the access points to form a connected network. The net-
work topology is relatively stable. Communication be-
tween sensors and between a sensor and the AP occurs
via multi-hop messaging. The sensor nodes are homoge-
neous and generate single attribute data. They are also
clock-synchronized1 which allows each newly generated

1Clock synchronization is an important research issue [6] in wireless
sensor networks. But it is beyond the scope of this paper.

data to be assigned around number. A round is a pro-
cessing cycle for the network to collect all data generated
at a specific time instant. Sensor nodes may also have
other features such as location-awareness.

The data to be aggregated is generated at a pre-known
subset of sensor nodes, as specified in the query. Usually
they are distributed in the geographical regions where
the physical phenomena are being monitored. We as-
sume these nodes are grouped into a set of clusters us-
ing cluster-oriented techniques such as those proposed in
[7, 15, 24]. The clustering process is implicitly designed
as part of routing algorithms. Data can be aggregated at
cluster-heads before the aggregated results are reported to
the access point. A cluster-head is physically represented
by a sensor node. On the other hand, a sensor node can
logically represent more than one cluster-head.

Sensor Data Representation:In this paper, we as-
sume that the values captured by sensors are numerical.
To support the notion of error tolerance, an approxima-
tion of the numerical sensor values is represented in the
sensor database as an interval. Instead of using an upper-
and lower-bound, we use the center value (v) and an er-
ror tolerance (Æ; Æ > 0) to represent the interval, which is
[v � Æ; v + Æ]. Such a representation allows us to manip-
ulate and adapt the value and error tolerance of a sensor
node independently in our adaptive approximate aggrega-
tion protocol (Section 3). The data is also time-stamped
with a logical value of time (a round number, in our case).

Cost Metrics: Due to the fact that communication is
the dominant cost factor as compared to sensing and com-
puting in normal data collection applications, we only
model the communication cost. Communication cost can
be measured in a number of ways - number of messages,
total network load etc. We specifically evaluate architec-
tures and protocols in terms of thenumber of message-
hopsgenerated in the network. One message-hop is one
communication operation that transfers one packet of in-
formation between two neighboring sensors in one hop.
Considering the fact that radio transmission ranges of
sensor nodes, which decide power consumption, are set
to be identical in common practice, the communication
cost is directly proportional to the number of messages
and the number of hops each message has to traverse. The
significant advantage of thetotal message hopsmetric is
that it indirectly covers other factors that can contribute to
communication overhead in a sensor network, such as en-
ergy consumption for powering electronic sensor devices
and overhearing cost2. As is the case with aggregation
queries, we assume that all messages, including control
messages are of the same size; in other words, an aggre-
gate data packet will be of the same size as the data that
has been aggregated within it. This approach is conserva-
tive since our protocol produces many control messages
and they are usually smaller than sensor data messages.

2Cost for a sensor to catch packets and check the destinations of the
packets[22].
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2.2 Definitions and Objectives

We consider continuousApproximate Aggregation
Queries Q(S1; S2; :::; Sn; Æ) with an error boundÆ on
the result of the aggregate function over a set of sen-
sorsS = fS1; S2; :::Sng. The error tolerance allows
the query result to be approximate, hence the termap-
proximate aggregation query. Aggregation Tree(AT )
is an abstract tree structure constructed for approximate
data aggregation. Leaf nodes in the tree represent sensor
nodes and the intermediate tree nodes represent cluster-
heads that reside on some sensor nodes. Each subtree
corresponds to a cluster at a certain level.Adaptive Ap-
proximate Aggregation Protocol (A3) is a protocol on
top ofAT that shows how aggregation can be performed
to achieve energy-efficiency, as well as how to partially
achieve uniform power consumption in sensor networks.

The problem of approximate aggregation can be for-
mally stated as following:Given a wireless sensor net-
work with an abstract cluster structure and a continuous
approximate aggregation queryQ(S1; S2; :::; Sn; Æ) over
a set of sensorsfS1; S2; :::Sng in the network with a spe-
cific quality requirement, design a data aggregation pro-
tocol that can answer the continuous query successfully,
while allowing the sensor network achieve maximum life-
time.Thus, the ultimate goal of our techniques is to max-
imize lifetime of sensor networks while processing user
queries successfully. Two immediate subgoals are re-
ducing communication cost and balancing the workloads
within sensor networks. We achieve these goals through
the following steps:

� Design anA3 protocol to minimize communica-
tion cost while preserving quality in answers to user
queries.

� EnhanceA3 protocol to adjust error tolerances of
clusters at different levels adaptively so that work-
load among clusters are balanced.

Note that the logicalAT structure and protocol pro-
posed in this work are devised to facilitate processing of
general aggregate monitoring queries (the focus of this
paper). We use a summation query to illustrate our proto-
col in the remainder of this paper. Extensions to other ag-
gregate queries, i.e. min/max are discussed in Appendix
A. We present our proposed techniques to address the
above issues in the next two sections.

3 Data Collection via Adaptive Approxi-
mate Aggregation

Given a cluster structure of a sensor network, precise
data collection through aggregation is straightforward. In
this section, we will show that whenever approximate re-
sults are acceptable, extra savings can be achieved by de-
veloping an adaptive approximate data aggregation (A3)
protocol.

3.1 Properties of Hierarchical Cluster Architec-
tures

Cluster structures can be hierarchical when cluster-
heads are clustered. This corresponds to multi-level com-
munication strategy when, e.g., sensor nodes talk to super
nodes and super nodes talk to access points, both through
wireless communication; then access points communi-
cate with a server through wired links. Figure 1 shows an
aggregation tree (AT ) for a 2-level cluster architecture.
In general, each branch of theAT may have different
depth and that leaf nodes are source sensor nodes.

Figure 1. 2-Level Cluster Architecture

With a tree structure, a precise data collection process
works as follows. Each sensor node (a leaf node in the
tree) sends data (captured values) to its parent node. As
a special case, a node which also serves as a cluster-head
will have its value available to the cluster-head without
communication cost. The parent node will report an ag-
gregate (over all child nodes) value upwards after it hears
from all children. The top level cluster-head(an AP) will
produce a value aggregated over all relevant sensor nodes
at the last step of the round. The presence of synchro-
nized clocks ensures that data at different rounds can be
distinguished.

When a predetermined error in the aggregation result
can be tolerated, we observe that it is not necessary for
a node to report every new value (new sensor reading or
new aggregated value) if this new value is very close to a
default value that its parent is aware of. To be more spe-
cific, if a parent node keeps in its cache a default value
v and a default error boundÆ for each child node, each
node reports a new value to its parent node only when the
error bound is violated by the new valuev

0

(jv
0

�vj > Æ).
When a parent node does not hear from a child node, it
assumes the child node has a value within[v�Æ; v+Æ]. In
the more general case, the new value could be compared
with a “predicted” value of the node to check violation,
if a prediction model is implemented at the node and its
parent. A prediction model[14] is a model that two nodes
agree on and is used to generate a new value at the par-
ent if the child node does not report an updated value. In
this paper, we discuss a process by which a parent node
assigns to each child node an artificial future value (us-
ing the previously reported value is one of many possible
choices). We refer to this artificial future value as thede-
fault value. The setting of default values must be such
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that accuracy constraints of the final aggregation result
are satisfied. In order to maintain correctness of the final
result, some invariances have to be maintained on the de-
fault values and error bounds. More specifically, we have
the following theorems.

Theorem 3.1Let vi and Æi represent default values
and error tolerances of member nodes in a cluster,vc
andÆc represent the aggregate value and error tolerance
at cluster-head, andNc be the total number of member
nodes of the cluster. The following inequality is a neces-
sary condition for aSUM aggregation to be evaluated
correctly: Æc �

PNc

i=1 Æi.

Proof: To maintain answer correctness onSUM ag-
gregation, range[

PNc

i=1 vi�
PNc

i=1 Æi;
PNc

i=1 vi+
PNc

i=1 Æi]
has to be included in[vc � Æc; vc + Æc]. This impliesPNc

i=1 vi �
PNc

i=1 Æi � v � Æ and
PNc

i=1 vi +
PNc

i=1 Æi �

v + Æ. They can be further simplified as
PNc

i=1 vi � vc �PNc

i=1 Æi � Æc and
PNc

i=1 vi � vc � Æc �
PNc

i=1 Æi, which
is the same asÆc �

PNc

i=1 Æi. �

Theorem 3.2: vc =
PNc

i=1 vi andÆc �
PNc

i=1 Æi are
sufficient conditions to maintain answer correctness for
SUM aggregation.

Proof: With the first condition, the default range for
summation[

PNc

i=1 vi �
PNc

i=1 Æi;
PNc

i=1 vi +
PNc

i=1 Æi] is
equivalent to[vc �

PNc

i=1 Æi; vc +
PNc

i=1 Æi]. Using the
second condition, we concludevc�

PNc

i=1 Æ�vc� Æc and
vc +
PNc

i=1 Æi � vc + Æc. This implies the summation
value will be bounded by[vc � Æc; vc + Æc]. �

In addition to maintaining the answer correctness of
aggregation queries, large error tolerances on cluster
member nodes are desired in order to reduce communica-
tion cost. In fact, we want to have the maximum possible
total error tolerance for cluster members. The following
corollary gives us such conditions.

Corollary 1 The necessary and sufficient condition for
SUM aggregation to be evaluated correctly and for clus-
ter members to have maximum total error tolerance is:

vc =

NcX

i=1

vi; (1)

Æc =

NcX

i=1

Æi: (2)

Proof: Sufficiency immediately follows theorem 4.2.

To show necessity, note that maximum total error tol-
erance impliesÆc =

PNc

i=1 Æi. This in turn requires
vc =
PNc

i=1 vi to maintain aggregation correctness.�

Equations (1) and (2) give us two invariances we want
to maintain forSUM queries. For other type of aggrega-
tion functions, the invariances are similar. See Appendix
A for detailed discussion.

The two invariances postulated above allow for safe
manipulation of the default values and error bounds. To
efficiently deploy the hierarchical cluster structure for ap-
proximate data aggregation, we adaptively set default val-
ues and adjust error bounds based on the level of change
at each sensor node while ensuring that the invariances be
maintained. We illustrate how the updates are performed
using a 2-level cluster structure and then generalize the
protocol to multi-level cluster structures.

3.2 Adaptive Data Updates

We illustrate how to adapt default values for a 2-level
cluster structure as the one shown in figure 1. We con-
sider the monitoring of summation of a set of sensor
readings. With theSUM query, one simple way to dis-
tribute overall error tolerance among all nodes in the tree
is to evenly distribute tolerance of a parent node to each
child node. (An alternative, which we are not consider-
ing, could be to keep some slack for a parent node and
distribute the other part to children. We haven’t found in
our experiments any evidence to show that this method
would reduce the number of necessary messages.)

In figure 1, a new data value (e.g.v
0

1) is generated at
a leaf node (source sensor, e.g.n1). n1 will first check
the value against its default value (v1) and error bound
(Æ1). If jv

0

1 � v1j � Æ1, nothing needs to be done. The
lack of a message fromn1 will tell the parent node (c1)
that the value ofn1 in this round is within the interval
[v1 � Æ1; v1 + Æ1]. When a violation of error bounds at
the sensor node occurs, there are 2 cases that must be
considered separately. In the first case, one or more child
nodes violate their error bounds, and the bound on parent
node is also violated. (As a special case, if only one child
has its bound violated, the bound of parent node must be
violated.) The bound on a parent node is violated when

NvX

i=1

(v
0

i � vi) >

NvX

i=1

Æi; (3)

whereNv is the total number of child nodes that have
violated their bounds and reported to their cluster-head.
The implicit assumption that has to be made here is that
those children who didn’t violate their bounds may be
very close to violating the bounds in the worst case.

Assumen1 andn2 violate their bounds and report new
valuesv

0

1 andv
0

2 to c1. Thenn1 andn2 will reset their
default values tov

0

1 andv
0

2 after waiting for a predefined
time period without hearing fromc1. (This delay is im-
portant for maintaining cache consistency withc1 due to
the presence of the second case described below.)c1 will
also report its new value to its parent (the AP in our ex-
ample), since with the worst case assumption on other
non-reporting child nodes, the error bound onc1 will be
violated.3 The new value in this case is not a single value,

3An alternative is to probe other child node for their exact values.
We are not taking this approach.
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Figure 2. An Example of Data Updating in A3 Protocol

but an interval[vc1+(v
0

1� v1)+ (v
0

2� v2)� (Æc1� Æ1�
Æ2); vc1+ (v

0

1 � v1) + (v
0

2� v2) + (Æc1� Æ1� Æ2)]. As a
result of updates from child nodes, the width of the range
is smaller than that given by the error bound atc1, which
indicates thatc1 updates a more accurate value interval to
the AP. After reporting the new value,c1 resets its default
value tovc1 + (v

0

1 � v1) + (v
0

2 � v2) and resets its cache
values forn1 andn2 to v1 = v

0

1 andv2 = v
0

2.
The second case is that more than one child node re-

ports new values toc1, but the bound onc1 is not vio-
lated. In this case,c1 will not report to its parent node be-
cause the group quality constraint is still satisfied. How-
ever, since invariance (1) may be violated betweenc1
and its child nodes, reported values from child nodes
can notserve as default values for future operations di-
rectly(without adjusting error tolerances). Thus,c1 needs
to compute desired new default values for each child who
reported in the round and inform them to reset their de-
fault values. When computing the new default values,
we try to keep the new values close to the updated val-
ues from children. This can be achieved by solving the
following equations.

NvX

i=1

vi = vc1 �

Nc1X

j=Nv+1

vj (4)

vi

v
0

i

= CONST (5)

Here we assume the firstNv (Nv < Nc1) child nodes
reported their new values.CONST is a constant andvi
is the desired new default value for theith (1 � i � Nv)
child node. Solving the equations, we get

vi =
v

0

iPNv

k=1(v
0

k)
(vc1 �

Nc1X

j=Nv+1

(vj)) (6)

The fact thatc1 does not report to the AP in this case
yields some savings on communication cost. Although
additional computation and control messages within the
cluster may be initiated, they are usually not as expen-
sive since computation and local communication within
clusters are cheaper. Our protocol also benefits from the
fact that there is one child node whose value is always
available, which is the sensor node that the cluster-head

(AT node) resides on. There is no communication cost
between these two nodes. So we always have the infor-
mation from the sensor node available to help make better
decisions on whether to report or not.

A simple example, as shown in figure 2, illustrates the
updating process. Assume thatc1 has only two children
n1 andn2, and we have the following values initially:
vc1 = 200; Æc1 = 20; v1 = 100; Æ1 = 10; v2 = 100; Æ2 =
10 (see figure 2(a)). Suppose now error bound violation
occurs at noden1 with v

0

1 = 112, and there is no report
from noden2. n1 will set its default value tov1 = 112.
c1 will set its default value tovc1 = 212 and report[212�
10; 212+10] to the AP (figure 2(b)). Note that we haven’t
discussed adjustment of error tolerance. The error bound
is still 20. So the default interval forc1 is now [212 �
20; 212 + 20]. If in the same round, the bound onn2 is
also violated by a new valuev

0

2 = 112, v2 will also be
set to112. And c1 will report 224 to the AP and reset its
default value tovc1 = 224 and default interval to[224�
20; 224+ 20] (see figure 2(c)).

Let us consider another case where in the same round,
the bound onn2 is also violated, but now by a new value
v

0

2 = 85, the bound forc1 is not violated since200�20 <
112 + 85 < 200 + 20. Thusc1 will not propagate an
update to the AP, neither will its default value be changed.
However, the default values forn1 andn2 will have to be
re-evaluated byc1 using formula 6. The results,v1 =
113:7 andv2 = 86:3, will be sent to the corresponding
child node.

In our 2-level architecture, there are no further actions
after resetting of default values sincen1 andn2 are at the
lowest level of theAT tree. However, in the case of a
multi-level tree, there may be other levels of nodes below
n1 andn2, the default values at those levels also need
to be reset so that the effect can be “propagated” to all
descendants ofc1. This, however should be performed
only when reporting a new value fromc1 to AP is more
expensive than the cost of resetting descendants ofc1.

4 Adaptive Adjustment of Error Tolerance

We have shown so far how default values can be main-
tained in the data updating process to ensure invariance
(1). We also fixed the error bounds for each node so
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Figure 3. Distribute Error Tolerance Between Two Nodes

that invariance (2) also holds. But this may not be cost-
efficient, since different source sensors may exhibit dif-
ferent types of behavior. For those sensors whose values
do not change very much, it is beneficial to assign them
smaller error tolerances and assign the slack saved this
way to other more active sensor nodes. We exploit this
insight to design an approximate algorithm to adaptively
adjust the error tolerance at each node in order to achieve
an overall balance on communication activity by allow-
ing sensor nodes update at similar frequencies.

On the other hand, balanced workloads may also re-
sult in reduced overall workload, although optimality is
not guaranteed due to the unknown nature of data behav-
ior. Figure 3 shows one case that can illustrate the benefit
of having balanced workload. Assume data readings of
the two sensor nodes in different rounds are within some
ranges (r1 andr2). And assume the total error tolerance
allowed is also the same (d1 + d2 = d01 + d02). It is obvi-
ous that the distribution in figure 3(a) will generate some
messages while the distribution in figure 3(b) will not.

4.1 Adaptive Adjustment Technique

The best adjustment technique could be developed if
the data behaviors can be predicted, which is impossible
in real applications. Learning the distributions of data by
fitting statistical models can also be a good solution. But
due to the limited storage and computing power of sen-
sor nodes, those strategies will be too complex to imple-
ment. We propose a simple strategy for estimating sensor
node workloads based on update frequencies. Other fac-
tor such as resource constraints (e.g. power level) can be
assimilated into the estimation as well. In theA3 pro-
tocol, an adjustment is always initiated by a parent node
who keeps in its cache default values and error bounds of
all its children. In order to know the workloads of child
nodes, the parent node also keeps a record of the update
frequency,f , for all its children over certain period of
time in history. This time period can be envisioned as
a time-driven or round-driven sliding window. Thenf is
the number of updates a child node makes during the time
window. In our experiments, we set all window sizes to
32 (rounds).

At each time an adjustment is activated at a parent

node, our algorithm adjusts only two child nodes who
have maximum and minimum update frequencies. An
overall balance among sibling nodes will be achieved in
a long run. We use the following criterion to initiate the
adjustment:

fmax � fmin

fmax

� rth; (7)

wherefmax is the maximum frequency andfmin is
the minimum. rth is a threshold we choose for the al-
gorithm. We represent error tolerances corresponding to
fmax andfmin by Æfmax andÆfmin. Then we can reset
the error tolerances using the following formulae:

Æfmax = �Æfmax + (1� �)(Æfmax + Æfmin)
fmax

fmax + fmin

(8)

Æfmin = �Æfmin + (1� �)(Æfmax + Æfmin)
fmin

fmax + fmin

(9)

In the formulae,� is an adjustment factor which allows
us to keep part of the previous error tolerance and re-
distribute the other part between the two (min and max
update frequency) nodes. The value of� should be cho-
sen based on the sensitivity of the update value. Care
should be taken to ensure that the choice of� do not
cause any oscillation effect in which frequency of node
with fmax becomes too small after the adjustment and
that of node withfmin gets too large. The basicA3 pro-
tocol can be enhanced by selectingrth and� adaptively.
Once an error adjustment action is taken by a tree node,
the node waits for a fixed number of rounds before at-
tempting another adjustment. This is necessary to factor
in the time lag between the error adjustment and the ac-
tual impact on the update frequencies.

For a 2-level architecture, the AP and cluster-heads
are in charge of the error bound adjustment process. For
a multi-level structure, similar to the resetting process of
default values, the effect of error bounds being changed
must be propagated to descendants. Special care needs
to be taken in the propagation since reducing the error
bound on a node is an unsafe operation and may cause
the total error bound on a node’s children to be greater
than the reduced bound on a node. This may result in
incorrect results for monitoring queries. To handle this,
we can introduce the notion of “safe operation” and “un-
safe operation” similar to those used in [1]. An unsafe
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operation can only be committed after the unsafe oper-
ations on child nodes are committed. In another words,
if a node has its error bound reduced, it can not perform
approximate aggregation until all children (and thus, de-
scendants) have reduced their error bounds. On the other
hand, enlarging error bound is a safe operation that will
not yield incorrect results. The operation can be commit-
ted any time.

ProcedureA3 Protocol
INPUT:
vi, v

0

i : default and new values of theith child;
Æi : error bound of theith child;C : cluster;
Nc : total members inC; Nv : members reporting;
fmax, fmin: max and min update frequencies;
rth, � : adjustment threshold and factor;
// Data Updating
(1) while(receivev

0

i from child)
(2) if (

PNv
i=1(v

0

i � vi) >
PNv

i=1 Æi)

(3) vc = vc +
PNv

i=1(v
0

i � vi);
(4) update (vc, Æc �

PNv
i=1 Æi) to parent;

(5) endIf;
(6) else

(7) vinew  
v
0

iPNv
k=1

(v
0

k
)
(vc �

PNc
j=Nv+1

vj);

(8) resetvinew asith child’s default value;
(9) endElse;
(10) endWhile;
(11) if (recievevinew from parent)
(12) reset default values for all children;
(13) vi vinew ;
(14) endIf;
// Error Bound Adjustment
(15) if (this is not leaf node andfmax�fmin

fmax
� rth)

(16) Æfmax  �Æfmax + (1� �)(Æfmax + Æfmin)
fmax

fmax+fmin
;

(17) Æfmin  �Æfmin + (1� �)(Æfmax + Æfmin)
fmin

fmax+fmin
;

(18) updateÆfmax;
(19) updateÆfmin;
(20) endIf;
(21) if (recieveÆnew from parent)
(22) if (this is not a leaf node)
(23) resetÆ for all children;
(24) endIf;
(25) Æ  Ænew ;
(26) endIf;

Figure 4. A3 Protocol

Propagation can also be conducted based on the up-
date frequencies. This process will also try to balance
sensor node workloads using the least possible messages.
Let ns be the number of nodes whose update frequency
is below average. We can choose the first1

2ns children
with lowest update frequencies, and reduce their bounds
evenly. For example, as shown in figure 2(a), suppose er-
ror bound forc1 is reduced from�20 to�15 by the AP.
If f1 < f2, Æ1 will be changed from�10 to�5.

We summarize theA3 protocol in figure 4. Note that
since a physical sensor node can host multiple logical

nodes in cluster architecture, multiple copies of the pro-
tocol can run at the same physical sensor node.

4.2 Discussion

Several choices exist in the process of designing a sen-
sor network protocol. TheAT structure andA3 protocol
are specialized to address general monitoring tasks. Spe-
cific knowledge on the physical phenomena being mon-
itored can enable further optimizations. For example, in
monitoring a highly dynamic phenomenon, we may want
to instantiaterth to be a high value. Otherwise the reset-
ting of error tolerance may happen too often for adjust-
ment of the error bounds to be advantageous. Another
design parameter to be determined is the window size for
computing update frequency. A possible approach would
be to choose a larger window size for nodes in higher
levels allowing these nodes to make adjustment decisions
more conservatively.

In our work, the estimation of workload does not con-
sider energy levels of the individual sensor nodes. Fur-
ther optimizations to theA3 protocol can be achieved by
integrating energy consumption models for sensor nodes
into the adaptation process.

The cluster architecture itself may be further exploited
to improve the performance of in-network processing.
For instance, transmission schedules may be established
that dictate exactly when individual cluster members can
communicate in order to avoid collisions. Similarly, if
packet routing functionality is limited to cluster-heads,
other cluster members may be scheduled to sleep when
they are not transmitting and receiving, further optimiz-
ing energy consumption. Implementing the above tech-
niques requires closer integration with network and MAC
layer protocols; this is a topic for future research.

5 Performance Evaluation

5.1 Experimental Setup

In the preliminary experimental study, we try to sim-
ulate a real sensor network application scenario. The
experimental topology consists of a connected random
graph on a50 � 50 two-dimensional space. 120 sen-
sor nodes are placed uniformly randomly on the space.
We choose a radio coverage limit for all sensor nodes so
that all neighbors within the range can be connected by
an edge. This range is chosen so that the network is con-
nected and the edges are not too dense. We then select
36 nodes from three corner areas as the relevant nodes
for a sample query. Choosing this topology over a grid-
based topology enables us capture the randomness of sen-
sor placement which is often governed by factors other
than geographic information. Cluster-heads in the three
groups are chosen by using a modified version of small-
size weakly-connected dominating set algorithm (see [4])
so that the total distance to the heads in each group is
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Figure 5. Aggregated Result at Access
Point

minimal. The lengths (number of hops in shortest path)
of the edges within a cluster vary between 1 and 3. Dis-
tances from the selected cluster-heads to the AP are 6, 14,
and 9 hops.

Note that this type of randomly generated network is
a conservative choice for testingA3 protocol. When a
network exhibits certain patterns, such as dense imple-
mentation in some areas, cluster structure will allow the
A3 protocol to perform more efficiently. An immediate
observation after having anAT is that precise data aggre-
gation usingAT is much cheaper than a direct end-to-end
approach for each round (399 vs81 message-hops) .

Sensor Data: In the experiments, we simulate mon-
itoring of a set of sensors that measure some physical
world values (e.g. radiation level) that increase linearly.
We model the sensor measurements as uniformly dis-
tributed random values within interval[v�� �Æ; v+� �Æ].
v is the ideal value for time instance obtained from a lin-
ear function. We initializeÆ = f0; 5; 10g for each source
sensor and� = 1:2 in our experimental setup, these fac-
tors are further manipulated in specific experiments.

5.2 Evaluating theA3 Protocol

Update Cost with Fixed Error Tolerances: We ex-
ecute the update protocol while fixing the error bounds
which are initially evenly distributed among clusters and
sensors. The aggregated result as seen at the AP is shown
in figure 5 in which it is compared to the real aggregate
that would result from precise data aggregation. We can
see that the value being observed is within the specified
error bound of the real result. An accuracy boost is ob-
served periodically due to the violation of lower error
bound, which is decided by the fact that the approximate
aggregate tends to be smaller than the real aggregate since
sensor values are generally increasing. Figure 6 shows
(after a warm-up period) the update costs for each round
with different error tolerances. We can see that the larger
the error tolerance is, the more the savings. In our data
setup, we achieve around 50% savings on communica-
tion cost with an absolute error tolerance of 10 for each

sensor. We also observe that the cost in each round ex-
hibits a pattern, with a few low costs followed by a high
cost. This is due to the fact the protocol tends to cost less
for a couple of rounds when the error bounds on cluster-
heads are not violated. But when the local adjustment of
default values can not catch up with the increase of the
aggregated sensor values, a long range communication
to the AP is activated, which in turn results in a peak in
communication cost.

In addition to linearly increasing data, we also studied
update cost for constant data with random noise. The
results (which are not shown due to space limit) confirm
our early observation that under random noise scenario,
noise values tend to cancel each other out and the cost of
updating is fairly low.

Performance of Error Tolerance Adjustment: We
simulate dynamic behavior in sensor values by setting
different intervals (� = 1:2; 1:8; 2:4) when choosing
measurements for sensors in the three clusters. This
cause measurements of some clusters to be very active
(� = 2:4), and some to be less active (� = 1:2). We
first choose differentrth and� values used in the error
adjustment. The resulting cost for each round is shown
in figure 7. Our cost evaluation is conservative since
we assume control packets, which usually are smaller,
are of the same size as data packets. Figure 8, 9, 10,
and 11 show the update frequencies and cluster error tol-
erances of each cluster-head(the adjustment is activated
at round 100). Note that in the figures, the three fre-
quency (f1; f2; f3) series correspond to the three clusters
(c1; c2; c3).

As shown by the figures, the adjustment causes error
tolerances to deviate from the initial uniform setting, with
larger error bounds assigned to cluster with more active
measurement values. And as a result, the update frequen-
cies get closer to each other in the later rounds of aggre-
gation. When the error tolerance is non-zero, the overall
cost in each round as shown in figure 7 is significantly
reduced as compared with figure 6. We can also see the
effect of parameter values on the performance of error
adjustment. Figure 8 and 9 show that the frequencies are
adjusted faster with a smaller� value. Figures 10 and
11 show that smallerrth value causes error bound adjust-
ment to be more sensitive to fluctuations in data values.

6 Related Work

Research areas related to our work include sensor
databases, network aggregation, and quality-aware data
collection. Recent works in sensor databases, such as
the TinyDB project [16] and COUGAR project [23] in-
vestigate various issues in developing a sensor database.
Madden et al. at UC Berkeley also investigated the im-
plementation of aggregation as part of the system service
architecture[17]. The work on quality aware sensor data
management that we are doing in our QUASAR project
[13] tries to trade data quality for network performance
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Figure 6. Cost for Data Updating Figure 7. Cost with Æ Adjusted

Figure 8. Update Frequency (rth = 0:5, � = 0:5) Figure 9. Update Frequency (rth : 0:5, � : 0:75)

in an efficient way.
In sensor network data gathering area, several ap-

proximate network clustering algorithms using weakly-
connected dominating sets were presented in [4]. [12]
and [5] target uniform energy dissipation to achieve max-
imum lifetime for a sensor network. LEACH [7] and PE-
GASIS [15] explore cluster-based data gathering proto-
cols that rotate the cluster-head randomly to evenly dis-
tribute workload among sensor nodes. Directed Diffusion
[10] provides a data dissemination approach in which a
node requests data by propagating interests, in which ag-
gregation is implemented through “path sharing”. Aside
from aggregation, power-aware routing [21] techniques
have been recently developed to minimize the cost of in-
termediate routing nodes in ad-hoc networks.

Research in quality-aware data collection addresses
the relation between quality requirements of query an-
swers and quality of the raw data, with the ultimate goal
of satisfying query requirements while minimizing cer-
tain cost. For example, Lazaridis et al.[14] developed an
approximate data compression algorithm for data archiv-
ing. Our previous work [25] interprets quality of spatial
range query results using probabilistic uncertainty. Ol-
ston et al.[19] provided an adaptive data collection pro-
tocol to collect data with certain precision requirements
so that the application quality requirements of continu-
ous queries can be met and the total communication cost
for collecting the data is minimized. Constrained data
caching [18, 1] deals with how to ensure consistency con-
straints dynamically in distributed databases. Our error
bound adjustment method bears similarity to the works
in this area to some extent.

Most of the previous works have ignored the underly-

ing physical network that carries the data collection mes-
sages. Our approach takes this into consideration and ex-
ploits the hierarchical structure of networks to enforce
group quality for each cluster. To the extent of authors’
knowledge, we are not aware of any previous work on ap-
proximate data aggregation based on a hierarchical struc-
ture which enforces group quality constraints. Given the
importance of sensor monitoring applications, we believe
this is a critical issue that can impact performance in a va-
riety of sensor application domains.
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A Approximate MAX/MINMonitoring

As discussed in section 3, in approximate aggregate
monitoring, two invariances need to be maintained to en-
sure correctness of the final result. Our protocol has been
illustrated using the invariance forSUM query as shown
in equation 1. The Average (AV G) query has similar in-
variance and shares a similar protocol. The invariances
for MAX/MIN queries are different and in fact less com-
plicated. ForMAXqueries, the invariances are

vc = maxfvig; (10)

Æc = maxfÆig: (11)

Invariance 11 indicates that we should set error tolerances
for all child nodes at a same value. Since cluster-head
will take the maximum, it is only advantageous to set
all nodes to the maximum error bound. This further im-
plies that all nodes in theAT share the same error bound.
With identical error bound, the adjustment component
of the protocol disappears. A cluster-head only needs
to monitor the maximum default value among its child
nodes. To do this, a cluster-head keeps in its cache all de-
fault values of its children. When it receives new values
from some children in a specific round (which implies
error bound violations occur with these nodes), it resets
the corresponding default values in its cache. Next, if
the maximum value among all the cached default values
is changed from the previous round, the new maximum
value is sent to its parent node. Note the protocol is sim-
pler since, besides identical error bounds, there is no need
for a parent node to reset default values of its children.
The default values are automatically set at their reported
values. MIN aggregates can be monitored with exactly
the same protocol.
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