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Robust Networking and Information Collection
The primary goal of the Robust Networking efforts is to develop an efficient, reliable, and scalable network infrastructure to aid and support emergency response activities. Efforts to expand upon, improve and advance our emerging technologies and systems continued this past year, producing significant results. 

The infrastructure is being developed to provide computing, communication, and intelligent information collection, management, and maintenance systems for on-site use at the site of emergencies and disasters. This is being done under the assumption that one or more possible environmental constraints exist, for example, lack of electric power, partial or full unavailability of fixed communication networks (either severely compromised or, in fact, never existed), and the use of heterogeneous sets of communication technologies and techniques from multiple first-responder organizations focusing on different aspects of the scene (police, fire, SWAT, bomb squad, paramedics and other medical personnel, etc.). This work on the Networking infrastructure has produced a portfolio of components. 

Significant technical advances were made for several components and peripherals of the infrastructure. Notably, a new routing protocol called MACRT was developed for the CalMesh platform; it was successfully introduced and tested during the Winter/Spring 2008. In addition, the CalMesh hardware was overhauled with a more capable Linux platform and faster WiFi cards (we now run a 500Mhz CPU and use 802.11g rates on Atheros cards). We call this updated platform CalMesh2 and it can be either hosted in the same rugged aluminum cases as the first version, or in a smaller form factor enclosure that is also designed for outdoor use.

Two new models of the Gizmo truck were developed this year, one for industry and the other for use by students as a building platform. GPS capabilities have been added to the Gizmo platform. Also, a new circuit board has been designed in order to integrate all of the, now quite numerous, functionalities present in Gizmo. A new CalNode was developed, CalNode-Semi-Mobile (CalNode-SM)to add functionality to the CogNet system.

We continued to develop the mobile command and control vehicle for emergency response - the pickup truck we purchased in September 2006 has participated in all of our drills. The major work on the truck this year was to add a new solar power system and controllers which enable all of our wireless infrastructure components (Gizmo, WiFli Condor, CalMesh, etc.) to interface with the vehicle.
One of the primary successes this year was the tight integration among the multiple components of the networking infrastructure, which was showcased and tested for the first time in full-scale drills. The integration provided a more cohesive, interoperating infrastructure. This was successfully demonstrated when we showcased nearly a dozen of our technologies, tools and devices during the two emergency drills in which we participated this year: UCSD Campus Drill (full-scale exercise with an active-shooter scenario), October 16, 2007 and an MMST full-scale drill, dubbed Operation Silver Bullet (in South Bay, San Diego, CA, January 24, 2008 (unique scenario with dual incidents situation, the first time for the local MMST). 

NUTSO (Non-Uniform Tiled System Optiportal)demonstrated the ability to create a mobile platform that can serve as a mobile command center, and integrate a number of video feeds and other sources of information in a single, flexible viewing area. Multiple types of feeds were handled well, including video feeds from cameras, news coverage, online resources, internal documents, etc. 

Rich Feeds worked seamlessly with NUTSO. A first cut at crosscutting concern processing for authorization/authentication/policy evaluation was integrated into the ESB.  Based on user-supplied credentials, the feed list presented to the user is determined, such that a lack of credentials filters out the UCSD Police camera feed, for example.
The dual incident scenario of the MMST drill was designed to test the ability to rapidly adapt and manage a multiple site attack in the greater San Diego area. It required two incident command posts and an overall area command center, each of which required information simultaneously (dual and single source). Additional load was placed on the infrastructure with new functionality being tested (accountability with bar-coded ID badges for the providers at the scene) and it rained. Both the researchers and the first-responders were very pleased with the results. "We were able to display data from both venues at Area Command, so they could truly get a bird's eye view of the entire situation," noted Colleen Buono, of WIISARD. Buono is an assistant clinical professor of emergency medicine at UCSD's School of Medicine and medical director at Palomar Paramedic College.

Details of all networking infrastructure advancements made during the year and results of drill-related experiments conducted, as well as data analysis and measurements made during the two drills are detailed below (see table of contents below). 
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Activities and Findings
MMST Drill:  Operation Silver Bullet, Chula Vista, January 24, 2008

Background

On January 24, 2008, the San Diego Metropolitan Medical Strike Team (MMST ) held a large scale drill (called Operation Silver Bullet) at the Coor's Amphitheater and Knott's Soak City in Chula Vista, CA. In this drill, the first responders were tasked to deal with a simulated dual site large scale terror attack at these two locations (inspired by the 7/7 bombings in London, 2005). 

The key objective for the drill was to test the ability to rapidly adapt and manage a multiple site attack in the greater San Diego area. The scenario was a coordinated dual location attack taking place about 30 minutes apart at two geographically separated locations. However, for practical reason the two simulated incidents were located only 200-300m apart; first attack took place at Coors Amphitheater and the second at Knott's Soak City theme park. Since focus was set on inter-agency communication and agility to adapt resources to a new situation, the exercise still tested the intended functions within each agency. 
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Figure 1.  CalMesh WiFi mesh node (left) and Gizmo (right)

We participated in the drill with several technologies developed within the Responsphere program to support first responders in mass casualty disasters. The CalMesh ad-hoc wireless network infrastructure and Gizmo were among them. A video equipped remote controlled rover using the CalMesh infrastructure was used during the drill (Figure 1). CalMesh continues to be the key, central role for communications and all the applications demonstrated at these drills. MMST is a team of local, state, and federal responders who work together to develop and implement response plans for major urban crises and disasters.

CalMesh, Mesh Networking Platform

CalMesh is an ad-hoc network of small, lightweight, and easily reconfigurable nodes that quickly self-organize to form a reliable wireless mesh network. CalMesh is designed to be rapidly deployed at the site of a crisis to restore the communication fabric crucial to emergency response, and has been used in conjunction with previous drills with the MMST. It is the cornerstone of the infrastructure. 

The CalMesh nodes use IEEE 802.11b-based WiFi technology for users to easily set up communication during emergencies. The intelligent gateway nodes communicate with each other using an advanced wireless multi-hop relaying process. CalMesh nodes can use any of a variety of wired and wireless backhauls to allow users to seamlessly roam across and aggregate multiple network infrastructures to maintain connection to the Internet. 
During 2007 the CalMesh project developed a new mesh network routing protocol to replace the spanning tree based routing currently used in the CalMesh network. Latency in route reconfiguration in the event of failing links and nodes was the main drawback of the spanning tree protocol. 

Moreover, the CalMesh hardware got an overhaul to get a more capable Linux platform and faster WiFi cards (we now run a 500Mhz CPU and use 802.11g rates on Atheros cards). We call this updated platform CalMesh2 and it can be either hosted in the same aluminum cases as the first version, or in a smaller form factor enclosure that is also designed for outdoor use.

The routing protocol, denoted MACRT as in MAC Routing, was first developed in our ICEMAN (Inter-layer Communication Enhanced Mobile Ad hoc Networks) architecture, which offers an easy user space testing and prototype development environment for low-level network programming in Linux, e.g., cross-layer routing protocols. The MACRT ICEMAN prototype was used to test and verify functionality of the protocol. After the prototyping phase, the per-packet intense operation of the protocol was moved into the Linux Kernel space in order to achieve desired performance in terms of throughput and latency.

MACRT is a layer 2 (MAC) ad hoc on-demand routing protocol and was inspired by the popular layer 3 (IP) AODV protocol.  However, as the name suggests, it operates on layer 2 of the OSI stack, which means that the mesh nodes uses MAC addresses to "route" between source and destination mesh nodes. Similar to AODV, every new packet flow is preceded by a short "Route Request" message flooded in the mesh network, which will invoke a "Route Reply" from the source node once it is received. The nodes along the "best" path will form the route for the new packet flow in the following way: the flooded "Route Request" packets all set up a reverse route in all the nodes it passes on its way from source to destination node. The destination sends the "Route Reply" message back along the route from which the "best" "Route Request" was received (it carries a link cost aggregated along the route.)

MACRT also incorporates several improvements and new functions:

First, for the client management, the new protocol intercepts the 802.11 client management messages and uses these messages to help clients roam between Access Points (AP).

Secondly, the ETX (Expected Transmission Count) is used as a link metric in the routing algorithm in order to give established routes better throughput of the network compared to a pure hop metric.

Thirdly, existing ad hoc on demand protocols (such as AODV) only process the first received route request, which results in suboptimal routes. MACRT deploys an algorithm which introduces very short delays before "Route Requests" are forwarded. In addition it allows route updates to be sent out during an ongoing route discovery procedure to discover the best route.

Fourthly, the link quality between two wireless nodes normally fluctuates widely, which makes it a challenge to maintain route stability for a self healing routing algorithm such as MACRT. To counter this, MACRT has a neighbor subsystem that maintains the connections to its adjacent nodes by using a bounded random walk model of the RSSI (Received Signal Strength Indication) values; in effect, the subsystem to filters out unstable neighbors. In addition, the neighbor subsystem also deploys an adaptive link break detection algorithm based on the 802.11 transmission failure messages.

CalMesh Infrastructure Deployment for MMST Drill 

The CalMesh network was tasked to support the first responders with WiFi connectivity at both locations and was configured into two interconnected IP sub-networks. Figure 2 depicts the network set-up at both sites, where the larger Coors site deployed 6 CalMesh nodes one EVR (EV-DO Router; a CalMesh node with EV-DO Internet access) and the smaller Knott's site required 4 CalMesh nodes. The two sub-networks where interconnected via an IEEE 802.11g link using directional antennas due to the relative long distance (approximately 200m). Internet connectivity to the entire network was provided with 3 separate CDMA2000 EV-DO devices integrated with 3 CalMesh gateway nodes. A subset of the CalMesh nodes had GPS devices, which offers a location service to applications that require geolocation (e.g., situational awareness systems, maps etc.) Most of the CalMesh nodes were mounted on tripods in order to achieve a better coverage than located directly on the ground. Two of the Coors nodes were however placed on higher vantage points: node 21 was tied to a light pole about 10 feet off the ground to avoid shadowing from large vehicles and node 13 mounted on a tripod located on the roof of the Wireless Communications Mobile Command and Control Vehicle (aka the ResponSphere Truck). 
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Figure 2.  Dual site deployment configuration for CalMesh during Operation Silver Bullet.

Deployed Applications

A number of applications used the network infrastructure provided by the CalMesh deployment. 
WIISARD: 
WIISARD (Wireless Internet Information System for Medical Response in Disasters) is an integrated application that brings wireless Internet technologies from the hospital to the field treatment station. It has components that enhance the situational awareness of first responders, facilitate recording of medical data, aid in the monitoring of severely ill patients, and facilitate communication of medical data to hospitals. A mix of tablet PCs, PDAs, sensor devices (e.g., pulse oximeters developed at Calit2) is used in the WIISARD application, all running on top of the CalMesh WiFi infrastructure that allows for a seamless connectivity. During the Silver Bullet exercise, WIISARD's ability to operate and coordinate multiple incidents simultaneously was tested successfully. Figure 2 shows the two treatment areas and Incident Command Posts (ICPs) where the WIISARD system was deployed by the MMST. Moreover, the Coors site also had an overall Area Command, overseeing the entire operation where a Command and Control tool, part of the WIISARD suite, was deployed to provide situational awareness for the incident commanders. The Command and Control tool made use of the GPS data reported by the CalMesh nodes to geolocate the devices involved in the incidents (laptops, PDAs, patient sensor devices) and helped the commanders to account for both providers and patients. (The WIISARD project is a NLM funded project, jointly led between UCSD School of Medicine, UCSD Jacobs School of Engineering, and Calit2)

Gizmo, Mobile Mesh Networking Platform

Gizmo is a remote-controlled model truck built from regular RC model parts found in any hobby store, but hosting an array of technologies that makes it a compelling tool in a first responder setting - at a very affordable cost. It carries an onboard embedded Linux computer that provides the computational power necessary for communication, control, GPS information, and video streaming. Gizmo connects to the CalMesh network and can seamlessly roam around within the coverage provided by the network. Signals to control the direction and speed of the truck are sent from a regular USB game controller connected to a PC (laptop) computer within the CalMesh network (or off-site over the Internet). The video stream from the webcam on the truck is also fed to the computer to aid the control of the truck. The same video feed can be observed at several locations in the CalMesh network through a regular web browser. During Operation Silver Bullet (MMST drill), Gizmo was sent into the disaster Hot Zone and provided video feed back to the Incident Command and Area Command. (See Figure 3)
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Figure 3. Gizmo providing live video feed inside the Coors Hot Zone during Operation Silver Bullet. (clips of this video has been archived into four clips)
Over the year much progress was made on Gizmo:

Two new models of the Gizmo truck have been developed this year. We built four of the first model (three of them have since gone to Intellisis). Of the second model, we have built two prototypes. One is used by the Preuss High school students as a test platform.

A new circuit board has been designed in order to integrate all the components present in Gizmo (16 servos, one gas sensor, 4 serial ports, +12V and +5V inputs/outputs, Bluetooth, 15 ADC, I2C, ISP, Spread spectrum receiver, 900Mhz radio, and override circuitry. New software has been developed which allows two-way audio and video. New cellphone programs have been created which enables control of Gizmo using a phone. 

The GIZMO is a mesh network node on top of a remote-controlled truck for outdoor autonomous deployment using GPS. It's an extension of CalMesh. Once the CalMesh nodes have been deployed, users can check the homogeneity and stability of the network throughout the area of coverage in order to fix possible gaps (spots with no coverage). GIZMO is equipped with an open-source signal strength detector developed by UCSD undergraduate students, which can detect SSIDS, IP addresses, MAC addresses, type of connectivity, and signal strength. GIZMO also has a GPS module, so it can record the location-specific measurements over time as it is driven around an area. The data is sent over the CalMesh network and stored remotely. Gizmo's audio and video outputs let users get situational awareness of a remote location, while corresponding inputs can be used to guide the truck's path. Integrated environmental sensors will allow the truck to collect gas sensor data (e.g., from a carbon monoxide sensor) and send measurements via SMS to a designated cell phone. The node also remains fully operational while the remote-controlled vehicle is in motion. 

The Gizmo project is growing faster and faster in multiple directions. Cell phone technology is advancing rapidly integrating many features as Wi-Fi capabilities. We are developing code which will allow full two-way audio/video with control using a cellphone. At the moment we are using an N95 which has accelerometers which are using to control the Gizmo robot just tilting the phone. From a radio point of view, we have integrated a spread spectrum receiver at 2.4GHz for controls, a 900MHz radio for long distance order wire and we are working on the Zigbee and 700MHz communication.

A distance/collision system has been designed and integrated into the system. An obstacle avoidance algorithm is under development right now and should be ready by July.

GPS capabilities have been added to the Gizmo platform. A new algorithm which will allow gizmo to travel from one point to the other is being develop this quarter and should be ready by July.

Gizmo captured the attention of the popular media this year, with print and video features appearing on multiple TV news reports and in articles in newspapers (local, national and international) and on the web. 
Mesh Network Antenna Caddies

The Mesh Network Antenna Caddies were deployed from our Wireless Communications Command and Control Vehicle. One Antenna Caddy is equipped with a remote control pan-tilt antenna pointing mechanism for point to point 1km maximum distance mesh network hops. A total of 3 antenna caddies have been constructed. 
We have also constructed a flexible deployment system for our ViaSat LinkStar satellite data link. The current mounting scheme allows for deployment from or on top of a truck, or on the ground. In this way, the satellite link can be decoupled from the vehicle, and left in a better location with a view of the southern sky. In some cases, the vehicle may need to park in a location without a southern sky view. We have found this to be true in urban canyon environments. The dish diameter of 1.8m is sized for antenna gain so that only a 2W RF amplifier is required for a 512kb/s uplink. This low power RF amplifier with a high gain parabolic dish increase usable time in battery powered applications.

NUTSO (Non-Uniform Tiled System Optiportal)
The UCSD Non-Uniform Tile System OptIPortal (NUTSO) display was set-up in the Area Command. NUTSO is a command-and-control display wall. NUTSO displayed real-time video and data feeds from Gizmo from inside the Coors Hot Zone. A CalMesh node inside the Area Command area was configured to offer a dedicated Internet access over a CDMA2000 EV-DO USB device since NUTSO required a relatively large amount of external access.

Hypothesis: Deployment of NUTSO at the EOC during the drill. We measured the time required to set up the entire system, as well as general utility/functionality of the system and its integration of various video feeds. 

Design: NUTSO consists of three small PCs, one 19 inch LCD monitor, two high definition LCD monitors, and twelve convertible tablets. One PC is designated as a head node which controls the display of the remaining two PCs and the twelve tablets using a private gigabit network connected via a switch. The resulting configuration creates a tiled display consisting of the two high definition LCD displays and the twelve tablets. Each can display images/video/webpages independently, or can be used in conjunction with any adjacent displays. For portability, the case in which all of the components are packaged/shipped doubles as the platform to mount the equipment on. A portable generator was brought along as well in the event that external power was not available.

Outcome: NUTSO was up at the MMST drill site just prior to the actual event's launch. It took approximately 40 minutes for two people to unpack the system and connect everything together. NUTSO was up and running during the drill, and was able to display the Rich Feeds web page, as well as the Calit2 Traffic website. It also was able to display the feeds from both Gizmo cameras. Finally, it was able to connect to the WIISARD Command and Control system, and display the relevant data as required. Early into the drill, the external power feed was interrupted and proved unstable. The portable generator was used for the duration of the drill (nearly four hours) without issue. NUTSO handled the power outage as expected, with the tablets continuing to run on battery power, while the head node and two PCs driving the high definition LCD displays power cycled. One PC automatically rebuilt, and while this operation was going on, the entire system was able to be reconfigured so that the twelve tablets were able to function properly. NUTSO was connected directly to a MESH node that had a direct EVDO connection to the Internet, so that NUTSO was able to communicate to both the MESH network and the Internet seamlessly.

Observations: Set up of NUTSO proved to go smoothly. A tent was used to partially protect the equipment from the elements, which proved to be necessary when a light rain began to fall. The feeds from Gizmo were a little rough at times due to issues regarding its power source as well as Gizmo's extended run deep into the event site where the number of hops between MESH nodes caused significant packet drops and bandwidth issues. Gizmo was reconfigured to use a different codec for its video feed, one that was more network friendly. Unfortunately, NUTSO's system was not compatible with this format. The experienced power outage highlighted a configuration parameter that was left out - automated rebuilding of a node is the default in such an event, however, it is probably best to not rebuild every time as it leads to downtime and potential data loss. Issues with the MMST Command and Control interface, as well as some logistical planning errors, prevented NUTSO from displaying the interface until the end of the drill.

Analysis: NUTSO again performed as well as expected. There was significant interest shown in NUTSO as well as its underlying architecture from both drill participants and observers. The inability to display some of the video feeds from Gizmo due to codec incompatibilities is something that needs addressing. Future upgrades to the underlying architecture will facilitate a better and more flexible network configuration toolset, and experimentation with improved content management/display software may allow for multiple users to push data up onto the display, allowing for more collaboration and quicker response to requests for information. It may be necessary to redesign the overall set up, discarding the "non uniform" aspect of the design in favor of an easier to manage form factor with uniform display properties.

Conclusion: NUTSO demonstrated the ability to create a mobile platform that can serve as a mobile command center, and integrate a number of video feeds and other sources of information in a single, flexible viewing area. During the occurrence of a disaster or some sort of incident where multiple Emergency responders need to work in tandem with each other, and need access to any available sources of information that may be relevant to the situation (such as video feeds from cameras, news coverage, online resources), a system similar to NUTSO can be dropped in place, integrated into any local or ad-hoc network, or even create a network of its own with the correct components, and be used to retrieve, organize, and share the desired information.

Future Plans: The issue of incompatible codecs from the Gizmo and other camera feeds may be addressed through the use of machine virtualization. The latest ROCKS distribution makes use of the Xen virtualization software that is packaged with Red Hat Enterprise Linux/CentOS distributions. (ROCKS is the core system software package used to deploy NUTSO as a cohesive unit.)  It may be possible to install a Windows OS virtual machine which may then be displayed on the wall, allowing NUTSO to utilize the Windows proprietary formats that some of the cameras use.
Rich Feeds

Rich Feeds is a sub-project of the RESCUE project. It is a work in progress that demonstrates how unconventional data feeds (including RESCUE research feeds) and emergent data feeds can be captured, preserved, integrated, and exposed in either real time or after the fact. Rich Feeds promotes situational awareness during a disaster by integrating and displaying these feeds on a Google map in real time.

To meet these challenges, Rich Feeds’ design is based on a Service Oriented Architecture (SOA) pattern called Rich Services, which delivers the benefits of SOA in a system-of-systems framework using an agile development process. Rich Feeds is a hierarchically decomposed system that integrates data producers, data consumers, and a data storage and streaming facility into a structure that services crosscutting concerns such as authorization, authentication, and governance flexibly and reliably. Rich Feeds’ service oriented architecture allows the addition of new data producers and consumers quickly and with low risk to existing functionality while providing clear paths to high scalability. 

As a result, Rich Feeds provides users with the opportunity to integrate research and emergent feeds to create novel presentations and gain novel insights both in emergency and research settings.

Hypothesis: According to the premise of the San Diego MMST (Metropolitan Medical Strike Team) drill, bombs will be exploded at two different sites within minutes of each other. The sites would be the Coors Amphitheater and the Knotts Soak City, both in Chula Vista, Ca. The objective of the drill was to demonstrate MMST activities spanning two venues simultaneously. In both venues, the bombs would cause a number of casualties of unknown nature.

In order to manage and resolve the event, the county sheriff and first responders from a number of jurisdictions must contribute their talents under an incident commander (IC) operating under the standard Incident Command System (ICS). The IC develops situational awareness using a number of sources, including police and television reports. Based on this information, the IC can determine strategies and resource deployments. 

Our hypothesis for this drill was that the Rich Feeds data feed visualization could supplement traditional information sources, thereby improving the IC’s understanding of the situation and its confidence in managing it.

Experiment Design: The experiment involved displaying two data feeds relevant to the MMST scenario, and verifying the availability and fidelity of the feeds throughout the drill. 

The Calit2 Traffic Reporting System and the Calit2 Tracked Objects System provide data feeds that enumerate peer-reported traffic anomalies on local freeways and track the locations of instrumented objects. Integrating them on the Rich Feeds map improves situational awareness by allowing a user to see the spatial relationships amongst numerous objects. Additionally, the user can drill into any traffic anomaly or tracked object on the map so as to display anomaly and object details. 

Two of the tracked objects were Calit2 Gizmo robots outfitted with live video cameras; drilling into these objects allowed a user to see the live video transmitted by a Gizmo as it traversed the disaster scene, especially the victim field. Therefore, the information presented to an IC would include the position and video feed derived from each Gizmo robot. An IC could choose whether the map showed a street layout, an archived satellite picture, or both.

By observing the consistency and correctness of the data presented, we hoped to demonstrate that the data feeds would be reliable and informative enough to place before an IC so as to improve situational awareness and influence strategy and decision making.

Outcome: The feed presented by the Calit2 Traffic Reporting System operated through the five hour drill. The feed generated by the Calit2 Tracked Objects System operated for three hours until the batteries on the tracked object positioning sensors wore down. Regardless of the state of the position sensor batteries, the Gizmo cameras operated for the duration of the drill. 

Acquiring the Calit2 position feeds relied on Internet access to the Calit2 servers, while acquiring the Gizmo camera feed relied on access to the disaster venue mesh network. The Internet and mesh access provided by Calit2 at the venue were sufficient to support the position feeds and the Gizmo cameras. Consequently, Rich Feeds was able to show the two position feeds, and show the camera feed whenever the camera was broadcasting.

(Note that the Gizmo camera was capable of generating a video feed using both the Motion JPEG (MJPEG) format and the Microsoft ASF format. The Gizmo investigators chose to exercise one feed or another during various phases of the drill. Because the Rich Feeds display system can receive only MJPEG feeds, Rich Feeds was able to show Gizmo video feeds for only part of the drill.)

During the drill, we noticed that Rich Feeds periodically lost track of the Calit2 Tracked Objects positions, and it erased them from the display. This occurred because of an overly conservative rule concerning a filter that governed which subset of positions to display. When Rich Feeds noticed that the filter was out of date (because new position data had arrived), it notified the user by clearing the display and showing a warning message. Once we modified the display program to allow the filter to track the incoming position data, and the Rich Feeds display kept proper and constant track of objects, including the Gizmo robots.

Observations: Once the filtering issue was corrected, the Rich Feeds display showed traffic anomalies and asset positions consistently and correctly. Additionally, it showed Gizmo camera feeds reliably and with sufficient fidelity that we spent much time simply watching Gizmo’s travels. 

Analysis: By observing the location of the Gizmo robot assets on the Rich Feeds map, and by watching the Gizmo camera images, it was clear that Rich Feeds could make a credible contribution to the situational awareness of an IC.

Anecdotally, the SWAT team took great interest in the Gizmo robot operations and camera feeds produced at the Gizmo investigator station. While the Gizmo feed was available to them, the Gizmo position was not. Had the SWAT team had access to the Rich Feeds integration, they might have been even more interested in Gizmo.

Based on the comments of the Gizmo investigators, it seems clear that additional opportunities for Gizmo-based situational awareness exist: outfitting Gizmo with a rear camera and outfitting Gizmo with a microphone. Should this come to pass, adding these perspectives to the Rich Feeds display would be desirable.

Conclusion and Broader Impact: Based on the positive experience of Rich Feeds at the MMST drill, it seems plausible that Rich Feeds could improve situational awareness both for the IC and for the SWAT team. Furthermore, since the traffic and asset positions are global and not limited to a single venue, Rich Feeds offers the opportunity for situational awareness across all venues. 

For the next drill, we should identify a number of constituencies that could benefit from Rich Feeds’ integration, and then offer to deploy it accordingly. Assuming proper authentication, authorization, and policy management, such constituencies could include IC, SWAT, medical teams, and the public at large.
Over the year much progress was made on Rich Feeds:

· We have created and developed case studies of the Rich Services architecture pattern. Our activities have generated field experience pertaining to the elicitation, development, and deployment issues of a rich data acquisition, integration, and visualization system focused on information collected and disseminated during both disaster and non-disaster events.

· By working with our collaborators, we have defined the types of data they generate and the way in which they generate them. We have created a Rich Service-based architecture which incorporates data acquisition services tailored to the collaborators' instruments and feeds.

· The central data store is a service within a Rich Service-based architecture. It stores data from each of the collaborator sources, and is structured so that new collaborators and feeds can be added with minimal effort.

· The data store is exposed to queries for the purpose of visualization and data analysis through both a Rich Service connector and through internal Rich Services. The external interface is Javascript/AJAX-based. The internal interface is SQL-based. In either case, because the data store is exposed in a Rich Service context, data flow and storage can easily be subject to policies such as governance, encryption, validation, and transformation yet to be chosen.

· The power demonstrated by the Rich Service implementation is its flexibility in accepting data from new collaborators and dispensing data to new integrators, analyzers, and visualizers. The flexibility is further demonstrated by allowing crosscutting concerns to be addressed without impacting either the producer or consumer applications.

· In addition, we have created a documentation framework that readily accepts data source definitions and promotes data usage by potential integrators, analyzers, and visualizers, thereby encouraging the use of this data by investigators other than the original researchers.

· We have exposed data in various demonstration visualizations that integrate multiple feeds in novel ways, including filtering data based on values profiled from the existing database. We have also created an animation mode that creates a compressed-time rendering of data arriving into the system in a user-specified time bound.

· We integrated live camera feeds either as data embedded within a mobile asset (as with the GIZMO robot), and as primary data elements (as with the CalIT2 and UCSD Police cameras).

· We integrated a first cut at crosscutting concern processing for authorization/authentication/policy evaluation. Based on user-supplied credentials, the feed list presented to the user is determined - lack of credentials filters out the UCSD Police camera feed.

· We leveraged the visualization and collateral integration support to recruit a new data stream using Rajesh Hedge's Situation Aware feed, which included text and pictures from mobile stations.
Cell Phone Based Location Tracking and Vehicle Telematics System

Location tracking technologies are applied during the drill. Two separated system are used: One is based on cell phone based AGPS and the other is based on the Telematics unit installed inside a vehicle with GPS unit. The Telematics unit allows us to control and vehicle and monitors the location and vehicle status. The phone based AGPS supported by Verizon wireless includes network mode, local mode, and hybrid mode. In the network mode, latitude and longitude is calculated at network. In the local mode, the location is calculated at cell phone, and hybrid is the combination of network and local mode. Software is implementation with different modes to compare location-fix performance.

Hypothesis:  Performance of different AGPS mode will be compared. And current implementation of cell phone based AGPS is supporting Verizon wireless network with BREW platform only. We will start looking into the GPS support of carriers like Sprint PCS and AT&T wireless. Those two carriers support Java (J2ME) mobile platform. We are planning to test the accuracy of AGPS’s location tracking at network mode, local mode, and hybrid mode. We are also planning to test the stability and reliability of Telematics unit when vehicle is in motion.  

Experiment design: As shown in Figure 4, the overall Tracking/Telematics system consists of the following subsystems:

· Mobile Phone (with AGPS) – Provides mobile tracking, vehicle command console and vehicle status report.

· Tracking Devices (with GPS and GSM Module) – Provide tracking and alert.

· Vehicle Telematics Control Unit (TCU) – This is an embedded GSM module with GPS. It’s installed inside vehicle. It provides GPS tracking, geo fencing, panic button, lock/unlock vehicle doors, play vehicle Horn, turn on/off vehicle flash lights, and disable vehicle by cutting of power supply.

· WEB based Tracking Console for Consumer/Enterprise – It provides customer management console for Account, User, Vehicle, and Mobile. It is the user interface for Vehicle and Mobile control and monitoring console. It offers map display of latest vehicle or mobile position, the trace of vehicle or mobile.

· Interactive Tracking Console – It offers real-time location tracking and supports tracking playback. It is a good user interface for operation center. 

· Service Platform – This is the core of the whole system. It is responsible for mapping, customer management, tracking service, and the integration with 3rd party services. 
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Figure 4
Outcome, Observations, Analysis: The result of AGPS based location tracking is as good as expected:

· Network Mode – Allows us to perform location tracking even the phone is inside building. But it takes longer to calculate the location since it relies network for the calculation. It takes 5 to 20 seconds.

· Local Mode – The response is much faster, 2 to 5 seconds. The indoor location fixing is difficult.

· Hybrid Mode – Since this mode is the combination of network and local. It is also the compromise of the two.

The result of vehicle Telematics:

· Location tracking – It offers accurate location tracking including location, speed of travel.

· Vehicle control – The network connectivity to vehicle is stable which allows us to control vehicle anytime, anywhere including play the horn, close/open door, turn on lights, disable vehicle, etc. We can perform vehicle location tracking and control via WEB and cell phone.

During the year, we began a licensing agreement of our mobile-based tracking technologies with a startup in the Bay Area to build traffic sensor networks in US and India. We will provide both BREW based AGPS mobile tracking software and J2ME with Bluetooth GPS-based mobile tracking software.
Wireless Communications Command and Control Vehicle 

The emergency response and communication deployment vehicle project platform is a Chevy 2006 Silverado 3500HD. In addition to hauling the emergency communication devices to drills, it provides a robust home base-station during emergencies and drills. A New dual solar system was developed for the truck this year. 

The vehicle has been equipped with 
· In-dash touch screen running on a Mac Mini platform

· Urban Mesh node mounted to cargo roof rack

· Double lid crossover pickup toolbox equipped with dual solar panels

· Tracking/Telematics system (see below for more  information)
· Front and rear power distribution boxes for communication technologies
· The power feeds into the distribution box behind the rear seat. 
· Components that are installed next to the rear power block include: power amplifiers for interior truck audio and exterior loud speaker accessories, telematics system, and a DC to AC power inverter.

The Telematics system allows privileged users to track and control various aspects of the truck. Users can perform a GPS Fix, set geo fencing, alert for speed limit, start/stop vehicle tracking, display latest position, display the trace, turn on lights, sound the horn, voice wiretap, activate/deactivate vehicle ignition. 

The overall Tracking/Telematics system consists of the following subsystems:
· Mobile Phone (with AGPS) - Provides mobile tracking, vehicle command console and vehicle status report. 
· Tracking Devices (with GPS and GSM Module) - Provide tracking and alert. 
· Vehicle Telematics Control Unit (TCU) - This is an embedded GSM module with GPS. It's installed inside vehicle. It provides GPS tracking, geo fencing, panic button, lock/unlock vehicle doors, play vehicle Horn, turn on/off vehicle flash lights, and disable vehicle by cutting of power supply. 
· WEB based Tracking Console for Consumer/Enterprise - It provides customer management console for Account, User, Vehicle, and Mobile. It is the user interface for Vehicle and Mobile control and monitoring console. It offers map display of latest vehicle or mobile position, the trace of vehicle or mobile. 
· Interactive Tracking Console - It offers real-time location tracking and supports tracking playback. It is a good user interface for operation center. 
· Service Platform - This is the core of the whole system. It is responsible for mapping, customer management, tracking service, and the integration with 3rd party services.
Wireless Network/Coverage Simulation -- Intelligent RF Deployment
A new Cellular RF Modeling methodology was tested for a rapid wireless network design in the case of emergency, based on the use the 3-D scanners and feed the results into standard RF simulator. The EDX RF simulation tool was also tested based on additional, different, practical examples, following the drill. 
Hypothesis: One of the main initiatives for RESCUE project is real wireless network simulation in a dynamic way. Because of randomness and unpredictability of wireless channels, it will be difficult to set up a temporary wireless network (CalMesh) and expect to have the best coverage/capacity. While cellular networks are deployed based on an extensive design process, in an emergency scenarios it is impossible to have a long design/performance analysis phase before the rapid deployment. The main idea for this experiment is to define and create a process to used a 3D laser scanner and quickly scan the deployment environment, input it into the wireless simulation tool and find the optimize location for temporary deployment of CalMesh nodes. 

Experiment design: The main objective during this drill was to use Lidar 3D scanner a day before drill, input the data into EDX Wireless simulation tool and find out the optimum locations for CalMesh nodes to maximize coverage and capacity for wireless network during the drill. During the experiment inter-operability between LIDAR (see discussion below on additional uses) scanner (formats) and EDX tool needs to be tested. Also, real signal strength and operability of the network during drill must be observed to validate accuracy of design. 

Outcome: The main parking area scanned successfully and relevant data collected. The size of data was less than 40 Mb and the format was XYZ. The data successfully fed to EDX tool and simulation conducted to make sure decided CalMesh location in the parking lot will provide acceptable coverage during drill. The set of 3D maps for the area would be generated and fed to the tool to create a 3D coverage map of the area. This will assure networking people that by deploying Calmesh nodes in the designated area; an acceptable coverage area will be provided during the drill. 

Observations and Analysis: As it is shown in Figure 5, most of the area had a good signal strength (>-50 dBm) and at the middle there was and area with moderate signal strength (<-50 dBm). Based on this simulation results, we were confident that CalMesh locations are optimum locations to provide the best coverage. Also, the output format of 3D scanner easily input to EDX simulation tool. Since color information are not important in wireless analysis, 3D scanner just provide geometric input (XYZ format) and not color information. This caused a huge reduction in scanning time; two points of scanning and each about 30 minutes and smaller file size; tens of mega versus hundred of mega bytes.   

EDX was able to consider interference effect of the nodes on each other during simulation. However, the traffic effect was not analysis during the simulation. Further studies need to find out if this capability is available for EDX.
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Figure 5. Parking lot coverage map

Conclusion: The value of a two-steps design and deployment for wireless networks in emergency cases was shown during the drill. Although after any disaster or unexpected events there is no time for a systematic wireless deployment, but a real-time simulation/deployment approach can be useful to maximize the coverage and reliability in these types of deployments. Although we did not use a real-time scan/simulation/deployment approach in this drill, but different components tested separately and their interoperability tested in a non real-time scenario.

It is highly desirable to create a platform for:

· After any natural or man-made disaster, using a 3-D scanner immediately scan the area, create the 3D map 

· The data feed into wireless simulation platform in a seamless manner to simulate and locate the optimum deployment locations

· Deployed nodes report the performance back to the tool for further analysis live to have a dynamic optimization. 

Performance Data Analysis and Measurements – MMST Drill
Network Performance Measurements and Analysis (CalMesh)
Coors:

The 6 node network at Coors remained stable for almost the full length of the exercise, partly thanks to the planned network configuration: a star topology which reduced the maximum number of hops each data packet would have to travel from one to node to another and thus improved the overall network bandwidth. Occasional performance degradation occurred when fire engines and ambulances began to arrive at the site. These degradations were only temporary since the network was able to reconfigure itself to a stable point. Although the maximum number of hops increased and available bandwidth decreased after such a reconfiguration, the network still performed well. See Table 1 for the throughput data between nodes in the CalMesh network at Coors. 

The San Diego Hazmat team deployed sensor devices in and around the Coors Hot Zone, which were equipped with WiFi radios (we were not able to get any detailed technical data about these sensors). We expected minor service disruptions in the CalMesh network due to radio interference with these sensors but we did not detect any interference problems. 

Table 1. Throughput, Coors (Mbps, direction: Row -> Column)

	CalMesh node #
	13
	15
	19
	21
	23

	13
	---
	1.54
	0.84
	1.93
	2.15

	15
	1.46
	---
	2.04
	4.09
	2.01

	19
	1.54
	2.25
	---
	2.19
	4.54

	21
	4.32
	2.16
	2.15
	---
	4.35

	23
	2.19
	4.12
	2.04
	3.63
	---


Knott's:

Four nodes were deployed at the Knott's site. Similar to issues as those seen at the Coors site was experienced at this side: Large fire engines shadowed the communication path between two of the CalMesh nodes. A repositioning of the nodes quickly solved the problem and the network recovered quickly. See Table 2 for the throughput data between nodes in the CalMesh network at Knott's.

Table 2. Throughput data Knott’s (Mbps, direction: Row -> Column )

	CalMesh node
	12
	18
	22
	24

	12
	-
	3.64
	3.61
	

	18
	3.70
	-
	1.70
	

	22
	3.57
	1.63
	-
	

	24
	
	
	
	-


Network Performance Conclusions

The CalMesh network provided a stable communication infrastructure for all the applications that relied on its offered wireless connectivity. The issues that arose were immediately addressed and resolved thanks mostly to the built in self healing ability. The Gizmo truck performed well and we were able to provide mobile video surveillance to the first responders from inside the Hot Zone. The WIISARD application operated with only minor flaws throughout the exercise and the dual incident scenario was handled very well by the application. Our EVR node at the Area Command worked flawlessly and provided necessary Internet connectivity as well as connectivity to the CalMesh network for NUTSO. The bandwidth between nodes at both sides and we found that the Coors network had a minimum bandwidth of 840 Kbits/sec (between the farthest nodes) and a maximum of 4.54 Mbits/sec (between the closest nodes). At the Knott's network we had a minimum bandwidth of 1.63 Mbits/sec (between the farthest nodes) and a maximum of 3.70 Mbits/sec (between the closest nodes).

The feedback from the first responder's community was overall very positive and the fact that they were able to see the potential use of the systems of this sort in a realistic incident setting made an even more compelling case compared to a demo in a university lab. The CalMesh infrastructure played a key, central role for all the applications and will serve as a platform for future applications (voice over IP communication within the site, audio recording and announcements on the Gizmo etc.). 
Wireless Mesh Network Electromagnetic Interference Measurement and Analysis   –for both the  MMST and the UCSD campus drills
 The UCSD Calit2 Response Sphere team has deployed dozens of wireless mesh network nodes at various emergency response drills in California. Detailed measurements of electromagnetic wireless spectrum were performed during these drills. Packet losses from 3% to 33% were usually caused by wireless electromagnetic interference. Packet losses of greater than 33% are usually caused by defective mesh network node hardware (e.g., broken antenna), while packet losses of 0.3% to 3% are usually due to mesh network traffic congestion. 

This activity included on site measurements around emergency response vehicles and interviews with the personnel who use and deploy these vehicles. Most of these vehicles are operated by state and county police and firefighter units, with the remainder provided by Army Reserve and National Guard units. Most of the vehicles utilize VHF and UHF communications, and exclusively utilize voice communications with 3 to 4 25 kHz bandwidth channels in simultaneous use. These narrowband communications systems interfere with our mesh network node within a distance of 3m by virtue of their high transmit power (2-10W FM) that overloads our low noise amplifiers in our receivers due to common mode noise susceptibility limits. Surprisingly, the most significant communication degradation is the channel fading caused by the fire trucks that drive by or part within 10m of ground based mesh network nodes. The solution is to mount are mesh network node antennas at height of 5m to 10m so that they remain above the 3m height of the fire trucks. The exceptions are vehicles with satellite backhauls and microwave point-to-point backhauls. These vehicles or trailers provide 6 to 12 voice lines and 2 to 4 56kBaud to 128kBaud data lines, and are use by teams 6-8 personal with 3 to 4 lines in constant use. These vehicles deploy highly directional antennas that are directed well away from our mesh network nodes near the ground. However, our wide area coverage nodes with our 10 meter tall antenna caddy can be unintentionally placed in the path of a point-to-point microwave link. Vehicles with the most broad band communications available are TV news crew vans. The vehicles may be equipped with Ethernet routers with 1Gb/s total capacity, but local on-site outbound communication is limited to a 6MHz bandwidth channel. The TV news crew vans can become a significant source of short term source of electromagnetic interference to our mesh network nodes, so we have learned to route around these vans. 
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Figure 6: Leichtag Drill OCT-2007 

Top WiFi Averaged Spectrum, Bottom WiFi Peak Spectrum
Most of the WiFi nodes present during the emergency response drill at UCSD near the Leichtag building were under our control or jurisdiction. We had complete control over our own wireless mesh network nodes (Cal_Mesh_Demo), and we had the cooperation of our information technology department for the UCSD WiFi access points. In this way, we could supplement the connectivity of our mesh network nodes with the standing UCSD WiFi infrastructure. At previous drills, nearby WiFi access points presented a significant source of interference since they would consume air-time capacity without sharing their frequency spectrum. Figure 6 shows the average spectrum and peak spectrum. The average spectrum show that WiFi channels 1 and 11 are in frequent use at greater than 50% duty cycle. The peak spectrum shows intermittent BlueTooth users on top WiFi users. The BlueTooth users were walking with 1m to 3m of the spectrum analyzer, so their field strength was 20dB greater than the WiFi access points and WiFi users that were 10m to 100m away. (Not shown here are the 800MHz band cellular spectrum and the 1900MHz band PCS spectrum.) Many times our mesh network nodes will use 1xEV-DO backhauls in the PCS band or 1xRTT backhauls in the cellular band. During drills, many participants are using cell phones, but 1xEV-DO uses dedicated channels separate from voice channels, so that throughput in unaffected. Note, 1xRTT shares the same spectrum and time space with voice users, so that throughput is often degraded by 50% or more. In addition, we were able to use the campus WiFi infrastructure during the drill, so that consistent 11Mb/s or 54Mb/s throughput was achieved with greater than 90% availability. 

In the next set of data we will discuss the emergency response drills conducted at the Coors Amphitheatre and Knots Soak City in Jan-2008. In this case, almost all the WiFi access points available in the hot zone region that simulated a noxious gas bomb were part of our mesh network (WISSARD and WISSARD_Link). In fact, only 1 non-emergency access point FanTM was active during the drill, resulting in no measurable electromagnetic interference. Our volunteer concert fan victims were too busy pretending to evacuate or pretending to be injured to have time to surf the net during the drill in the hot zone. In some previous drills, our wireless mesh network nodes were surrounded by high rise office buildings or high rise apartment buildings that filled much of the available WiFi channels in both frequency and time. Of course, some may argue that those locations would be subject to evacuation or loss of electricity during many real emergencies (e.g., Earthquake, Chemical Fire, etc.)  Figure 7 shows WiFi average and peak spectrums. With 2 WiFi channels available with sufficient spacing, we were able to set up the most efficient wireless mesh network topology consisting of using Channel 1 for local clients and Channel 11 for node to node hops in the mesh. 
This allowed for the full use of our mobile robotic mesh network node and sensor platform (GIZMO) to roam throughout the mesh during the entire drill. GIZMO is described elsewhere in the annual report in great detail, and is a based on a 1:12th scale 4-wheel drive truck. In order to fully utilize the 1xEV-DO maximum data rate of 1.2288Mb/s, we equipped our mesh network nodes with 12dB gain antennas elevated at 3m above the ground. In this way, we were able to achieve sufficient signal strength from the base station 3km to 5km from our location. In fact, our mesh network cellular band reception was better than the cell phone users at the drill. 
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Figure 7: Coors Amphitheatre Drill JAN-2008, Hot Zone

Top WiFi Averaged Spectrum, Bottom WiFi Peak Spectrum

Future Plans
The proliferation of Wireless Mesh Networks (WMNs) greatly depends upon regulatory, economic and social factors. These are discussed elsewhere; please contact us for additional information. The limitations caused by these factors need to be overcome. 
Consequently, we have developed new approaches that will lead to success at this time. Our wireless infrastructure relies on getting both the communication into an IP network as soon as possible. This includes both human users and wireless sensors. Consequently, even traditional Push-to-Talk voice communication will be adapted to VoIP. The use of mesh networks allows for seamless relays in the event of spotty wireless coverage. The firefighter for police officer does even need to be aware that relaying is taking place. The network layer autonomously decides to relay based on Always Best Connected (ABC) protocols developed at UCSD. Using VoIP also provides the user with Call to Collaborate features developed at UCSD that can create teams without each user having to program their radio in great detail. 

We will be continuing electromagnetic compatibility measurements of our wireless mesh networks.  We are excited about the potential for long distance ZigBee to function as an Order-Wire for network organization. In addition, WiMAX promises to make a seamless transition from unlicensed WLAN bands to licensed WiMAX bands at similar data rates.  

Besides communication equipment, we will measure the electromagnetic interference from our collapsible outdoor multi-monitor LCD display array (NUTSO). This display will be used to display large scale tables, figures, maps, and graphs that can be changed to suit the needs of the team. 

UCSD Active Shooter Drill: UCSD campus, October 16, 2007

Background

The Calit2 mesh network system, CalMesh was deployed October 16, 2007 to support part of an Active Shooter drill on the UCSD campus together with UCSD Police, San Diego City Police and Fire Department. The main part of the drill took place at the Leichtag building, located on south campus (School of Medicine), where the CalMesh network was deployed in the courtyard outside the building and surrounding grassy area, covering an approximate 100-by-200 yard area with the help of four CalMesh radio boxes.

Mesh Networking at UCSD Active Shooter Drill (CalMesh)
The CalMesh network supported 3 web camera feeds placed in the area of the incident. One of the cameras was mounted on Gizmo, which is an off-the-shelf remote-controlled scale-model truck, adapted to be a mobile platform to deploy multiple technologies. Gizmo was in operation close to the areas of activity and, in addition to the video, also provided a GPS feed to track its location on a map application. Both feeds where backhauled over the UCSD campus WiFi network, via a CalMesh network gateway, and displayed at the incident Emergency Operations Center, EOC, located in the UCSD campus Police office across the UCSD campus. 
The CalMesh network was deployed in a heavily radio interfered environment due to the dense UCSD campus WiFi network AP's at the location. Despite the interference, the system managed to deliver the camera feeds to the EOC with an acceptable quality. 

Tight integration among the multiple technologies was showcased and tested for the first time in a full-scale drill. The Rich Feeds system simultaneously captures numerous data feeds for dissemination and archiving, either in real time or after the fact from the CalMesh network. Multiple streams of information from the scene were sent to the Rich Feeds system and successfully displayed in the emergency operations. A Non-Uniform Tile System OptIPortal (NUTSO) display was set-up in the EOC and was connected via a secure VPN connection to the CalMesh network carried over the UCSD WiFi network. NUTSO is a command-and-control display wall of twelve tiled standard-size laptop monitors and two large television displays; each monitor can be used independently or in concert with any number of the others. NUTSO displayed real-time video and data feeds from Gizmo, two other cameras and several research applications deployed at the scene of the simulated incident. (Figure 8)
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	Gizmo (right foreground) captures drill action and sends video feed back to the EOC. Situational awareness researchers (left foreground) take multiple sensor measurements of the scene.
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	CalMesh network topology, UCSD campus drill.




Figure 8.  UCSD Active Shooter Drill
NUTSO (Non-Uniform Tiled System Optiportal)

Hypothesis and Design: These parameters were the same as for the MMST drill discussed earlier in this report, except that NUTSO did not require a portable generator, as external power was readily available.
Outcome: NUTSO was up at the EOC a couple of days before. It took approximately one hour for one person to unpack the system and connect everything together. NUTSO was up and running during the drill, and was used to pull up maps and floor plans of the Leichtag building as well as wanted to pull up feeds from the two IP based cameras connected to the mesh at the drill site, as well as gizmo's camera, and captured as much footage as possible. Also, several of the installed campus security camera feeds were visible. NUTSO also displayed the rich feed content which showed various GPS locations (two phones and Gizmo) as well as Gizmo's video feed, Manoj's network analysis, Ganz's traffic page, and Rajesh's tracking system. NUTSO was configured to VPN into the mesh network to facilitate communications with devices on the mesh network as well as resources connected to the Internet.

Observations: NUTSO could have probably been set up the day of the drill, but it was decided that it would be easier to get it done prior, especially considering how small the EOC was, the number of obstacles needed to get around, and last minute networking configuration issues. Also, there was a fair number of third party observers that made the EOC even more cramped. Since NUTSO was not supposed to be an integral part of the drill itself, it was better to not interfere. We were surprised somewhat that the chief and others actually made use of NUTSO to pull of maps and floor plans of the Leichtag building, as well as wanted to pull up feeds from the campus security camera in the drill area. Unfortunately, we received incorrect IP address information and were not able to pull up that camera's feed. Afterwards, given the correct information, NUTSO displayed the feed without issue. Limited bandwidth as well as network issues caused the feeds from Gizmo and the two IP based camera connected to the MESH network to drop off occasionally. 

Analysis:  NUTSO performed as well as expected and anticipated. The feeds from the campus security cameras were clear, and the feeds from Gizmo and the two IP based cameras on the MESH network were acceptable when visible. The fact that the campus Police Chief wanted to make use of NUTSO's capabilities to pull up the Leichtag floor plans as well as display the feed from the campus security camera in the area demonstrates that this kind of technology is both desirable and useful in this kind of situation. Had the correct network information been given beforehand, the set up of NUTSO would have gone much smoother, and the display of the desired camera's feeds would have been accessible.  Future iterations of NUTSO and its underlying architecture should allow for more flexibility and utility. Network configuration management will be improved upon in an upcoming update to the architecture. The ability to have a number of persons using laptops to push content up instead of relying upon a single operator is also a desired feature, one that will hopefully implemented at a later date.

Conclusion: Previously discussed in this report; please see the earlier discussion of NUTSO in the MMST drill section. 
Rich Feeds

Hypothesis: According to the premise of the Active Shooter drill, an unknown number of shooters begin at the Warren College and traverse the UC San Diego campus to the Leichtag building at the medical school, where they shoot at people in public spaces.
In order to manage and resolve the event, campus administration develops situational awareness using a number of sources, including police and television reports. Based on this information, decision makers determine strategies and resource deployments. 
Experiment Design: Similar to the MMST drill, but from UC San Diego's Emergency Operations Center (EOC).
Outcome: The feeds presented by the Calit2 Traffic Reporting System, the Calit2 Tracked Objects System, and the Gizmo camera operated throughout the drill. The Rich Feeds display successfully showed the traffic anomaly and tracked object positions on a campus map during the first hour of the drill, and it also showed the Gizmo camera feed. Acquiring the two position feeds relied on Internet access to the Calit2 servers, while acquiring the Gizmo camera feed relied on access through the Internet to a mesh network deployed at the Leichtag building. The Internet connection was reliable, while the mesh network was partially reliable. Consequently, Rich Feeds was able to show the two position feeds, and the camera feed was sporadically available.
In the second hour of the drill, the Rich Feeds visualization froze for reasons unknown at the time. Consequently, no additions were made to the traffic anomaly and tracked object display, and the Gizmo camera feed could not be displayed.

Observations: During the first hour of the drill, information was provided to the EOC via television, personal radio, cell phone, tactical police radio, police surveillance cameras, and the Rich Feeds display. Administrators took note of the Rich Feeds display and its contents, then turned their attention to more the traditional information sources. Their main focus was on exercising the role-based scripts predeployed for the drill.

As the drill wore on, the administrators settled into their roles and started asking for more and different kinds of information, including the Leichtag building floor plan and the surveillance cameras. Since the Rich Feeds display was relatively static, the administrators did not derive additional situational awareness from it. (The Gizmo camera feed was also available on a screen separate from Rich Feeds, and the administrators did watch it for a short time.)

Analysis: Both positional feeds were captured in the Rich Feeds database as planned. In replaying the drill using the Rich Feeds' display, we discovered that the display program was overwhelmed by the volume of data provided by the Tracked Objects feed, and so it froze in the middle of the drill. The administrators' interest in the police surveillance cameras was based on the location of the cameras and the timeliness of the information presented.

Conclusion and Broader Impact: Based on our observations and analysis, we drew two conclusions:

- The Rich Feeds display must be improved to handle higher volumes of position data

- Rich Feeds can be more attractive as a source of situational awareness by integrating more feeds, especially the police surveillance cameras, positional information of law enforcement assets, and building floor plans

The UCSD Police Department indicated a willingness to provide the surveillance camera feeds on a limited basis. Additionally, the Calit2 Situation Aware project can supply position, picture, handwriting, and speech information on law enforcement assets. 

We concluded that both types of work should be prioritized for the next drill. Based on increased data capacity and the integration of more feeds, we believe the Rich Feeds display can be upgraded to come closer to a one-stop situational awareness kiosk for decision makers in the EOC.

Additionally, we conclude that these improvements have the potential of providing situational awareness to the public at large, subject to filtering feed information based on its sensitivity to police operations and privacy concerns. Such filtering requires that authentication and authorization protocols be built into Rich Feeds; such protocols should also be prioritized for the next drill.
Performance Data Analysis and Measurements – UCSD Campus Drill

CalMesh Network Performance Measurements and Analysis 
Performance testing of the CalMesh network set-up used during the drill was carried out to test the network (throughput) capacity. The results are given in Table 3 below and the relatively low numbers are due to the radio interference at the drill site. The six node network topology is depicted in Figure 8, which is a screenshot of the network monitoring tool developed in conjunction with the CalMesh network. This tool offers real-time information about the network health during actual deployments - a key component in maintaining and trouble-shooting an operational network. 

Table 3. Throughput figures measured during the drill CalMesh set-up (Mbps).
	Node #
	11
	12
	13
	15
	22

	11
	---
	1.68
	1.64
	1.22
	1.56

	12
	1.57
	---
	2.12
	
	2.70

	13
	1.41
	2.51
	---
	
	

	15
	0.98
	
	
	---
	2.05

	22
	2.95
	2.39
	
	2.54
	---


Network Behavior Measurements, Analysis and Observations
This network data analysis was conducted on 10/16/2008 during the UCSD Active Shooter Drill in the Leichtag building, UCSD campus. We conducted an extensive data collection exercise in order to observe the network behavior as well as other research observations. The most important observation that we made during this observation was the network traffic anomaly resultant from the physical world simulated disaster. The network traffic was significantly reduced during the drill when compared to the rest of the week, as well as several days in previous weeks.
Network traffic measurement setup

We conducted four measurement campaigns. These are (i) wired network measurement on the traffic to-and-from the Leichtag building, (ii) Wireless LAN traffic measurement for inside and outside the Leichtag building, (iii) wireless mesh network traffic monitoring for the deployed CalMesh network, and (iv) cellular CDMA network measurement. This document mainly focuses on the first three measurement campaigns. 

Wired Network Measurements

With the help of the ACT, UCSD, we obtained the traffic measurement on the wired network in Leichtag building. The UCSD edge router and the Leichtag building core IP router were the two measurement points used for wired traffic measurement. We mainly depended on the historical traffic between IP routers in Leichtag Building and any host in that building for the former measurement. The IP routers used were 132.239.160.0/24, 132.239.162.0/24, and 132.239.163.0/24. Table 4 shows the wired network measurement statistics.
Table 4. Wired Network Measurement Statistics.

	Day 
	Total data 
(9AM-12PM) 
	Packets/Sec
(9AM-12Noon) 
	Total packets
(9AM-12noon) 

	Tuesday, Sep 18, 2007
	6.1 GB
	848 Pkts/sec
	9.15 Mi Packets

	Tuesday, Oct 2, 2007 
	4.9 GB 
	618 Pkts/sec 
	6.3 Mi Packets 

	Tuesday, Oct 9, 2007 
	6.3 GB 
	769 Pkts/sec 
	8.3 Mi Packets 

	Tuesday, Oct 16, 2007
	2.3 GB 
	352 Pkts/sec 
	3.7 Mi Packets 


We conducted two comparison studies with wired network measurements. First is the comparison of Tuesday's traffic. The campus drill was held on October 16th, 2007 which is a Tuesday and therefore, we compared the traffic on that day with past Tuesdays. Some of the observations made from the wired network experiments are briefed here.  
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Figure 9. Average Bytes/s traffic observed on Tuesdays.

Figure 9 shows the average wired network traffic in bytes/seconds observed in Leichtag building. Due to the impact of the simulated active shooter incident on 10/16/2008, the traffic observed a 61% decrease compared to the three previous Tuesdays as observed from Figure 9. Similar difference is observed for the total traffic in terms of bytes observed on Tuesdays. Though the number of bytes, in Mega Bytes, differs on each Tuesday, the average traffic reduction due to the simulated incident on 10/16/2007 remained approximately at 61%.

Figure 10 below shows the average traffic in terms of packets/sec observed on Tuesdays. The average packets/sec that we observed for several Tuesdays prior to 10/16/2008 remains lower than the traffic in terms of bytes/sec. Even then, the decrease in the traffic on 10/16/208 due to the simulated drill is significant with an average reduction of 53%. Similar difference is noticed for the total packets that we observed during the 9am-12noon time slot on Tuesdays. The traffic reduction on the day of simulated incident remains approximately at 53% compared to the rest of the past Tuesdays.
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Figure 10. Average Packets/s traffic observed on Tuesdays.
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Figure 11. Wired traffic measurements for the rest of the week.

In addition to the comparison of traffic on Tuesdays, we also collected wired network traffic for the rest of the weekdays on the third week of October 2007. The measurements made on the rest of the week days are compared with the measured traffic on 10/16/2007. The observed traffic on 10/16/2007 remained at 211K Bytes/sec whereas the rest of the week averaged traffic of approximately about 413Kbytes/sec. This amounted to a difference of 48.93% decrease in traffic, as shown in Figure 11 above, which is mainly due to the simulated disaster incident.

Figure 12 shows the total bytes transferred over the wired network during the week of drill. According to this, the total traffic showed a decrease of approximately 48% on 10/16/2007 compared to the rest of the days of the week. We also noticed high variation on the total traffic during the rest of the week's measurements. Even with high variance, all subsequent days had higher traffic in comparison to the traffic on 10/16/2007.
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Figure 12. Total bytes transferred in Leichtag building during the week of the drill.

Similar to the traffic in terms of bytes/sec, we also noticed significant decrease in traffic in terms of average packets/sec. The rest of the week averaged a traffic approximately 629 packets/sec in comparison to 351 packets/sec on 10/16/2007, leading to a decrease of 44.16%. This is observed in Figure 13 below. The total number of packets transferred in Leichtag building also showed a decrease at 44.1% during the 9AM-12noon time window during which the drill was conducted. The total number of packets that we observed during the above mentioned time window was averaged to 6.78million packets whereas due to the drill, only 3.78 million packets were transferred. 

The wired network measurements showed a significant impact of the physical world disaster, though in this case is a simulated incident, on the virtual world network traffic.  In conclusion, the impact that we observed on the network traffic can potentially be used for remotely detecting physical world troubles using network measurement.
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Figure 13. Average packets/s observed on wired network during the week of the drill.

Wireless Network measurements

We used 12 wireless network interfaces to conduct the wireless network traffic measurement. More than 10 million packets were captured and analyzed as part of this drill. 
The first set of studies that we conducted on the wireless channel is to measure the in-building traffic observed during the drill. We, therefore, measured the traffic on all channels at both the 4th floor and the 2nd floor of the Leichtag building. Figure 14 shows the traffic variation on the 4th floor which showed a low traffic on most channels with 802.11b Channels 1, 6, and 11 showing moderate 600 Kbps traffic during the drill. The 802.11a channels are found to be completely unused in the building. However, the 2nd floor wireless traffic seemed to be even lower than the 4th floor traffic. As shown in Figure 15, the 2nd floor wireless traffic on Leichtag building showed traffic only on two 802.11b channels, 6 and 11, found to be having an average traffic of 275 kbps and 75 kbps traffic, respectively.
We followed our measurements on wireless traffic on the subsequent days of the drill. However, we noticed no significant difference on the wireless traffic in the building. Our interactions with the researchers in the building proved that the wireless channel usage in that building is minimal and many researchers depend on the wired network for their communications. This fact was underscored by our earlier discussed anomaly in wired traffic.
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Figure 14. Wireless traffic on the 4th floor of Leichtag building.
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Figure 15. Wireless traffic from Leichtag building 2nd floor.

Wireless Mesh Network Measurements

The third type of measurement campaign that we conducted was aimed at observing the traffic from the Extreme Network System (ENS) setup as part of the RESCUE's CalMesh platform.  Figure 16 shows the approximate locations of the nodes belong to the ENS. The ENS setup during this drill contained only three CalMesh nodes and a Gizmo - robotic video sensor-for capturing and transferring video traffic.  The CalMesh nodes are labeled Mesh-FRED, Mesh-backhaul, and Mesh-antenna caddy as observed from Figure 16. The relative locations, not to the scale, are also shown in Figure 16. 
The link level traffic that we observed on ENS was relatively low except for the duration 10AM-10.40AM during which the video transmissions were undertaken. We found that only two links had moderate traffic. These two links include the Gizmo-FRED link as well as the FRED-Backhaul link. This showed us that the path undertaken by the video traffic originated by Gizmo was Gizmo-FRED-Backhaul for most of the drill duration. The spikes that we observed during the end of the drill were contributed by throughput measurement tests conducted by the ENS deployment team. The maximum traffic that we observed during the drill was about 2Mbps which appeared on the link FRED-Backhaul.
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Figure 16. ENS deployment during the campus exercise.

Next we looked at the data rates of the transmissions on each of the links in the ENS deployment. Figure 17 shows the results on the observations. The two links that we noticed for the low data rates are Gizmo-wireless backhaul and Gizmo-antenna caddy. On all the links, the average data rates seem to be close to being 11 Mbps. This is primarily due to the relatively short distance between the ENS nodes. The two links that operate at low data rate are due to the Gizmo's low-height antenna which did not have sufficient gain to work at higher data rates. 

In addition to the traffic and the data rates, we also looked at the packet length behavior on each of the links. The data packets transferred are typically longer than the control and management packets. The packet length behavior provided another form of traffic behavior on these links. The two links that had almost only constant sized packets, mainly contributed by control and broadcast packets, are the links formed between Gizmo and antenna caddy and the link between Gizmo and wireless backhaul. In addition, the link between wireless backhaul and antenna caddy also showed an average lower packet length except for a short duration around 10.57AM. The remaining links showed variations on packet length as could be observed on any wireless link with data traffic.
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Figure 17. Average data rate observed on the links: (a) link between wireless backhaul and antenna caddy, (b) link between wireless backhaul and gizmo, (c) link between antenna caddy and gizmo, (d) link between FRED and antenna caddy, (e) link between FRED and Gizmo, and (f) link between wireless backhaul and FRED.  
In addition to the link level traffic behavior observed from the above results, we also collected node level traffic. The mean, maximum, and standard deviation of the node level traffic in terms of packets per second that we observed from the network are given in the Table 5. From this, we noticed that the highest average traffic is almost the same between mesh backhaul and FRED. Figure 18 illustrates the results from the node level traffic analysis and the temporal behavior of the traffic.

Table 5. Node level mean, max, and std traffic in the  ENS.
	
	Gizmo
	Mesh-FRED
	Mesh-backhaul
	Mesh-antenna caddy

	Mean 
	4.77 pps
	25 pps
	25.96 pps
	10.7 pps

	Max
	160 pps
	295 pps
	388 pps
	272 pps

	Std
	13.18 pps
	38 pps
	52.94 pps
	16.56 pps
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Figure 18. Node level traffic observations on ENS: (a) antenna caddy, (b) wireless backhaul, (c) FRED, and (d) Gizmo. 

In addition to the network measurements, Network traffic visualization was created and exported to the UCSD police station where the command and control station was located. However, due to the errors at the network-side configurations at UCSD police station, the network connectivity from the drill site to the police station was affected. This impact was also detected by our network measurements. Figure 19 below shows the GUI for the network topology and communication visualization.  
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Figure 19. A view of the GUI used for network visualization.

Conclusion

This document is the first draft of our report on the Leichtag drill, during which we conducted extensive network measurement and data analysis exercise. We measured wired network traffic, wireless network traffic inside the building, and wireless mesh network traffic outside the network in addition to the cellular network measurement. The wired network measurements showed us crucial anomaly in the traffic as an impact of the simulated drill. The wireless network traffic inside the Leichtag building did not show much difference compared to the rest of the week. The mesh network measurements gave important information on the functioning of the links as well as the traffic on the links and nodes.

Video Capture and Scene Analysis from UCSD Campus Active Shooter Drill

 

Video imagery gives rich information about the location, behavior, and classification of people in a scene. Automatic analysis of video sequence in on-line as well as off-line mode is very helpful in determining where people move around and accumulate, the actions they are involved in, and reidentify people leaving and re-entering the scene based on their appearance. Here, we describe the capture and analysis of video coverage of the disaster drill.  The video analysis involved detection and tracking of moving people, track analysis for determining the paths as well as regions of activity and appearance analysis to classify personnel according to their uniforms.  The following sections describe the details of the video capture and analysis.


[image: image30]
Figure 20. Deployment of video sensors to capture activity in campus drill site.

Video Capture

Two types of video sensors were used to capture long video sequences of the scene as shown in Figure 20. The sensors were deployed in the conference room gallery of the Center for Molecular Medicine East (CMME) building near the drill site that was selected based on the visual coverage of the scene.  

The first sensor was the Ladybug omnidirectional camera system that generated omnidirectional image of the scene by stitching individual images from six cameras covering different directions.  The cameras provide 360 degree field of view out of which approximately 210 degrees covered the drill scene. The images were captured on a computer using Firewire and were stitched with the software accompanying the camera.  The second sensor was an HD Video camera that gave smaller field of view with higher resolution that gave more details about the people and other objects in the scene.  
Track Analysis

 

Videos from both sensors were used to track the movement of people and other objects and analyze areas of activity in the scene.  The tracking software developed in the Computer Vision and Robotics Research Laboratory was applied for this purpose. Moving objects in the scene were detected by dynamically generating the scene background and subtracting the background from the original scene.  The objects were tracked using a dynamic motion model and the tracks were recorded.

The end-points of the tracks were clustered using Gaussian Mixture Model to find the regions of starting and ending of tracks as in. Figure 21 shows the result of tracking and clustering in omni camera.  The tracks reveal important information about the paths followed by people as well as the areas of activity in the scene.  The density of tracks in any region also corresponds to the activity level occurring in the region.   Many of the tracks are concentrated in regions (such as the walkway) corresponding to the paths taken normally by people. The isolated tracks correspond to unusual or anomalous behaviors.

Each of the clusters of track end-points roughly corresponds to a region where personnel are localized.  Clusters 1 (RESCUE technology demonstration group), 4 (shooting site), 5 (firemen), and 6 (emergency response) correspond to relatively dense concentrations of personnel in respective regions.  Clusters 2 and 3 are sparse.  Cluster 2 corresponds to the entry and exit of group deploying mobile communications in the lawn area, whereas cluster 3 mostly contains end-points of broken tracks of people and vehicles traveling on the corridor.

[image: image31.jpg]


[image: image32.jpg]



[image: image33.emf]1

2

3

4

5

6


Figure 21. Tracks of people and vehicles observed over a long period in Ladybug omni camera.  The track start (square) and end (diamond) points are clustered into 6 clusters using Gaussian Mixture Model.
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Figure 22. Tracks of people and vehicles observed over a long period in HD Video camera.  The personnel can be distinguished from the color of the uniforms.  The track start and end points are clustered into 5 clusters using Gaussian Mixture Model.

Appearance Analysis

In a drill scenario, the personnel can be distinguished by uniforms.  Appearance modeling of the tracked persons was used to classify the personnel into different categories.  Clustering based on color of uniforms was applied to the HD video images since they had sufficient resolution to reliably distinguish between colors.

Person detection and tracking was performed as in the case of omni videos as shown in Figure 22.  The approach was used to remove shadows.  The foreground pixels in each track over a number of frames were collected and a Gaussian Mixture Model (GMM) was fit to the pixel colors in the track.  Agglomerative clustering was applied to the GMMs based on a modified KL distance measure given in.  It is seen Figure 23 that there are 3 dominant clusters, with cluster 1 corresponding to fire and ambulance personnel, cluster 2 to fire truck and some fire personnel, and cluster 3 to volunteers from the Technology Demonstration Group.
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Cluster 1
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Cluster 2
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Cluster 3

Figure 23. Snapshots of tracked objects clustered using Gaussian Mixture Model of the color pixels.

Conclusion:

Situational awareness of the scene can be very helpful in coordinating emergency operations as well as to perform post-mortem analysis of the operation and identify potential improvements.  Video imagery is a valuable source of data for performing situational awareness.  Video analysis including person and vehicle detection, tracking, and track analysis would be very helpful in identifying paths taken by the personnel and vehicles, areas of overcrowding, as well as anomalous behaviors.  Analysis of activities and interactions between people is an active research topic which has many potential applications in emergency response management.
Additional Technologies Being Developed
CalNode platform for Cognitive Networking 

We developed the CalNode platform with partial support from Responsphere. CalNode is a cognitive access point which collects, models, and captures the spatio-temporal characteristics of the network traffic in order to optimize network service provisioning. A set of 12 CalNodes have been produced with partial support from Responsphere. These devices are used for building a large scale testbed for enabling research under RESCUE and CogNet, both NSF funded research projects. The traffic pattern obtained has been found to be dependent on the environment, day of a week, time of day, and location. The traffic pattern was different for other days. Therefore, the network optimization such as channel selection, protocol parameter optimization, and network topology reconfiguration can be done based on the traffic pattern. In conclusion, CalNode enables design and configuration of wireless networks by understanding the spatio-temporal characteristics and periodicity of network traffic. 

We developed a CalNode-client for enabling distributed experimentation with CalNode testbed. These devices are able to communicate with CalNodes operating in access point mode. About six CalNode-clients are developed for the research as part of CogNet and ITR-RESCUE research.  

In addition, we developed a CalNode-Semi-Mobile (CalNode-SM) version of CalNode which does not require wired backbone for data collection. Two prototype devices are created for experimentation with partial support from Responsphere and RESCUE. These devices will soon be deployed in several parts of UCSD campus for wireless network data collection. 

Future plans: 

3 months:

· To deploy a neural network based cognitive network controller. 

· To provide comprehensive analysis of the data collected from UCSD campus.

· To develop comprehensive set of cellular measurement data sets from UCSD campus.

6 months: To create a tactical and emergency response version of CogNet testbed. 

12 months:  Integration of capabilities of CalNode and CalMesh to a single node. 

High Speed Data Capture 

The LIDAR (light detection and ranging) sensor- Leica ScanStation2 laser scanner and Panoscan panoramic camera for high speed data capture equipment - has been used to collect a variety of environmental and structural data to be input for network simulation models for multiple projects. In addition to its use with regard to the MMST drill (see previous discussion), some projects have been pioneering the use of these tools for cultural heritage applications (architecture and archaeology). Several major LIDAR acquisition runs have been conducted.  We have collected structural data of historical buildings (Palazzo Vecchio and Palazzo Medici in Florence, Italy) and of an archaeological site in the Anza-Borrego desert in southern California.
CISA3 Battle of Anghiari project

As part of a wider 18-month project to re-discover a long-lost Leonardo da Vinci mural, the "Battle of Anghiari" (which has not been seen in nearly 500 years), nearly three weeks in November and December (2007) was spent scanning the interior of Palazzo Vecchio's Hall of the 500. 

The primary goal was to acquire all the data necessary to build a massive, interactive, 3-D computer model of the Hall of the 500. The team acquired some 500 million points in space that constitute the nearest walls, ceilings, etc. The scans and subsequent analysis will be critical to future conservation and renovation efforts. The computer model will be used as a baseline for future work, and everything else can be referenced against it.

They began by sampling points every centimeter (compared to the 5-centimeter resolution-about two inches-of previous scans). By deploying the latest scanning technology, CISA3 was able to execute ever-more-detailed scans, determining points barely one millimeter apart. The LIDAR scans yielded 500 million x-y-z point locations, as well as color and intensity information for each point, providing some insights about the properties of the material.

In the first quarter of 2008, the team is processing the 25 gigabytes of data they collected in Florence, fusing the points and color information. There is a lot of data but much of it has noise in it, so this is being processed out. The research team is also building algorithms and software tools to bring the 3-D model's real-time interactivity to Calit2's 220-million-pixel HIPerSpace tiled display, the highest-resolution multi-tile display in the world.  (Additional information on this run follows in the Proof of Concept discussion.)
Proof-of-Concept Studies

We have performed a set of proof-of-concept studies to validate the viability of LIDAR-centric modeling, visualization and analysis in the context of a structural specimen (Figures 2), a NEES field site (Figure 3), a historic hall (Figure 4) and a coastal study (Figure 5). Two different scanners, a Leica ScanStation2 and an iSITE 4400, were used for these studies.
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[image: image57.wmf]Acquisition tests for the structural test specimen (Figures 2) and at a NEES equipment site (Figure 3), illustrated the importance for a scanner setup and calibration methodology, development of scan procedures and an overall workflow concept supporting streamlined alignment, cleaning, meshing and archiving of the acquired data. In the case of the historic hall (Figure 4), a database containing over two billion points was created for a scan resolution as fine a 1mm. Each point was associated with XYZ coordinates, RGB color values and an intensity signature. To capture important features such as surface cracks on the specimen that may be in the sub-millimeter range and outside the achievable resolution of the LIDAR scanner, high-resolution texture maps (photos) could be draped over the acquired surface model, requiring an adaptive and progressive rendering strategy to allow commodity computers to visualize the resulting massive dataset. The coastal study (Figure 5) also illustrated that outdoor environments tend to be dynamic and as a result, control points and targets that are commonly used for LIDAR alignment may not feasible. In addition, applying standard alignment techniques developed for small models or localized studies can produce undesired results and propagations of misalignments over a regional scale. We therefore will develop procedures to obtain appropriate constraints on the data in the field while surveying and to automate georeferencing of the LIDAR data.   

[image: image58.jpg]v S
‘Z{Q’)
—"



[image: image59.wmf]Other observations included that LIDAR alignment typically requires careful control of targets or references to merge multiple scans into an accurate and detailed model. Field targets can be difficult to use and match up when scanning larger regions, or complex environments, requiring them to be constantly and consistently moved. When applying LIDAR for change detection (pre- and post-event comparison), the pre-event reference model is no longer a valid alignment source.  Furthermore, point clouds will have to be combined, cleaned and triangulated to produce surface meshes for subsequent analysis. Extraction of a surface that removes redundancy while preserving critical features is non-trivial and new techniques will be explored to optimize this important processing step.  Finally, intensity values obtained by laser scanners can be a valuable tool in the automation of classification of data in the scans.  Unfortunately, these values are dependent on the range, the angle at which the laser is reflected by the surface, the type of laser pulse, and the surface material. A model to normalize the intensity values such that the only variance in the values is a function of the material properties, is a prerequisite for accurate classification based on the intensity value and will be explored.

The proof-of-concept tests helped with identifying the challenges that will have to be addressed carefully in order to create a new modeling and simulation paradigms.
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Table 4: Technical data of scanners available for proposed research

	Parameter
	ISITE 4400
	Leica ScanStation2

	Type
	Time of flight pulsed rangefinder
	Time of flight pulsed rangefinder

	Wavelength
	905 nm
	400nm – 700nm

	Beam divergence
	1.4 mrad
	0.15mrad

	Spot Size @ 50 m
	21.6mm
	6 mm

	Maximum Range:
	500m @90% albedo
	300m @90% albedo

	Minimum Range
	3 m
	1 m

	Measurement Rate
	Average 4,400 points per second
	Maximum 50,000 points per second

	Angular Separation of Points
	Minimum 0.108°
	     selectable

	Max Sampling
	9cm @ 50 m
	<1mm @ whole range

	Angular accuracy
	+/- 0.04°
	+/- 0.0034°

	Lab Position accuracy
	20 mm @ 1- 50 m
	6mm @ 1-50 m

	Field Positional Accuracy
	50 mm @ 1-500m
	-

	Angular scanning range
	80° vertical, 360° horizontal
	270° vertical, 360° horizontal

	Laser Class
	Class 3R laser product
	Class 3R laser product

	Output
	X,Y,Z,R,G,B,Intensity
	X,Y,Z,R,G,B,Intensity

	Camera Type
	Line scanning digital panoramic camera
	1 MP 24o x 24o Digital Camera

	Pixel Resolution
	37 MP max for angular scanning range
	64 MP max for angular scanning range

	Dual Axis Tilt Compensator Range
	+/- 3o0'0"
	+/- 0o5'0"

	Dual Axis Tilt Compensator Resolution
	0o0'20"
	0o0'1"


CalMesh Condor WiFli Network Unmanned Air Vehicle (UAV)

The project originated with the idea of expanding and improving our network deployment capabilities. As it is often the case, in emergency response environment, not every area is accessible nor is every terrain smooth. Therefore, deployment becomes quite complicated and time consuming. Gizmo helps in facilitating the deployment of the CalMesh network. Even though the new upgraded Gizmo truck can go through rough terrains, it will always be limited by possible obstacles. The WiFli Mesh Condor offers a faster and potentially dependable system.

WiFli CalMesh Condor Specifications:

· Flies around in lazy figure 8’s, crossing a GPS coordinate sent from the ground

· Low altitude, just above the treetops or parking lot light polls

· Forms a ad-hoc mesh network in the sky between our ground based nodes and other CalMesh Condors

· Forms the famous Calit2 WiFli Network

· Motor turns on and off is a powered sailplane mode of operation, saves battery energy

· Try to take advantage of thermal updrafts

· 100" Wing Span Electric flying wing –  modified Windrider Queen Bee Flying Wing
· Mega ACn 15/25/4 brushless motor in rear with 10x7 folding pusher prop

· 2ea. 5000mah 11.4v lithium Polymer batteries for balance

· Servos are CS703MG, Hi-Torque Metal Gears

· All up weight is 103.17 oz
Surface area is approx. 9-1/2 sq. ft.
Wing loading approx.: 11.8oz/sq.ft.
The climb rate is about 30 to 45 degrees, with current prop.
As far as launches, it's just like any sailplane, except 2 persons are necessary

· Lands by crashing like a Maple Tree Seed, no damage

The WiFli Calmesh Condor has successfully been launched and 802.11b transmission occurs at a data rate and range acceptable for control. 

To aid in research, the powered glider will be outfitted with a cargo bay that allows for hardware interchangeability. Also, a pneumatic launching mechanism will accelerate the powered glider to take off speeds. These improvements are realized through a sponsorship program facilitating the senior design course, MAE 156B, offered by the UCSD Mechanical and Aerospace Engineering Department. The team assigned to this project is expected to design, analyze, fabricate and test aforementioned improvements, as well as to assemble another complete powered glider. The glider will have slight changes in the propulsion components, namely: motor, propeller, speed controller, and battery.
The completed platform and launcher will benefit further research regarding automation and data acquisition. These tasks will highlight the upcoming efforts of other team projects, offered by the Electrical and Computer Engineering Department.
Our Future Goal:  The “WiFli” system will consist of several planes able to create a Network bubble instantaneously. These planes will be deployed during disasters and emergency situations to support the communication between different response teams such as medial, SWAT, police, and MMST.
 The WiFli Mesh Condor will be able to do autonomous station keeping over a designated area, for example: autonomous navigation from launching area to station keeping area and autonomous navigation from station keeping area to recovery area. In flight communications, it will be part of ground based and airborne wireless mesh network. A bungee-like launch will be created.( 45 to 60 degrees from vertical),  

Products

Products developed with partial or full support from Responsphere
CalMesh, Mesh Networking Platform: http://calmesh.calit2.net/
· MACRT, new routing protocol introduced and tested during the Winter/Spring 2008
· IEEE 802.11 Radio Aware MAC: Modified MAC protocol (based on 802.11) denoted ODMLS

· ARP-AODV: A Layer2 AODV based routing protocol for CalMesh

· O3, Object Oriented Operating system for sensor networks. 

· Implementation on Atmel RZ200 demonstration kit  (802.15.4 compatible 2.4 GHz Radio-Controller Board (RCB) with AT86RF230 radio and ATmega1281V microcontroller, http://www.atmel.com/dyn/products/tools_card.asp?tool_id=3946)
· NetViewer and STAV

· ICEMAN (Inter-layer Communication Enhanced Mobile Ad hoc Networks) architecture
Integrated system of CodeBlue (http://www.eecs.harvard.edu/~mdw/proj/codeblue/)  Zigbee sensor network and WIISARD Triage Information system. 
Pulse oximeter data from a CodeBlue Zigbee multihop sensor network is carried over the CalMesh system and integrated into the WIISARD patient database.

Efficient, low power design and development environment for ZigBee (IEEE 802.15.4) based multihop networks.
Multi-Mode Portable Wireless Mesh Network Nodes

Mesh Network Antenna Caddy

· Stackable Pan-tilt antenna controller: http://maeprojects.ucsd.edu/mae156/fw2006/group10 

· 35ft segmented antenna mast caddies (3): http://maeprojects.ucsd.edu/mae156/ws2006/A1/
Gizmo: http://Gizmo.calit2.net
CalMesh Condor WiFli Network Unmanned Air Vehicle (UAV)

Roomba

· Indoor Position Locator System: http://ece-classweb.ucsd.edu:16080/winter07/ece191/ 
· Mobile Operations Platform: http://ece-classweb.ucsd.edu:16080/spring07/ece191/ 
Wireless Communications Mobile Command and Control Vehicle
· Telematics system and new dual solar power system

Portable tiled-display wall for visualization in crisis response - NUTSO (Non-uniform Tiled System Optiportal)
Rich Feeds/ RESCUE ESB integration: http://rescue.calit2.net 
· ESB Mule virtual machine (VMWare) containing googleDemo (saint-server01.ucsd.edu)
· Documentation describing integration process for new feeds entering Rich Feeds system

· Documentation describing data feeds existing in current Rich Feeds system

· UI Elicitation Ideas Document and Process Document

· AppFuse with Mule and Spring Document

· Windows XP on VMWare Document

· googleDemo Changes Document and How googleDemo Works Document
· Databases and code: 

· RESCUE research feed database on rescue.calit2.net

· ESB and Javascript residing on rescue.calit2.net
CalNode platform for Cognitive Networking 
· CalNode, CalNode client; CalNode-Semi-Mobile (CalNode-SM)

· CogNet data repository. This database contains historical wireless traffic information gathered from the 802.11b/g as well as cellular 1xEVDO spectrum.http://cognet1.ucsd.edu  
Peer-to-peer information collection system:  http://traffic.calit2.net or (866)-500-0977
Multiple measurements and analysis datasets for various metrics from the UCSD Campus Drill in October, 2007 and MMST Operation Silver Bullet in January, 2008,  are available to outside researchers upon request. 

Videos: http://video.google.com/videoplay?docid=16840444517672655
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Figure 7: Preliminary LIDAR data collection workflow








Inform





14. If continually monitoring, modify survey strategy to optimally acquire data


15.Disseminate results

















Data Processing/Analysis





9. Register scan data to coordinates 


10. Edit data 


11. Align Data


12. Create 3D surface models


13. Compare with reference models to perform analysis




















Survey





4. Obtain coordinates for scanner location


5. Setup laser scanner (ensuring that it is level)


6. Photograph scene using scanner


7. Perform LIDAR scans 


8. Move to next location and ensure there is sufficient overlap and repeat

















Preparation





1. Determine resolution requirements and time constraints


2. Obtain site access


3. Determine setup locations to minimize occlusions





Figure 5 : Georeferenced point cloud dataset of seacliffs at Solana Beach.





Figure 4: Point cloud dataset for the Hall of the 500 in the Palazzo Vecchio in Florence Italy (20 million point subset)
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Figure 3: (a) LIDAR point cloud of a NEESR brick wall test on UCSD’s NEES shake table and (b) a derived photodraped surface mesh, showing a failed brick wall specimen on the right.








Figure 2: (a) Point cloud of a beam-column subassembly experiment after failure and (b) close-up showing the derived surface mesh with overlaid texture map.
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