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1.0
Executive Summary
RESCUE - Responding to Crises and Unexpected Events – is a multi-year research project (with two NSF-granted project extensions) funded under NSF’s Large Information Technology program.  This project has involved seven major research institutions located throughout the U.S.; over 40 faculty and senior research staff members with backgrounds in computer science, social science, and engineering; over 60 graduate and undergraduate students; and over 30 government and industry partners.  

This report provides a summary of progress and achievements for the life of the project. The report is comprised of two major sections: Executive Summary, and a detailed Appendix.  The Executive Summary consists of the following sub-sections: Project Overview, Projects, Structure, Research Progress in each primary research area, Broader Impacts, and a Reflections Section.  The Appendix provides a more detailed discussion of activities and achievements in each primary research area.  

1.1
Project Overview
<Explanation of Rescue>

As in past research summaries, we discuss progress along the lines of six overarching strategies.  These strategies were selected because they apply across all research areas, they underscore the importance of our mission, i.e., radically transforming the ways in which emergency response organizations and the public gather, process, manage, use and disseminate information during catastrophes, and finally, they ensure that interdisciplinary education is promoted to the largest extent possible.  Progress under each of these strategies is discussed below:

1 Structure RESCUE research to focus on a small set of problem-focused, multidisciplinary research projects that are driven by end-user needs and that also offer significant opportunities for  scientific contributions. 

[Many of the projects that were introduced at the beginning of this study are now completed. Those that have not been completed have been integrated into other non-RESCUE projects.  For example, much research has been done on technologies for situational awareness. Through a grant from the Department of Homeland Security, this research continues with an emphasis on technologies for fire response.  Key challenges or problems that have been addressed by the RESCUE program are listed below along with the research innovation.

· Representation and reasoning with uncertainty during disasters: information extraction and synthesis by exploiting multi-modal data and semantic knowledge (Situational Awareness from Multimodal Input (SAMI)).
· Family reunification during and after disasters: technologies for entity disambiguation and extraction from text (SAMI).
· Robust networking at a crisis site:  the San Diego Science Festival (Expo Day) was an opportunity to bring research technologies to practitioners in a large-scale networking deployment with first responders (CalMesh). 
· Information sharing architectures: technology for a flexible and customizable policy-driven architecture for information sharing that ensures the right information flows to the right person at the right time with minimal manual human intervention (Simple Web Authentication (SAW)). 

· Effective information dissemination:  delivering timely and accurate information to the public, first responders and those who are actually at risk or likely to be at risk (MICS, CCD). 
· Crisis modeling tools: simulation tools developed to test the efficacy of new and emerging information technologies within the context of natural and manmade disasters (MetaSIM). 

2 Create a set of living laboratories and simulation tools that serve as testbeds which mimic “real-world” conditions for regional and incident-level crises and that reflect RESCUE’s mission and objectives. 

[This continues to be a real strength of the RESCUE project.  The project continues to operate several major testbeds: the transportation testbed that includes a major portion of the southern California highway network; the UCI Responsphere testbed (www.responsphere.org) that creates a campus-level pervasive environment that supports a variety of networking and sensing capabilities; the San Diego GLQ/Extreme Networking testbed that serves as a mobile living laboratory for deploying and testing a variety of communication technologies in various locations and drill sites, including exercises with the UCSD Campus, San Diego Police and Regional Metropolitan Medical Strike Team; and the Champaign, Illinois testbed where local emergency response officials are actively involved in evaluating information sharing technologies as used in simulated disaster scenarios.  In addition to these testbeds, a fifth testbed was introduced in Year 6 that focuses on the safety of firefighters. In this testbed, two different environments are addressed: fires in buildings and wildfires. We continue to demonstrate the usability and value of these testbeds by expanding the number of outside organizations involved with these activities.  Notable examples include: a) working with Caltrans on a project to characterize the spatio-temporal signature of traffic accidents using loop sensor data; b) working with local firefighters in Orange County during two exercises in 2008 and 2009 to test out a newly-developed situational awareness system to aid fire department incident commanders during large-scale fires; c) working with the City of Inglewood and the State of California in the Great Southern California Shakeout exercise that involved over 5.1 million participants (see www.shareout.org); d) demonstrating RESCUE projects and the UCSD Responsphere at the 2009 San Diego Science Festival and Expo Day which attracted over 50,000 people; e) developing the first Apple iPhone “app” using the RESCUE automated peer-to-peer traffic system (http://traffic.calit2.net); and f) working with local city officials to examine the efficacy of various information-sharing policies based on a threat caused by the derailment of a train carrying hazardous materials through Campaign, Illinois.  In addition, the RESCUE project held an important workshop in September of last year with government and school officials to examine the need for more effective emergency information dissemination strategies for schools.  This workshop was attended by over 40 key stakeholders in the community.] 

3 Develop integrative artifacts that will serve as a legacy for the RESCUE project, thus ensuring that the broader impacts of this five-year research program are realized.
[Twelve large, consequential artifacts have been developed under the RESCUE project. They are:

1. CalMesh Networking System: an affordable mesh networking solution enabling Internet access and team communication where the infrastructure has been compromised or damaged.

2. Peer-to-Peer Adaptive Information Collection System: a fully automated peer-to-peer system in San Diego, Los Angeles and the Bay Area (in northern California) that collects and relays highway incident information to the general public and to first responders.

3. Rich Feeds System/Optiportable: a system that demonstrates how unconventional and emergent data feeds can be captured, preserved, integrated and exposed either in real-time or after the fact.

4. Disaster Portal: an easily customizable web portal that can be (and has been) used by first-responders to provide the public with real-time access to information related to disasters and emergency situations in their community.

5. SAW: an authentication technology that eliminates the need for users to remember passwords.

6. Trustbuilder2: a flexible framework designed to allow researchers to quickly prototype and experiment with different trust negotiation approaches and processes.

7. Clouseau: a system that compiles trust negotiation authorization policies into patterns, translates credentials into abstracted objects, and leverages efficient pattern matching algorithms developed by the artificial intelligence communities to determine all satisfying sets of credentials for a particular policy.

8. SATware: a multi-sensor data stream querying, analysis, and transformation middleware that serves as a platform for a sensor-based observation system that addresses situational awareness and privacy.

9. Crisis Alert – an artifact for customized dissemination: a system that serves as a research tool to respond to issues identified in the hazard warning literature dealing with the under- or over-response to crises.

10. MetaSim: a web-based collection of simulation tools developed to test the efficacy of new and emerging information technologies within the context of natural and manmade disasters, where the level of effectiveness is determined based on how much the response improves with the technology in place.

11. Responsphere: IT infrastructure housed within the UCI campus that tests the efficacy of a number of RESCUE technologies, including localization techniques.

12. Data Repository: a repository of disaster-related data sets used to evaluate the efficacy of RESCUE technologies.

4 Actively engage end-user community throughout the life of the project to validate the efficacy of the research and to serve as early adopters or testers of research products generated from RESCUE.

[The RESCUE project has worked closely with its Community Advisory Board to ensure that 1) end-users are aware of the products and artifacts that are being created by the RESCUE research program; 2) that each major project has a government partner to help identify research needs that will lead to implementation opportunities; 3) that RESCUE artifacts will have a home after completion of the current RESCUE project; 4) that proper tests and evaluations are conducted to ensure the efficacy of the research and its products; and 5) that partnerships developed during the current RESCUE project continue beyond Year 6.  Some of the key organizations which have played a major role in this project are: the State of California; the County of Orange; the Cities of Los Angeles, San Diego, Irvine, Ontario and Champaign; the police, environment, health, and safety, and security departments at the University of California (Irvine and San Diego Campuses), and the U.S. Geological Survey.  In addition, a number of industry partners have donated their time and equipment to the RESCUE project.  As part of the continuity of Rescue and its artifacts, we have created a Center for Emergency Response Technologies (CERT) at UCI.  The mission of CERT is to organize and direct research within the emergency response domain and to facilitate further technology adoption of Rescue technologies.]

5 Address the social, organizational, and cultural contexts in which technological solutions are adopted and implemented in order to better understand how appropriate technologies can be developed and transferred to users. Create awareness of issues in scientific and industrial communities through workshops, focus groups, panels and open testbeds.

[The RESCUE program has had a core element that focuses on social, organizational, and cultural aspects of crisis response.  This effort, led by Kathleen Tierney at the University of Colorado, has concentrated on the use of information and communication technologies among members of the public during disasters.  Events that have been studied include the 2001 World Trade Center attacks, the 2004 Indian Ocean earthquake and tsunami, Hurricane Katrina, and the 2007 Virginia Tech shootings.  Peer-to-peer communications behaviors in these events highlight the extent to which information and communication technologies are revolutionizing risk communication, information sharing, and collective sense-making with the public during extreme events.]            

6 Actively engage a broad range of student populations through a multi-course interdisciplinary series on emergency response and focused research projects for graduate, undergraduate students. Create a concerted K-12 outreach effort through demos, lectures and internships. Leverage campus-level programs for underrepresented groups (e.g. California Alliance for Minority Participation and Women-in-CS) to actively recruit minority students.

[RESCUE continues to have a major impact on course curriculum throughout all the universities involved with the project.  So far, 14 separate courses on crisis response topics have been developed and taught since the beginning of the RESCUE project.  Some example classes include: System Artifacts geared towards First Responders; Special Topics in Information Technology for Homeland Security; and Issues in Crisis Response.  In Year 6, the RESCUE Project had nine students graduate with either a PhD or Masters degree.  In addition, RESCUE researchers have continued to reach out to the K-12 community by sponsoring high school interns and participating in campus events for high school students.]

1.2
Project Structure
<Verbiage introduction the structure>

1.2.1   Situational Awareness from Multimodal Input (SAMI)

Project Summary 

The SAMI project is focused on research and technology development to realize the next-generation of situational awareness systems. Our ultimate goal is to develop an end-to-end situational awareness “engine” that can be used for particular situational awareness applications, primarily in the area of disaster response. Situational awareness, in the context of disaster response can be broadly viewed as consisting of the past (knowledge), present (comprehension), and future (prediction) state of the resources, infrastructure, entities (people), and the incident. Our research is aimed at addressing technical challenges in three key areas, namely information extraction and synthesis from raw sensory data, situational data management, and analysis and visualization technologies for decision making and support. The key technical approach we have investigated in extraction and synthesis is exploitation of (a) multimodality, and (b) semantic knowledge in extracting and interpreting data. The key challenges in situational data management addressed include representation and reasoning with uncertainty. In the context of data analysis our focus has been on understanding patterns of human behavior over time. Examples include analysis and understanding of Web access logs, event detection and prediction with vehicular traffic and accident data, and classifying human activities from low-cost observation modalities used for ubiquitous sensing such as RFID, video, et cetera
1.2.2   Robust Networking and Information Collection
Project Summary 

The main objective of this project is to provide research solutions that enable the restoration of computing, communication, and higher-layer services at a crisis site in a manner that focuses on the needs and opportunities that arise proximate to the crisis (in both time and space dimensions).  Commercial systems are often based on assumptions that fall apart during a crisis when large-scale loss of power and destruction of antenna masts and servers are common.  In addition, self-contained relief organizations that arrive at a crisis site often carry communication equipment that fail to interoperate, are inadequate for the needs at the scene, and may even interfere with each other making the task of forming an ad-hoc organization harder. In summary, the challenge is to compose a set of research solutions to assist in crisis response that is designed to serve the dynamically-evolving situation at the crisis site.

1.2.3   Policy-Driven Information Sharing (PISA)
Project Summary 

The objective of PISA is to understand data sharing and privacy policies of organizations and individuals; and devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing across all entities involved in a disaster.  We are working to design, develop, and evaluate a flexible, customizable, dynamic, robust, scalable, policy-driven architecture for information sharing that ensures the right information flows to the right person at the right time with minimal manual human intervention and automated enforcement of information-sharing policies, all in the context of a particular disaster scenario: a derailment with chemical spill, fire, and threat of explosion in Champaign.

1.2.4   Customized Dissemination in the Large
Project Summary 

This project focuses on information that is disseminated to the public at large specifically to encourage self-protective actions, such as evacuation from dangerous areas, sheltering-in-place, and other actions designed to reduce exposure to natural and human-induced threats. Specifically, we have developed an understanding of the key factors in effective dissemination to the public and designed technology innovations to convey accurate and timely information to those who are actually at risk (or likely to be), while providing reassuring information to those who are not at risk and therefore do not need to take self-protective action.  
1.2.5   Privacy Implications of Technology
Project Summary 

Privacy concerns associated with the infusion of technology into real-world processes arise for a variety of reasons, including unexpected usage and/or misuse for purposes for which the technology was not originally intended.  These concerns are further exacerbated by the natural ability of modern information technology to record and develop information about entities (individuals, organizations, groups) and their interactions with technologies – information that can be exploited in the future against the interests of those entities. Such concerns, if unaddressed, constitute barriers to technology adoption or worse, result in adopted technology being misused to the detriment of society.  Our objective in the project has been to understand privacy concerns in adopting technology from the social and cultural perspective, and to design socio-technological solutions to alleviate such concerns.  We have focused on applications that are key to effective crisis management.  For example, applications for situational awareness might involve personnel and resource tracking, data sharing between multiple individuals across several levels of hierarchy and authority, information integration across databases belonging to different organizations. While many of these applications have to integrate and work with existing systems and procedures across a variety of organizations, another ongoing effort is to build a “sentient” space from the ground up where privacy concerns are addressed right from the inception, trying to adhere to the principle of “minimal data collection.”

1.2.6   MetaSIM

Project Summary

MetaSIM is a web-based collection of simulation tools developed to test the efficacy of new and emerging information technologies within the context of natural and manmade disasters, where the level of effectiveness can be determined for each technology developed.  MetaSIM currently incorporates three simulators: 1) Crisis simulator InLET; 2) Transportation simulator, and 3) Simulator for agent based modeling (Drillsim).  

1.2.7   Social Sciences

Project Summary

Our social science research focuses on the analysis of inter-organizational networks, emergent responses to rapidly-occurring events, organizational behavior in the crisis environment, information sharing needs, reliability modeling, and information dissemination to organizations and to the broader public.  We seek to understand emergent social behavior within the context of a disaster – to identify important social phenomena that must be considered in managing a disaster; to develop behavioral models for these phenomena, and to test models by incorporating them into existing decision-support systems
<More verbiage from Kathleen>
1.2.8   Testbeds

Project Summary

Our goal with the testbeds was to create real world environments in which to test the efficacy of RESCUE technologies and extract meaningful metrics regarding those technologies.  Our testbed efforts consist of the following four testbeds:

Responsphere:  Responsphere is an IT infrastructure set of testbeds that incorporates a multidisciplinary approach to emergency response drawing from academia, government, and private enterprise.  We view the testbeds as proving grounds for disruptive technology.  During Year 6, the focus was to maintain the testbed and conduct drills and other exercises within the testbed.  

San Diego / GLQ Extreme Networking testbed:  The Gas Lamp Quarter (GLQ) Testbed consists of a rapidly deployable mobile networking, computing, and geo-localization infrastructure in the context of incident-levelresponse to spatially-localized disasters, such as the World Trade Center attack. The testbed focuses on situations where the crisis site either does not have an existing infrastructure, or alternatively, the infrastructure is severely damaged. This testbed focuses on supporting basic services essential to the first responders that can be brought over to crisis sites for rapid deployment. Such services include communication among the first-responders, accurate geo-localization both inside and outside of buildings, in urban as well as rural areas, computation infrastructure, incidence level command center, and technology to support information flow from/to crisis sites to/from regional emergency centers.

This testbed is deployed in the Gas Lamp Quarter district in downtown San Diego. The testbed provides a seamless Wi-Fi (802.11b) connectivity for first-responders in this area. GLQ is currently divided into three zones, where each zone has its central post in direct line of site to the top of the NBC building. The transmitter on top of NBC building provides the broadband access to these three lampposts via a 5.2 – 5.7 GHz backhaul. By using Tropos Networks 5110 outdoor units, the coverage of these three zones will be expanded and we are able to provide the support for standard 802.11b users.

Champaign Illinois Testbed: The Champaign, Illinois testbed is where local emergency response officials are actively involved in evaluating information sharing technologies as used in simulated disaster scenarios. 
Transportation Testbed: The Transportation testbed consists of a series of simulators including the Crisis Simulator, DrillSim/MetaSIM, and the Transportation Simulator. The testbed is a comprehensive modeling platform for plug-and-play simulation tools for emergency managers and first responders to support response, recovery and mitigation activities. 
2.0
APPENDIX
The Appendix is provided to discuss further details of each project’s success and research.  The Appendix is sub-divided into a section for each research projects.  

2.1
Research Projects
2.1.1  Project 1: Situational Awareness from Multimodal Input (SAMI)
Project Summary 

The SAMI project is focused on research and technology development to realize the next-generation of situational awareness systems. Our ultimate goal is to develop an end-to-end situational awareness “engine” that can be used for particular situational awareness applications, primarily in the area of disaster response. Situational awareness, in the context of disaster response can be broadly viewed as consisting of the past (knowledge), present (comprehension), and future (prediction) state of the resources, infrastructure, entities (people), and the incident. Our research is aimed at addressing technical challenges in three key areas, namely information extraction and synthesis from raw sensory data, situational data management, and analysis and visualization technologies for decision making and support. The key technical approach we have investigated in extraction and synthesis is exploitation of (a) multimodality, and (b) semantic knowledge in extracting and interpreting data. The key challenges in situational data management addressed include representation and reasoning with uncertainty. In the context of data analysis our focus has been on understanding patterns of human behavior over time. Examples include analysis and understanding of Web access logs, event detection and prediction with vehicular traffic and accident data, and classifying human activities from low-cost observation modalities used for ubiquitous sensing such as RFID, video, et cetera.  
Our work in the last several years has significantly increased our ability to extract and synthesize vital information from raw multi-modal data streams that are often available during disasters. The use of semantics has resulted in pioneering approaches that help to address traditionally complex data extraction problems. We have developed probabilistic models that learn patterns of human behavior that are hidden in time series of count data.  
Many of the research outcomes of this project have been incorporated into RESCUE artifacts with Disaster Portal being the most prominent. For instance, technologies for entity disambiguation and extraction from text are the driving force behind the family reunification component of the portal. Likewise, predictive modeling techniques are the driving force behind occupancy forecasting. 
Activities and Findings

The SAMI project has been a pioneering project in the direction of conceptualizing, designing and realizing the notion of general purpose situational awareness (SA) systems, with a particular focus on disaster and emergency response applications. At the very initiation of project RESCUE and with the valuable guidance from NSF we had identified the development of SA systems as a key thrust in the overall project. The most significant contributions of SAMI can perhaps be summarized as taking and further developing our strengths in core data management, semantics, and information analysis areas and following a coherent research strategy to achieve the notion of general purpose SA systems. A particular exciting aspect has been the exploitation of synergies between erstwhile disconnected areas in data management research – the integration of our work in semantics with that in information extraction from text, or the application of information extraction to our work in graph analysis or GIS systems are a few of many examples of cross collaboration. 

We present the research findings in more detail below. 

Products and Contributions

The Disaster Portal

The Disaster Portal (www.disasterportal.org), a technology for rapidly creating disaster information awareness Web portals for citizens and responders, is an example of an artifact that demonstrates the transition of research in the RESCUE project into a real-world application that has been used by literally thousands of users. Implementations of the disaster portal have been developed and deployed in the cities of Ontario, Rancho Cucamonga and Orange in California and in Champaign, IL. Essentially the disaster portal is an easily customizable web portal and set of component applications which can be used by first-responders to provide the public with real-time access to information related to disasters and emergency situations in their community. Current features include a situation overview with interactive maps, announcements and press notifications, emergency shelter status, and tools for family reunification and donation management. The Disaster Portal dramatically improves communication between first-responders/government agencies and the public, allowing for rapid dissemination of information to a wide audience.

The development of the Disaster Portal is based on two primary considerations. While we aim to provide practical applications and services of immediate utility to citizens and emergency managers, we also strive to significantly leverage many relevant pieces of IT research within RESCUE.  The advanced technologies that are currently incorporated into the Disaster Portal include components for customizable alerting, family reunification, scalable load handling, unusual event detection and internet information monitoring.
While providing a valuable service, as is, to the community, the disaster portal framework provides some significant opportunities for further work including:

· The migration of the portal framework to a software-as-service model utilizing cloud computing resources.

· Integration with related (and highly successful) international efforts on Web based portals for disasters – such as the Sahana effort in particular.
 
FICB

The Fire Incident Command Board (FICB) is a situational awareness system intended to aid fire department incident commanders during emergency response activities.  It accomplishes this by providing integration of a variety of data streams into a single, easy to use dashboard.  The data provided via the FICB includes data collected in real time from diverse sensors (both fixed and mobile) deployed at the incident scene (e.g. video cameras, speech / other audio, physiological sensing, location sensing), as well as precompiled data (e.g. GIS / maps, building floor plans, hazmat inventories, facility contact information).  The FICB provides the ability to monitor, query, and store the data from these diverse sensors in a user friendly manner. 

A prototype implementation of the FICB has been fully developed.  The prototype has been implemented by combining elements of some existing systems developed by RESCUE (e.g. SATware streams system) with new components (EBox prototype, computer aided dispatch system).  The SGS-Darkstar toolkit has been used an integration platform in order to implement the FICB incident model which is comprised of the elements of the firefighting domain such as personnel, equipment, physical infrastructure, etc.  FICB merges the data streams appropriately so that they may be represented with the relevant portions of this model in the user interfaces in order to provide a view of the overall situation to the incident commander in real-time.

We have performed several assessments of the FICB.  These include a situational awareness assessment using the SAGAT methodology conducted during an exercise held at UCI on May 12th.  In the simulated hazmat incident, one IC had access to the SAFIRE system while the other relied on more traditional technologies (radio).  The results of this experiment are being analyzed for inclusion in an article or technical report. A SAFIRE usability study was conducted at the May 17th 2009 SAFIRE firefighter forum as part of a tabletop exercise, in order to evaluate improvements in decision making due to enhanced situational awareness provided by the SAFIRE system.  Results indicate a high degree of both usability as well as decision making impact (by virtue of increased information and enhanced situational awareness) in those respondents with Incident Command experience.  Qualitative feedback was also captured in the study.
EBox

The “Software EBox” is a next generation rapid information integration system and framework for situational awareness, that has emerged from the RESCUE and related SAFIRE projects. Essentially, the EBox is an information integration system targeted towards situational awareness (SA) applications. In literally any SA system, including one for fire response, one requires access to a variety of different data of different types from different data sources. For instance in the context of FICB it is beneficial to have (integrated) access to information such as maps of the area, floor plans of various buildings, knowledge of building entrances and exits, knowledge of the presence of hazardous materials and chemicals, key personnel at the site and their contact information, etc., Besides many urban sites these days typically have buildings or other structures instrumented with sensors, such as say surveillance cameras, that can also be exploited for real-time situational information. 

The software EBox provides a novel software-as-service architecture where organizations can “upload” their information to a central EBox server that pre-assembles and integrates it and later provides it on demand to SA applications and clients. In the process of developing the EBox system we identified some key areas for fundamentally new information integration research including (i) The systematic representation and integration of real-time information coming from sensor data sources, (ii) Automated integration and anchoring of geo-spatial information and (iii) Being able to rapidly assemble new EBox applications and without requiring personnel with specialized data integration expertise. Of these we are currently working on the problem of being able to rapidly and easily develop new EBox applications, by reusing information from previous EBox deployments. 

Semantic Information Synthesis: Information Extraction from Text

Within our over arching theme of semantics driven synthesis in SAMI, we have made notable contributions in the area of information extraction from free or unstructured text. The automated extraction of information from unstructured or free text has been motivated by many RESCUE requirements including developing information awareness from online news stories, blogs, and reports, or developing awareness from transcribed first-responder conversations to name a few. Despite being an active area of research and technology development for over a decade, information extraction continues to be a hard and challenging technical problem.

In the last several years we have made the following important advancements and contributions in this area:

1) We developed the XAR system which is a comprehensive system for information extraction by building upon several relevant open-source text analysis and data management components.

2) We have developed, implemented, and validated an approach to exploiting semantics in information extraction by integrating semantic information as integrity constraints in information extraction tasks. Our approach identifies, and provides solutions to many computationally hard and challenging problems that arise in such an integration of semantic integrity constraints. 

The results of our work demonstrate a significant improvement in accuracy over state of the art extraction systems and techniques. The XAR system itself has been distributed to many academic institutions and research labs, and applied in diverse domains ranging from online news stories to the medical informatics domain. 

Speech Tagging of Images Using Semantics

Associating textual annotations/tags with multimedia content is among the most effective approaches to organize and to support search over digital images and multimedia databases. Despite advances in multimedia analysis, effective tagging remains largely a manual process wherein users add descriptive tags by hand, usually when uploading or browsing the collection, much after the pictures have been taken. This approach, however, is not convenient in all situations or for many applications, e.g., when users would like to publish and share pictures with others in real-time. An alternate approach is to instead utilize a speech interface using which users may specify image tags that can be transcribed into textual annotations by employing automated speech recognizers. Such a speech-based approach has all the benefits of human tagging without the cumbersomeness and impracticality typically associated with human tagging in real-time.  The key challenge in such an approach is the potential low recognition quality of the state of the art recognizers, especially in noisy environments. In this paper we explore how semantic knowledge in the form of co-occurrence between image tags can be exploited to boost the quality of speech recognition. We have postulated the problem of speech annotation as that of disambiguating among multiple alternatives offered by the recognizer. An empirical evaluation has been conducted over both real speech recognizer's output as well as synthetic data sets. The results demonstrate significant advantages of the proposed approach compared to the recognizer's output under varying conditions.

Multi-Geography Route Planning

We have addressed the problem of Multi-Geography Route Planning (MGRP) where the geographical information may be spread over multiple heterogeneous interconnected maps.  We have designed a flexible and scalable representation to model individual geographies and their interconnections. Given such a representation, we have developed an algorithm that exploits precomputation and caching of geographical data for path planning.  A utility-based approach is adopted to decide which paths to precompute and store. To validate the proposed approach we test the algorithm over the workload of a campus level evacuation simulation that plans evacuation routes over multiple geographies: indoor CAD maps, outdoor maps, pedestrian and transportation networks, etc. The empirical results indicate that the MGRP algorithm with the proposed utility based caching strategy significantly outperforms the state of the art solutions when applied to a large university campus data under varying conditions.

Entity Resolution

Entity Resolution (ER) is an important real world problem that has attracted significant research interest over the past few years. It deals with determining which object descriptions co-refer in a dataset. Due to its practical significance for data mining and data analysis tasks many different ER approaches has been developed to address the ER challenge.

Our work in RESCUE in the past several years has addressed many important problems in this area including record linkage, entity resolution, graph analysis for entity resolution and culminating a new “ER Ensemble” technique. The task of ER Ensemble is to combine the results of multiple base-level ER systems into a single solution with the goal of increasing the quality of ER. The framework leverages the observation that often no single ER method always performs the best, consistently outperforming other ER techniques in terms of quality. Instead, different ER solutions perform better in different contexts. The framework employs two novel combining approaches, which are based on supervised learning. The two approaches learn a mapping of the clustering decisions of the base-level ER systems, together with the local context, into a combined clustering decision. Our experiments, in various domains,  demonstrate that the proposed framework achieves significantly higher disambiguation quality compared to the current state of the art solutions.

Situational Awareness from Speech

The goal of our work is to explore research in the framework of an end-to-end speech processing system that can automatically process human conversations to create situational awareness during crisis response. Situational awareness refers to knowledge about the unfolding crisis event, the needs, the resources, and the context. Accurate assessment of the situation is vital to enable first responders (and the public) to take appropriate actions that can have significant impact on life and property. Consider, for instance, a situation of a large structural fire wherein teams of fire fighters enter into a burning building for search and rescue. Knowledge of the location of fire fighters, their physiological status, the ambient conditions and environment are critical for the success and safety of both the victims and fire fighters.  Appropriate situational awareness is critical not just at incident level, but at all levels of response. For instance, knowledge of occupancy levels, the special needs of the populace, the road-closures, the geographical scope of the disaster (e.g., the fire perimeter), etc. play a vital role in evacuation and shelter planning and in organizing medical triage. 

The importance of accurate and actionable situational awareness in crisis response is now well recognized and has led to significant research on appropriate sensing, networking, sensor processing, information sharing, data management, and decision support tools. Our experience in RESCUE has clearly established that while sensors (including motes, video, physiological, location, environmental) are important, speech is undoubtedly the single most important source of situational information. The very first point of contact of citizens with the responders during an emergency is through a telephone call to the 911 dispatch system. In case of large disasters that involve a larger team of responders (such as a fire-fighting team), the primary mechanism used for communication and coordination among response teams is through radios carried by the first responders. Such conversations contain perhaps what constitutes the most important situational information that has direct implications on the efficacy of the response. Despite importance of speech, today, assimilation of situational information from speech is almost entirely done manually.

Web People Search

Searching for people on the Web is one of the most common query types to the web search engines today. However, when a person name is queried, the returned result often contains webpages related to several distinct namesakes who have the queried name. The task of disambiguating and finding the webpages related to the specific person of interest is left to the user. Many Web People Search (WePS) approaches have been developed recently that attempt to automate this disambiguation process. Nevertheless, the disambiguation quality of these techniques leaves a major room for improvement. Our approach is based on extracting named entities from the web pages and then querying the web to collecting co-occurrence statistics, which are used as additional similarity measures. To address this challenge, we developed a Web People Search approach that clusters webpages based on their association to different people. Our method exploits a variety of semantic information extracted from Web pages, such as named entities and hyperlinks, to disambiguate among namesakes referred to on the Web pages. We demonstrated the effectiveness of our approach by testing the efficacy of the disambiguation algorithms and its impact on person search.

We also have investigated a new server-side WePS approach. It is based on collecting co-occurrence information from the Web and thus it uses the Web as an external data source. A skyline-based classification technique is developed for classifying the collected co-occurrence information in order to make clustering decisions. The clustering technique is specifically designed to (a) handle the dominance that exists in data and (b) to adapt to a given clustering quality measure. These properties allow the framework to get a major advantage in terms of result quality over all the 18 methods covered in the recent WePS competition. 

SATViewer

SATViewer is system for visualizing information captured in the SATware database which stores data collected from multiple sensors in the Responsphere IPS. The purpose of this project is to provide an interface for saving sensor data and visualizing it after the saving session. The system is implemented for SATware middleware and uses installed sensors for such middleware.  The key challenge in designing a visualization tool for such a pervasive system is that of information overload - limitations in user perception and in available display sizes prevent easy assimilation of information from massive databases of stored sensor data. For instance, in the Responsphere setting, there over 200 camera sensors deployed at two buildings; even a very simply query for monitoring these buildings will have to visualize 400 streams (audio/video) for any given time.

This work attempts to address the information overload problem using two key strategies: 

(i) Ranking relevant sensor streams 

(ii) Summarization of selected sensor streams


In particular the focus is on the capability to `link' multimedia data to a spatial region, and to a specific time, as well to synchronize diverse sensor streams so as to visualize them effectively. The application allows us to record data from sensors using a map or a list of the sensors. Moreover, it allows for querying saved sensor data by specifying sensors of interest and the time interval. Finally it allows adding new sensors in the system.
Localization framework 
The problem we address is the definition of a general framework in which any location detection technique can fit, being modeled as a generic location component. The main purpose of such a framework would be to answer location queries with the best trade-off between accuracy and precision, choosing the fittest location technology or the best combination of technologies to solve each query. The following steps were taken to address the problem: 
· Definition of a localization component interface, which is a model for a generic localization technology. The component is modeled as a black-box which is able to provide a non deterministic location prediction modeled as a probability mass function (PMF) on a set of locations. 

· Definition of a taxonomy of location queries which best applies to the most common localization problems. All types of queries were then formalized inside the framework. 

· Definition of an aggregation algorithm capable of elaborating answers coming from one or more localization components and aggregate them. Answers from different components are sorted by their relevancy as regards the current query. The answers are then progressively aggregated into one single PMF using Bayesian inference. The algorithm detect when an answer does not bring improvement to the global PMF, and it discards it. 

The framework has been implemented for SATware middleware. A Nokia N95 smart-phone was used to provide information to the implemented components. Several components and the aggregation algorithm were incorporated in a number of SATware mobile agents. SATware middleware is suitable to host the defined localization system, because the modularity of the framework, defined formally, is preserved. Several localization techniques have been adapted to fit in the framework (i.e. to provide probabilistic answers). Components involving the following localization techniques were implemented:

· Wi-Fi fingerprinting: a database matching technique based on wireless LAN. . This technique involves a nearest-neighbor search on a data space of previously collected signal strength readings (fingerprints). Distances from the fingerprints in the data space were used to calculate a probability for each location.

· GPS: the coordinates provided by a GPS receiver were used to build a Rayleigh distribution based on the accuracy value provided by the receiver itself.

· Bluetooth: Bluetooth technology was used to implement a simple anchor-based proximity localization system. This component outputs a uniform truncated PMF around fixed Bluetooth anchors.

· Speech: a simple natural language parser was written to extract location information from recognized speech. These information are used to retrieve PMFs which were previously written and which are stored in a database 

· Historic: this component uses previously calculated PMFs as a prior. Movement information coming from an accelerometer is also used to better exploit location information from the past. 

Event Detection 

Over the course of RESCUE we have developed a comprehensive approach to lifting situational awareness from event detectors such as sensors (people counters in buildings or highyway loop detectors as an example). In the final year we began a collaboration with a group of transportation engineers from the Institute of Transportation Studies (ITS: http://www.its.uci.edu/) at UC, Irvine.  Together, we are partnering with the California Department of Transportation (Caltrans) on a project to characterize the spatiotemporal signature of traffic accidents using loop sensor data.  We have extended the algorithms developed during the last several years of the Rescue project to find normal traffic patterns and detect and characterize unusual traffic conditions using additional measurements.  The extended model uses both a flow measurement (a count of vehicles passing over the sensor) and an occupancy measurement (a measure of the fraction of time the sensor is covered by a vehicle).  We have applied this new model to a large group of sensors on several southern California freeways.  This extended model is sensitive to smaller changes in traffic flow, and has led to interesting analysis of delay due to traffic incidents.  We are currently consolidating our findings into a report that will be submitted to a transportation journal.

We also started a second project this last year where we attempt to predict the flow profile of freeway on and off ramps using census information.   There are many stretches of highway where there are no functional  loop sensors.  Large scale problems such as dynamic population density estimation require inference over this missing data.  We imported census data into a Google maps application, created boundaries around the geo-locations of the ramp sensors, and extracted information relative to each sensor.  We have developed a model of the ramp profile given information about the area surrounding the sensor.  We are currently in the analysis phase of this project.

We are also working on another extension to the model where spatial links are modeled explicitly, and will soon be applying the event detection models on web traffic data.
Sensor Data Collection Scheduling

A distributed camera network allows for many compelling applications such as large-scale tracking or event detection. In most practical systems, resources are constrained. Although one would like to probe every camera at every time instant and store every frame, this is simply not feasible. Constraints arise from network bandwidth restrictions, I/O and disk usage from writing images, and CPU usage needed to extract features from the images. Assume that, due to resource constraints, only a subset of sensors can be probed at any given time unit. This paper examines the problem of selecting the “best” subset of sensors to probe under some user-specified objective - e.g., detecting as much motion as possible. With this objective, we would like to probe a camera when we expect motion, but would not like to waste resources on a non-active camera. The main idea behind our approach is the use of sensor semantics to guide the scheduling of resources. We learn a dynamic probabilistic model of motion correlations between cameras, and use the model to guide resource allocation for our sensor network.

Although previous work has leveraged probabilistic models for sensor-scheduling, our work is distinct in its focus on real-time building-monitoring using a camera network. We validate our approach on a sensor network of a dozen cameras spread throughout a university building, recording measurements of unscripted human activity over a two week period. We automatically learnt a semantic model of typical behaviors, and show that one can significantly improve efficiency of resource allocation by exploiting this model.

2.1.2  Project 2:  Robust Networking and Information Collection

Project Summary 

The main objective of this project is to provide research solutions that enable the restoration of computing, communication, and higher-layer services at a crisis site in a manner that focuses on the needs and opportunities that arise proximate to the crisis (in both time and space dimensions).  Commercial systems are often based on assumptions that fall apart during a crisis when large-scale loss of power and destruction of antenna masts and servers are common.  In addition, self-contained relief organizations that arrive at a crisis site often carry communication equipment that fail to interoperate, are inadequate for the needs at the scene, and may even interfere with each other making the task of forming an ad-hoc organization harder. In summary, the challenge is to compose a set of research solutions to assist in crisis response that is designed to serve the dynamically-evolving situation at the crisis site.

Activities and Findings

Extreme Networking System:  The Extreme Networking System (ENS) is one of the research artifacts in Robust Networking and Information Collection project as part of RESCUE. ENS is a hybrid wireless mesh network developed using the CalMesh platform (http://calmesh.calit2.net). ENS has several features: (i) a hierarchical architecture for scalability, (ii) a multi-radio diversity solution to improve the network reliability, (iii) a radio-aware routing protocol to use information from the MAC layer in order to provide high performance network operation, and (iv) a graphical user interface to better visualize and manage network resources. The ENS system was verified through a series of large-scale real-world trials and theoretical simulations and found to be providing significant performance gain compared to the existing systems. The ENS also achieved throughput improvement by using the link diversity and fading awareness.
The architecture of ENS includes a three-level hierarchical network architecture. The first level is formed by the user’s or responder’s devices which, to accommodate the needs of first responders, should be quite heterogeneous. The second level is formed by a wireless mesh network platform which can provide high reliability and fault tolerance. The third level is formed by a variety of multiple long haul backbone networks, such as cellular and satellite networks. The gateway nodes act as the bridge between the wireless mesh platform to the backbone networks.  In addition to the three levels of networking modules, ENS bundles a set of application layer solutions for information collection, management and intelligent dissemination. A portable ENS node, a CalMesh node, is the major component of ENS. A CalMesh node can incorporate multiple technologies and interfaces to support the other two hierarchies in addition to performing its primary task as the wireless mesh network plane.  Each CalMesh node has the capability to provide additional information such as geo-location information which helps in generating situational awareness and contextual information. The ENS also provides localized, customized information management and maintenance resources such as localized web services at ground zero. ENS has the built-in capability of providing adaptive content processing and information dissemination to the first responders and the victim population. The current version of the ENS architecture has been used and tested in several trial experiments. 

CalMesh: The CalMesh platform is a wireless mesh networking platform which provides a mobile, instant deployment mesh network. Every CalMesh node has been installed with a durable, portable, 12VDC (battery) or 120VAC (wall) powered nodes.  No existing infrastructure is needed to deploy a wireless mesh network using a CalMesh platform.  Each node is able to provide a wireless networking “bubble” to client devices that use IEEE 802.11 technology.  Each CalMesh node is also capable of merging its bubble with other nodes in order to increase the physical size of the network, enabling client devices to communicate over long distances by creating a “bubble of bubbles,” a multihop wireless network. The CalMesh is designed to be able to distribute existing Internet connectivity within the created bubble. In order to use the CalMesh network across a set of heterogeneous networks, the networking group also developed a VPN overlay network. This overlay network, used successfully during the Mardi Gras 2006 deployment which is described in the Gaslamp Quarter (GLQ) testbed section. 

The ENS research group made several interesting findings as a result of a number of Homeland Security drills conducted as part of RESCUE.  Some of these observations are already published in research papers. The important findings are briefly stated here. 

We developed a sophisticated fully-distributed addressing scheme for the ENS nodes. This research output resulted from our experiments with commercial wireless mesh client nodes such as Tropos Networks wireless mesh nodes in which the DHCP-based addressing scheme is centralized.  During crisis situations, a centralized DHCP server is vulnerable to the following issues: i) single point failures, ii) increased delay in obtaining an address, and iii) failure of address allocation at times of extremely high contention.  Contention refers to the channel access attempts by the wireless mesh nodes to transmit their packets.  When the load is high or the number of nodes is high, the contention increases. Our fully distributed DHCP based addressing scheme implements a DHCP server in every ENS node that is part of the ENS system. Such a solution improves the speed of obtaining an address in addition to providing high reliability in addressing. 

We also developed a dynamic address mobility management scheme for the ENS system. According to this scheme, when an ENS client node moves from the ENS access point to which it is registered to another access point, due to either mobility, failure of access points, and network partitions, the dynamic address mobility management scheme is executed.  Based on this approach, the new access point, upon successful completion of the association process for the mobile ENS client node, initiates a proactive ARP-REPLY packet which contains the new MAC address to IP address resolution information.  The ENS client nodes which were using the previous ARP-table entries could update its ARP table entries with new and updated information from new access point in a pro-active manner.  This scheme better supports highly mobile nodes in an ENS environment.  

Gateway redundancy is another significant contribution of ENS project where existing wireless mesh networking solutions utilize only one of the multiple gateways (the ENS node which has connectivity to the external wired network or the Internet).  We introduced the capability to utilize multiple heterogeneous gateway nodes simultaneously in the ENS.  Unlike the existing wireless mesh network technologies; these gateway nodes in ENS can utilize a variety of networks such as wired networks, wireless LANs, cellular networks, and satellite networks. Our approach to utilizing multiple gateway nodes also included a variety of novel approaches such as Always Best Connected (ABC) and Bandwidth Aggregation (BAG) in addition to load balancing. 

The ENS also provided a highly enhanced bridging metric where we defined every wireless link with a specific value derived from the signal strength.  This bridging metric is then used to build a spanning tree which provides a much better end-to-end throughput performance when compared to the traditional hop-length based bridging metric. We further improved the performance of our bridging metric by eliminating the rapid fluctuation of the bridging metric. 

We also studied the important parameters that influence the throughput capacity of a string topology of wireless mesh networks. We used the parameters such as number of collisions, mean periodicity of transmission attempts, and the average contention window.  The behavior of number of collisions followed a convex shaped pattern with maximum collision at the center of the string topology; whereas the mean periodicity of transmission attempts followed a concave pattern with minimum mean period at the center of the string.  In addition, the most important observation was made on the variation of the average contention window as a function of hop length. The average contention window has been found to be varying almost linearly with a negative slope with hop length. The slope of this variation is also found to be influencing the end-to-end throughput achieved.  For example, when we increased the slope of mean contention window with hop length when compared to the slope of the mean contention window variation with IEEE 802.11 DCF, we found a decrease in end-to-end throughput.  Learning from this, we inverted the slope of the variation of the mean contention window to make it almost a positive slope, we obtained throughput increase.  We also noted that the end-to-end throughput increased with the slope of the mean-contention window variation with hop length. 

Another result we obtained was in using IEEE 802.11 in Wide Area Networking environments. In long haul communications for remote and rural terrains, the use of 802.11 MAC protocol for widely varying link distances need a lot of manual interaction while setting up each link. We studied this problem, and proposed a number of solutions that help adapt MAC protocol parameters such as ACK/CTS time out in order to dynamically adapt to link distances. Out of the three proposed schemes, Link Round Trip Time memorization (LRM) approach was found to be the best. 

Many novel research advances were made for several components and peripherals of the ENS.  Notably, a new routing protocol for the CalMesh platform, called MACRT, was developed and successfully deployed. This outperforms the prior spanning tree protocol that is popular in the mesh networking community today.  MACRT is a layer 2 (MAC) ad hoc on-demand routing protocol and was inspired by the popular layer 3 AODV protocol.  But, as the name implies, it operates on layer 2 of the protocol stack, making the mesh nodes use MAC addresses to "route" within a mesh network. MACRT also incorporates several new functions, such as: (i) control message intercepting where it intercepts the 802.11 client management messages and uses these messages to help clients roam between Access Points (AP), (ii) the ETX (Expected Transmission Count) which is used as a link metric in the routing algorithm in order to achieve better throughput, (iii) a delay algorithm which introduces very short delays before "Route Requests" are forwarded, and (iv) a neighbor subsystem that maintains the connections to its adjacent nodes by using a bounded random walk model of the RSSI (Received Signal Strength Indication) values in order to filter out unstable neighbors. 
P2P traffic information collection system: We have created a fully automated peer to peer system (http://traffic.calit2.net) San Diego, Los Angeles and the Bay Area that will collect and relay highway incident information to the general public and to the first responders. Though government agencies and the private sector have some of the basic data needed for effective highway incident collection, the means to effectively disseminate the data in an intelligent manner (i.e., delivery of relevant and timely information to the right segment) is lacking. Typically the data is disseminated in a broadcast mode, with unacceptable latencies. Also, in many situations, there is significant lag in the collection of crisis related data by the government agencies. This lag can be eliminated by empowering the general public to report relevant information. 
We have used cities of San Diego, Los Angeles and the Bay Area as a test bed to develop, deploy and test the above mentioned system to empower the general public (in particular the commuters) of the county to act as human sensors and relay information about incidents ranging from wild fires, mudslides and other major accidents to the general public and to the 911 control center. The system can be accessed simply by making a phone call and is based on speech recognition. We have learnt from past experience, that the general public will not adopt such a system if you inject a new phone number during the time of a disaster (such as the San Diego wild fires). The system should be available on a regular basis, disseminating information that is valuable to public on an every day basis.

We have addressed these problems by using a traffic notification system that has been operational for the past four years and used by thousands of California commuters every day as the basis for prototype. The system currently provides personalized real time traffic information to the commuters via cell phone.  We have modified this system so that commuters can report incidents 24x7, including the time, location, severity and the urgency of the event. We will analyze the data for validity and populate the events in a GIS database. Other commuters calling in, hear these events if they happen to fall in their commute segment. Also based on the severity of the incident, we can notify all or part of the users via voice calls and text messages in a parallel and scaleable manner. We have created a hierarchical voice user interface that will accommodate for the severity of the incidents being reported. Examples of scenarios are the following. In the simplest case, a commuter might see a major accident that has closed several lanes of a highway. He can report this incident via the system and other users who are calling in for traffic information will hear this event if it happens to fall in their commute segment. An example of a more severe case would be the San Diego wild fires spreading to I-15 resulting in a shutdown of the freeway. If one reports such an event, due to the severity of the event, the system will trigger an alert all the users, to avoid that region of the freeway.

In February 2009, we released an application for the iPhone (see Figure 1) which offers the all the features of the traffic notification system available over the voice modality as an application. The application is called “California Traffic Report” and can be downloaded from the a iPhone App store at http://itunes.apple.com/WebObjects/MZStore.woa/wa/viewSoftware?id=303987371 

So far 20,000 users have downloaded the app.
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Figure 1 Views of P2P traffic notification system as an iPhone app.

There are thousands of commuters of California who use the system on an everyday basis to get personalized traffic reports. They also act as sensors who report and share highway incident information on an everyday basis. The reported incidents are available via

http://traffic.calit2.net/sd/ireport.jsp  by selecting the “from” and “to” dates on the page. 

The biggest challenge in the design of the system was data validation. How to validate the data reported by the users? We decided to approach the problem in different ways. The first method was to grant access only to frequent users of the system. The reasoning behind this approach was, since the frequent users find our system useful, they are less likely to abuse the system. We also allowed users to flag reported messages if they thought it was spam. This helped us to develop a ranking and rating algorithm for users. 

We initially set the threshold high so only users who have called in at least 100 times could report an incident. We observed the incidents that were reported and there was no abuse. We slowly kept lowering the threshold over time and finally opened it to everyone. There has not been a single instance of abuse so far. All the incidents that have been reported are available as an RSS feed via

http://traffic.calit2.net/servlet/feeds
The most compelling aspect of such a system is that information is disseminated in a targeted manner to people, with minimal delay. Currently, people call 911 if they see a severe accident and that information never cascades to the commuters other than through a vague traffic report on the radio with a long delay. Also, we can detect abnormalities based on the volume of calls received in any hour. If the volume of the calls spike, we know something must be wrong on the freeways. Indirectly the commuters are acting as sensors by calling in. We can also determine the location of the problem, by the highway they are requesting information for. Given that traffic is the number one problem in San Diego according to a recent poll, if we can get 10%-20% of the population to adopt the system, this will serve as a powerful tool for the general public to relay, share and disseminate all types of critical information.

Though government agencies and the private sector have some of the basic data needed for effective highway incident collection, the means to effectively disseminate the data in an intelligent manner (i.e., delivery of relevant and timely information to the right segment) is lacking. Typically the data is disseminated in a broadcast mode, with unacceptable latencies. Also, in many situations, there is significant lag in the collection of crisis related data by the government agencies. Our research eliminated this lag by empowering the general public to report relevant information. 

Cellular-phone based location tracking system: Last five years, the Cellular Based location Tracking and Vehicle Telematics System is developed to support various activities within CalIt2 and UCSD. As shown in Figure 2, the overall Tracking/Telematics system consists of the following subsystems:

1. Mobile Phone (with AGPS) – Provides mobile tracking, vehicle command console and vehicle status report.

2. Tracking Devices (with GPS and GSM Module) – Provide tracking and alert.

3. Vehicle Telematics Control Unit (TCU) – This is an embedded GSM module with GPS. It’s installed inside vehicle. It provides GPS tracking, geo fencing, panic button, lock/unlock vehicle doors, play vehicle Horn, turn on/off vehicle flash lights, and disable vehicle by cutting of power supply.

4. WEB based Tracking Console for Consumer/Enterprise – It provides customer management console for Account, User, Vehicle, and Mobile. It is the user interface for Vehicle and Mobile control and monitoring console. It offers map display of latest vehicle or mobile position, the trace of vehicle or mobile.
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5. Interactive Tracking Console – It offers real-time location tracking and supports tracking playback. It is a good user interface for operation center. 

6. Service Platform – This is the core of the whole system. It is responsible for mapping, customer management, tracking service, and the integration with 3rd party services. 


Figure 2
Rich feeds system: Rich Feeds integrates a number of data feeds generated by both RESCUE and non-RESCUE activities into a single, flexible display that promotes situational awareness of both first responders and non-responders. The feeds comprise both traditional data (e.g., video cameras) with non-traditional data (e.g., first responder equipment such as SituationAware), and are integrated onto a regional map for simultaneous viewing and decision making. Rich Feeds displays both historical and realtime information, and allows customized and historical views. It demonstrates the use of credentials-based data access so as to comply with privacy policies imposed on behalf of information providers. Because Rich Feeds integrates a number of RESCUE data feeds, it represents a crosscutting strategy, and it can be applied to other traditional and non-traditional data feeds.

Rich Feeds is a system that demonstrates how unconventional data feeds and emergent data feeds can be captured, preserved, integrated, and exposed in either real time or after the fact. Rich Feeds promotes situational awareness during a disaster by integrating and displaying these feeds on a Google map in real time.

To meet these challenges, Rich Feeds’ design is based on a Service Oriented Architecture (SOA) pattern called Rich Services, which delivers the benefits of SOA in a system-of-systems framework using an agile development process. Rich Feeds is a hierarchically decomposed system that integrates data producers, data consumers, and data storage and streaming facility into a structure those services crosscutting concerns such as authorization, authentication, and governance flexibly and reliably. Rich Feeds’ service oriented architecture allows the addition of new data producers and consumers quickly and with low risk to existing functionality while providing clear paths to high scalability. 

Rich Feeds provides users with the opportunity to integrate research and emergent feeds to create novel presentations and gain novel insights both in emergency and research settings. This system has integrated several products developed within the RESCUE project, including the Calit2 Peer to Peer Wireless traffic system, Cellular based vehicle tracking and telematics system, video feeds from Gizmo (a remote controlled vehicular CalMesh access point/sensor node), and the Cal-Sat multimodal situational awareness mobiquitous computing platform. We were also given access to cameras located on campus through the UCSD campus police; they also supplied credentials to enable us to begin implementation of a crosscutting concern processing authorization/authentication/policy evaluation. Based on user-supplied credentials, the feed list presented to the user is determined; lack of credentials filtered out the UCSD camera feeds.

Products and Contributions
CalMesh - CalMesh is an improved version of our mesh networking platform (http://calmesh.calit2.net ) that forms the basis for ENS. 

CalNode - CalNode (http://calnode.calit2.net ) is a prototype Cognitive Network Access Point (CogNet AP), which has the unique capability to observe and learn from the network traffic in order to optimize itself.  A CalNode can be deployed with no prior channel planning. 

Web and Voice Portals for Peer-to-Peer Networking – Web portals: http://traffic.calit2.net/sd,  http://traffic.calit2.net/la,  and http://traffic.calit2.net/bayarea;  
Voice portals: (866) 500 0977 - San Diego, (888) 9Calit2 - Los Angeles and Orange Counties, and (888) 4Calit2 - Bay Area. This system is based upon the Calit2 Wireless Traffic system that relays customized highway incident information to the general public and to first responders.
iPhone Application: Our automated peer to peer traffic system (http://traffic.calit2.net) has been further disseminated with an iPhone app: commuters in California equipped with the Apple iPhone can now get personalized traffic information via the "California Traffic Report," the first iPhone application from Calit2 at UCSD. In the first ten days since the app became available through Apple's App Store on Feb. 7, roughly  2,650 people have downloaded the application, and downloads continue to run at a clip of roughly 250 per day. The California Traffic Report made it into the first page of "Top Free" apps in the Travel section of the App Store. (ref: http://www.calit2.net/newsroom/release.php?id=1471 and 
http://itunes.apple.com/WebObjects/MZStore.woa/wa/viewSoftware?id=303987371)
Rich Feeds: (http://rescue.calit2.net/) Rich Feeds is a system that demonstrates how unconventional data feeds and emergent data feeds can be captured, preserved, integrated, and exposed either in real time or after the fact. It is an Enterprise Service Bus (ESB) implementation consisting of two parts: a Mule ESB (the ESB configuration file), which is available via download from the Mule open source site: http://mule.codehaus.org/display/MULE/Download (Mule 1.2), and the RESCUE system programs written to run under Mule. These programs are Plain Old Java Objects (POJOs) that take data from RESCUE researchers' servers, move it through the ESB, and to another POJO that stores the data in the MySQL database. Other of our POJOs allows the database to be queried. We made plans to disseminate our current or archived versions upon request via ZIP file.

2.1.3  Project 3: Policy-Driven Information Sharing (PISA)

Project Summary 

The objective of PISA is to understand data sharing and privacy policies of organizations and individuals; and devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing across all entities involved in a disaster.  Our goal was to design, develop, and evaluate a flexible, customizable, dynamic, robust, scalable, policy-driven architecture for information sharing that ensures the right information flows to the right person at the right time with minimal manual human intervention and automated enforcement of information-sharing policies.

Activities and Findings

The PISA objective was to understand data sharing and privacy policies of organizations and individuals involved in a disaster, and to devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing during disaster response.  

To understand the requirements for information sharing during crises in smaller cities, we partnered with the City of Champaign and local first responders to devise and study a particular hypothetical crisis scenario:  a derailment with chemical spill, fire, and threat of explosion in Champaign.  We used this scenario as the basis for three focus groups of first responders, facilitated by RESCUE sociologists and used as the basis for their subsequent research.  The focus groups met in Champaign in July/August 2006, with each group approximately three hours in length. The focus groups explored how the community’s public safety and emergency management organizations would interact and communicate using technology. Focus group discussions sought to determine which organizations would be collaborating, how they would work to overcome potential challenges and barriers to more effective collaboration, and the types of technology and communication tools they would (or could) use. In all, a total of 28 individuals participated in these focus groups. They included representatives from the cities of Champaign, Urbana, and the University of Illinois-Urbana Champaign, reflecting a diversity of disciplinary areas including fire, police, public works, schools (public and private), public media, and various emergency and medical services.

The discussions surrounding the derailment scenario pointed out several unmet IT needs for information sharing during crises, which we addressed in our subsequent research. The first set of new needs is support for internet sites/portals for reunification of families and friends, while simultaneously meeting the privacy needs of individuals.  To address these needs, we built a portal for family and friends reunification that is robust across differences in the way people refer to a particular individual.  We also devised very lightweight authentication and authorization techniques that are suitable for use in reunification of families and friends, and integrated the resulting technology into the Disaster Portal.

The second set of new needs is for quick integration of new first responders into the Emergency Operations Center’s information sharing environment, without the need for setting up and managing accounts and passwords for all possible responding organizations and their key employees.  To meet this need, we developed ways for people to authenticate to a role (e.g., Red Cross manager, school superintendent) by virtue of (digital versions of) the credentials they possess through their employment.  The resulting trust negotiation approaches were embodied in a robust prototype that has been widely disseminated in the security research community, and is slated for a field trial over the next five years in a EU FP7 project targeting the management of health care information and job search information: “The TAS³ Integrated Project (Trusted Architecture for Securely Shared Services) aims to have a European-wide impact on services based upon personal information, which is typically generated over a human lifetime and therefore is collected & stored at distributed locations and used in a multitude of business processes.”

Discussions with the City of Champaign showed that traditional authorization and authentication approaches, such as accounts and passwords, will not work well for crisis response.  First responders, victims, and their friends and families need approaches that allow them to come together in real time and start sharing information in a controlled manner, without account management headaches.  During the course of the RESCUE project, we developed a number of novel approaches to authentication and authorization that are suitable for use in disaster response.  

As the first of these novel approaches, in response to confidentiality concerns identified in the derailment scenario for family and friends reunification, we worked to develop lightweight approaches for establishing trust across security domains. Victims need a way to ensure that messages they post are only read by the intended family members and friends, and vice versa.  Many crisis response organizations have limited information technology resources and training, especially in small to mid-size cities. Obviously PKI infrastructure and other heavyweight authentication solutions such as logins and passwords are not practical in this context. Simple Authentication for the Web (SAW) is our user-friendly alternative that eliminates passwords and their associated management headaches by leveraging popular messaging services, including email, text messages, pagers, and instant messaging.  SAW (i) removes the setup and management costs of passwords at sites that use email-based password reset; (ii) provides single sign-on without a specialized identity provider; (iii) thwarts passive attacks and raises the bar for active attacks; (iv) enables easy, secure sharing and collaboration without passwords; (v) provides intuitive delegation and revocation of authority; and (vi) facilitates client-side auditing of interactions.  SAW can potentially be used to simplify web logins at all web sites that currently use email to reset passwords.  Additional server-side support can be used to integrate SAW with web technology (blogs, wikis, web servers) and browser toolbars for Firefox and Internet Explorer.  We have also shown how a user can demonstrate ownership of an email address without allowing another party (such as a phishing web site) to learn the user’s password or to conduct a dictionary attack to learn the user’s password.  


With SAW, the identities of those authorized to gain access must be known in advance. In some situations, only the attributes of those authorized to gain access to a resource are known in advance – e.g., fire chief, police chief, city manager.  In such a situation, we can avoid the management headaches and insecurity associated with accounts and passwords by adopting trust negotiation, a novel approach to authorization in open distributed systems.  Under trust negotiation, every resource in the open system is protected by a policy describing the attributes of those authorized for access.  At run time, users present digital credentials to prove that they possess the required attributes.  

To help make trust negotiation practical for use in situations such as disaster response, we designed, built, evaluated, and released the Clouseau policy compliance checker, which uses a novel approach to determine whether a set of credentials satisfies an authorization policy.  That is, given some authorization policy p and a set C of credentials, determine all unique minimal subsets of C that can be used to satisfy p.  Finding all such satisfying sets of credentials is important, as it enables the design of trust establishment strategies that can be guaranteed to be complete: that is, they will establish trust if at all possible.   Previous solutions to this problem have relied on theorem provers, which are quite slow in practice. We have reformulated the policy compliance problem as a pattern-matching problem and embodied the resulting solution in Clouseau, which is roughly ten times faster than a traditional theorem prover.   We have also shown that existing policy languages can be compiled into the intermediate policy language that Clouseau uses, so that Clouseau is a general solution to this important problem.

We also investigated an important gap that exists between trust negotiation theory and the use of these protocols in realistic distributed systems, such as information sharing infrastructures for crisis response.   Trust negotiation systems lack the notion of a consistent global state in which the satisfaction of authorization policies should be checked.  We have shown that the most intuitive notion of consistency fails to provide basic safety guarantees under certain circumstances and can, in fact, can cause the permission of accesses that would be denied in any system using a centralized authorization protocol.  We have proposed a hierarchy with several more refined notions of consistency that provide stronger safety guarantees and developed provably-correct algorithms that allow each of these refined notions of consistency to be attained in practice with minimal overheads. 

We also created and released the highly flexible and configurableTrustBuilder2 framework for trust negotiation, to encourage researchers and practitioners to experiment with trust negotiation. TrustBuilder2 builds on our insights from using the TrustBuilder implementation of trust negotiation over several years; TrustBuilder2 is more flexible, modular, extensible, tunable, and robust against attack. Since its release, TrustBuilder2 has been downloaded over 700 times.  TrustBuilder2 is slated for use as the authorization system in TAS3 (Trusted Architecture for Security Shared Services, http://www.tas3.eu ) project, a five-year European Union project.  TrustBuilder2 has been downloaded over 1500 times since its release.

We have also identified and addressed a number of issues in existing approaches to trust negotiation.  For example, we showed how to force a negotiating party to reveal large amounts of irrelevant information during a negotiation.  We also developed new correctness criteria that help ensure that the result of a trust negotiation session matches the intuition of the user – even if the state of the world changes while the negotiation is being carried out.  

During a disaster, friends and families need to share personal information.  Matching requests and responses can be challenging, because there are many ways to identify a person, and typos and misspellings are common.  Data from friends-and-family reunification web sites are extremely heterogeneous in terms of their structures, representations, file formats, and page layouts. A significant amount of effort is needed to bring the data into a structured database. Further, there are many missing values in the extracted data from these sites. These missing values make it harder to match queries to data.   Due to the noisiness of the information, an integrated portal for friends-and-family web sites must support approximate query answering. 

To address this problem, we crawled missing person web sites and collected 76,000 missing person reports, and built a search interface over these records.  To support effective people search, we developed novel and efficient indexing structures and algorithms.  Our techniques allow type-ahead fuzzy search, which is very useful in people search given the particular characteristics of data and queries in the domain. More precisely, the system can do search on the fly as the user types in more information. The system can also find records that may match user keywords approximately with minor differences. This feature is especially important since there are inconsistencies in crawled records, and the user may have limited knowledge about the missing person. We released the resulting portal for friends and family reunification as part of the RESCUE Disaster Portal.  Our new techniques can also be used during data cleaning in other domains, in order to deal with information from heterogeneous sources that may have errors and inconsistencies.  We highlighted the recent usage of our family reunification portals in an earlier section; additional media links include:

http://www.uci.edu/uci/features/2010/02/feature_chenli_100208.html
http://www.ics.uci.edu/community/news/press/view_press?id=100
http://sciencedude.freedomblogging.com/2010/01/16/uci-aids-hunt-for-missing-haitians/78809/
Products and Contributions

Unless otherwise, mentioned, each of these software packages is available at http://isrl.cs.byu.edu:  

TrustBuilder2 
A Framework for trust negotiation, discussed above.  Available from http://dais.cs.uiuc.edu/dais/security/tb2/ 
Hidden Credentials
A credentialing system for protecting credentials, policies, and resource requests.  Hidden credentials allow a service provider to send an encrypted message to a user in such a way that the user can only access the information with the proper credentials. Similarly, users can encrypt sensitive information disclosed to a service provider in the request for service. Policy concealment is accomplished through a secret splitting scheme that only leaks the parts of the policy that are satisfied. Hidden credentials may have relevance in crises involving ultra sensitive resources. They may also be able to play a role in situations where organizations are extremely reluctant to open up their systems to outsiders, especially when the information can be abused before an emergency even occurs. We have observed on the UCI campus that some buildings have lock boxes that are available to emergency personnel during a crisis. The management of physical keys is a significant problem. Hidden credentials have the potential to support digital lockboxes that store critical data to be used in a crisis. The private key used to access this information during a crisis may never have to be issued until the crisis occurs, limiting the risk of unauthorized access until the crisis occurs.

LogCrypt 

A Tamper-evident log file system based on hash chaining. This system provides a service similar to TripWire, except that it is targeted for log files that are being modified. Often, an attacker breaks into a system and deletes the evidence of the break-in from an audit logs. The goal of LogCrypt is to make it possible to detect an unauthorized deletion or modification to a log file. Previous systems supporting this feature have incorporated symmetric encryption and an HMAC. LogCrypt also supports a public key variant that allows anyone to verify the log file. This means that the verifier does not need to be trusted. For the public key variant, if the original private key used to create the file is deleted, then it is impossible for anyone, even system administrators, to go back and modify the contents of the log file without being detected. During this past year, we completed experiments to measure the relative performance of available public key algorithms to demonstrate that a public key variant is practical. This variant has particular relevance in circumstances where the public trusts government authorities to behave correctly, and also benefits authorities by giving them a stronger basis for defending against claims of misbehavior. This technology may allow more secure auditing during a crisis. 
Nym 
A practical Pseudonymity for Anonymous Networks.  Nym is an extremely simple way to allow pseudonymous access to Internet services via anonymizing networks like Tor, without losing the ability to limit vandalism using popular techniques such as blocking owners of offending IP or email addresses.  Nym uses a very straightforward application of blind signatures to create a pseudonymity system with extremely low barriers to adoption.  Clients use an entirely browser-based application to pseudonymously obtain a blinded token which can be anonymously exchanged for an ordinary TLS client certificate. We designed and implemented a Javascript application and the necessary patch to use client certificates in the popular web application MediaWiki, which powers the popular free encyclopedia Wikipedia.  Thus, Nym is a complete solution, able to be deployed with a bare minimum of time and infrastructure support. 
Thor Credential Repository  
Thor is a repository for storing and managing digital credentials, trusted root keys, passwords, and policies that is suitable for mobile environments. A user can download the security information that a device needs to perform sensitive transactions. The goals are ease of use and robustness.
SACRED 

An implementation of IETF SACRED (Securely Available Credentials) protocol.
SAW 
Simple Authentication for the Web.  Discussed above.
Friends and Family Reunification Portal:  
http://fr.ics.uci.edu/  and http://www.disasterportal.org/Ontario/home.htm;jsessionid=727B73686605B2A304F65FF802696EF8   At the latter URL, the reunification portal has been incorporated into the Disaster Portal for the City of Ontario.
Clouseau Policy Compliance Checker 
To help make trust negotiation practical for use in situations such as disaster response, we designed, built, evaluated, and released the Clouseau policy compliance checker, which uses a novel approach to determine whether a set of credentials satisfies an authorization policy.  That is, given some authorization policy p and a set C of credentials, determine all unique minimal subsets of C that can be used to satisfy p.  Finding all such satisfying sets of credentials is important, as it enables the design of trust establishment strategies that can be guaranteed to be complete: that is, they will establish trust if at all possible.   Previous solutions to this problem have relied on theorem provers, which are quite slow in practice. We have reformulated the policy compliance problem as a pattern-matching problem and embodied the resulting solution in Clouseau, which is roughly ten times faster than a traditional theorem prover.   We have also shown that existing policy languages can be compiled into the intermediate policy language that Clouseau uses, so that Clouseau is a general solution to this important problem.

2.1.4  Project 4:  Customized Dissemination in the Large 

Project Summary 

This project focuses on information that is disseminated to the public at large specifically to encourage self-protective actions, such as evacuation from dangerous areas, sheltering-in-place, and other actions designed to reduce exposure to natural and human-induced threats. Specifically, we have developed an understanding of the key factors in effective dissemination to the public and designed technology innovations to convey accurate and timely information to those who are actually at risk (or likely to be), while providing reassuring information to those who are not at risk and therefore do not need to take self-protective action.  There are three key factors that pose significant challenges (social and technological) to effective information dissemination in crisis situations – variation in warning times, determining specificity of warning information to effectively communicate to different populations, and customization of the delivery process to reach the targeted populations in time over possibly failing infrastructures.  Our approach to address these challenges is a focused multidisciplinary effort that 1) understands and utilizes the context in which the dissemination of information occurs to determine sources, recipients, channels of targeted messages and 2) develop technological solutions that can deliver appropriate and accessible information to the public rapidly.  The ultimate objective is a set of next generation warning systems that can bring about an appropriate response, rather than an under- or over-response.
<Need Verbiage from Nalini>
Activities and Findings

<Need Verbiage>
Products and Contributions

Websites  for crisis workshops, software development efforts  accessible from www.itr-rescue.org
FaReCast  
A Fast, Reliable Application-Layer Multicast Protocol for Flash Dissemination in wired networks. 
RADcast 
A Reliable Application Data broadcast protocol.

FACE

An algorithm for locating the gateway of a wireless network. FACE is an approximate algorithm that works in a time- and cost-efficient manner without compromising on the optimality of solutions
PassItOn
A fully distributed opportunistic messaging application on off-the-shelf mobile handheld devices.

MICS 
MICS (Multidimensional Indexing for Content Space) is a model for efficient representation and processing of large numbers of subscriptions and publications.

CCD
An efficient Customized Content Dissemination framework that is a content-based publish/subscribe framework that delivers matching content to subscribers in their desired format.

CrisisAlert 
An organization based, policy-driven alerting system for delivering customized alerts to individuals in organizations and communities

Flashback

A system for scalably handling large unexpected traffic spikes on web-sites where clients (browsers) create a dynamic, self-scaling Peer-to-Peer (P2P) web-server that grows and shrinks according to the load.

MiDi 

A suite of mobile alerting protocols incorporated into an easy-to-port middleware platform Both CrisisAlert and Flashback have also been incorporated and merged into the DisasterPortal technology (enabling web-based access).
2.1.5  Project 5:  Privacy Implications of Technology

Project Summary 

Privacy concerns associated with the infusion of technology into real-world processes arise for a variety of reasons, including unexpected usage and/or misuse for purposes for which the technology was not originally intended.  These concerns are further exacerbated by the natural ability of modern information technology to record and develop information about entities (individuals, organizations, groups) and their interactions with technologies – information that can be exploited in the future against the interests of those entities. Such concerns, if unaddressed, constitute barriers to technology adoption or worse, result in adopted technology being misused to the detriment of society.  Our objective in the project has been to understand privacy concerns in adopting technology from the social and cultural perspective, and to design socio-technological solutions to alleviate such concerns.  We have focused on applications that are key to effective crisis management.  For example, applications for situational awareness might involve personnel and resource tracking, data sharing between multiple individuals across several levels of hierarchy and authority, information integration across databases belonging to different organizations. While many of these applications have to integrate and work with existing systems and procedures across a variety of organizations, another ongoing effort is to build a “sentient” space from the ground up where privacy concerns are addressed right from the inception, trying to adhere to the principle of “minimal data collection.”

Activities and Findings

In Privacy concerns associated with the infusion of technology into real-world processes arise for a variety of reasons, including unexpected usage and/or misuse for purposes for which the technology was not originally intended. These concerns are further exacerbated by the natural ability of modern information technology to record and develop information about entities 

(individuals, organizations, groups) and their interactions with technologies – information that can be exploited in the future against the interests of those entities. Such concerns, if unaddressed, constitute barriers to technology adoption or worse, result in adopted technology being misused to the detriment of society. Our objective in the project has been to understand 

privacy concerns in adopting technology from the social and cultural perspective, and to design socio-technological solutions to alleviate such concerns. We have focused on applications that are key to effective crisis management. This resulted in two directions: building /Privacy-aware Observation/ systems and building /Secure Data Outsourcing/ systems.

The observation system consisted of a creating a “sentient” space where information about activities of individuals and state of resources are captured using a variety of sensors. Two distinct application areas were the driving force – a surveillance application and a work-space productivity enhancer (RegionMonitor) application. In the former, the goal is to detect the 

occurrence of any event out of a set of pre-defined events in the sentient space. The system is geared towards minimizing the risk of non-essential disclosure of identity of the individuals (i.e., unless there is an explicit requirement for disclosure). The architecture assumed an untrusted server but required the sensors to be trusted and tamper-proof and being able to carry out some computation. Therefore, all data remained encrypted on the server and could only be decrypted within the confines of the sensor. We designed secure communication protocol between the trusted and untrusted components of the system that was designed to balance performance and degree of anonymity. The second system called the “RegionMonitor” allows users to pose queries about resources and other individuals in the sentient space and get response in real 

time. The goal was to facilitate expressive queries to users as well as give the subjects more control over their privacy. Unlike the surveillance application, here we assumed that the system is trusted. It helps users 

specify their privacy preferences which it then balances against information 

requirement of other users who pose queries to the system. This presented a 

new set of challenges in terms of inference control in a more dynamic 

environment which supported more expressive queries and varying privacy 

preferences.

In the secure data outsourcing area we concentrated on middleware oriented models – we considered the problem of confidentiality in standard web-applications that manage a variety of privacy-sensitive user data, e.g., document management solutions like Google Docs, schedule-management software like Google Calendar etc. We implemented a generic privacy middleware that sits between the client and the web-service and helps the user manage his/her data privacy. It provides a GUI based interface for the user to specify privacy preferences, generates the appropriate set of actions to be taken. The middleware is responsible for intercepting all communication between the user and the server and making sure that all privacy policies are suitably implemented. It employs encryption, data perturbation, generalization, noise-addition amongst other techniques to mask the real content of sensitive data on the server. To recover the information before presenting it to the user, it also needs to maintain the required metadata, like encryption keys, transformation rules etc. While storing encrypted (perturbed) data on the 

server is not a problem, it is a challenge to support the typical functionalities offered by the web service. For instance, efficient search and querying on encrypted data on the server becomes challenging. In an application like Google Calendar, if the date of a meeting is hidden away from 

the server, then how can the server still generate reminders and alerts? The middleware tries to provide a transparent interface to an user which allows him/her to access most features of the web application seamlessly even while enhancing the confidentiality of his/her data which was not possible in the normal case. The middleware is designed to be a general purpose, extendible software that can be easily adapted to work with a wide variety of personal data-centric web applications. Efficiency and ease of use for the middleware are two other important criteria that were considered in this work.
We also initiated investigations into a new direction of research where we considered /memory-scraping malware/ as a new breed of attacks to standard databases. While a lot of attention has been paid to data privacy attacks on disk and communication channels, the vulnerability of the unencrypted data sitting in memory of a server has not been investigated deeply. We study this 

problem in context of typical DBMS where the sensitive data is assumed to be encrypted on disk and decrypted when it is brought into memory. We looked at different classes of queries and processing approaches, e.g., using an index, table scans, queries involving joins and the various join algorithms etc. and then analyzed them for their vulnerability to main-memory based attacks. Then, we proposed modifications to the query optimization process that generated plans where both disclosure-risk and performance are simultaneously optimized. We implemented these changes into the MySQL-InnoDB query optimizer and carried out extensive test using the TPC-H dataset to test its feasibility.
Products and Contributions

PrivGoogleCalendar
PrivGoogleCalendar is a personal privacy management middleware targeted at the Google Calendar to empower individual users to control the privacy of their information. The model used to develop PrivGoogleCalendar is that the service provider is untrusted and the users cannot modify the Google calendar application. PrivGoogleCalendar sits between a Google calendar client (Google calendar web page, embedded Google calendar or other Google calendar clients) and the Google calendar server. It is browser independent and does not require any modification to the Google calendar storage model, data access protocol, and interface. It is developed based on proxy technologies, which enable it to intercept and secure the communication between the Google clients and the server. The current implementation supports most of the Google calendar functionality including searching and sharing. PrivGoogleCalendar was designed with usability as an important factor with the goal of making it easy to use for the average Internet users.

RegionMonitor
RegionMonitor is a SATware application that allows users to pose queries pertaining to other individuals and resources in the pervasive space. User needs and privacy requirements are modeled in a utility framework where users dynamically specify via policies their information and privacy needs as the positive and negative utilities associated with the release of certain information. SATware attempts to maximize the utility of the information being released while preserving privacy with a polynomial optimization algorithm based on distributed simulated annealing. This algorithm uses a probabilistic rule-based system to compute potential privacy violations.

2.1.6  Project 6:  MetaSIM

Project Summary

MetaSIM is a web-based collection of simulation tools developed to test the efficacy of new and emerging information technologies within the context of natural and manmade disasters, where the level of effectiveness can be determined for each technology developed.  MetaSIM currently incorporates three simulators: 1) Crisis simulator InLET; 2) Transportation simulator, and 3) Simulator for agent based modeling (Drillsim).  

Activities and Findings

Model refinements for crisis simulation, evacuation of individuals and cars, and adaptive cellular networks
Several model refinements were implemented for individual simulators. For the Crisis Simulator/ MetaSIM, user defined parameters to run a custom scenario were included as a part of the meta-simulation. Definition of evacuation scenario for DrillSim was also implemented. Multi-floor including indoor-outdoor agent evacuation was completed for DrillSim. For the transportation simulator, time synchronization and data exchange with pedestrian network using Whiteboard database was completed. Protocol to inform the MetaSIM testbed along with technology assumptions was explored for Adaptive Cellular Networking System. 

Development of Relational Spatial Data Model

A new relational spatial data model was developed to overcome the challenges associated with varied spatial data and multiple simulator integration within MetaSIM. This new standard for model integration enables use of MetaSIM as a testbed for technology testing by addressing: 1) Integration of multiple geographies, 2) Integration of a variety of spatial data models- Vector, raster, network, and 3) Integration of multiple simulators. 

Integration with online mapping and visualization interfaces

Over the past several years, the use of Information Technology (IT) has become increasingly widespread at all levels of disaster management. Several new innovations in IT aimed to support post-disaster situational awareness and assessment is being developed for the emergency response and management community. Current online mapping applications such as Virtual Earth and Google Earth offer rich representation of information layers including base layers of road, aerial and satellite imagery. Technologies for data access, sharing and distribution securely over the internet make it possible to push information to a large population at a very rapid rate. All these factors combined with the reduction in hardware costs have created an environment where an online loss estimation program like InLET provides greater flexibility to the disaster management and response community. Because GIS software is not required by the end user, it can be used widely throughout an organization or can be accessed via the internet without the need for specialists. Implemented over the popular online Virtual Earth mapping interface, INLET results are presented overlaid on a rich layer of Virtual Earth data and imagery.

Testbed architecture of distributed simulations


Distributed, plug-and-play simulators for researchers 

METASIM is a collection of plug-and-play simulation tools connected by a database. In its final form, definition of inputs, outputs, timing, and scale, the results of each simulation component will be available for iterative use by each of the other simulation models. Registering and synchronizing transactions between various simulation engines and assuring proper use of scale will be addressed by the data exchange architecture and the time synchronization module. MetaSIM is developed with open software architecture to enable modules to share data in real time. The platform and protocol designed for METASIM’s data exchange support modular and extensible integration of simulators for the scientific, engineering, and emergency response communities. 


Integration of multiple geographies

Within MetaSim, agents move across a hierarchy of heterogeneous geographies. These could be indoors grids, outdoor resistance grids, networks (transportation or pedestrian network). Every geography is associated with a different format for the underlying data (raster files, shape files, imagery, etc.), but every kind of data has been loaded into a common DB2 database, so to have a common geographic structure. The database is also able to link each geography to a particular region through the concept of "prefix". The "UCI" prefix for example means that the geography is part of the UCI area. A common Java interface able to access database tables and to retrieve meaningful data about these geographies is also implemented. Agents can move from one geography to another one through the concept of wormhole: a wormhole is a waypoint between two geographies. We can think at a door between indoor and outdoor, stairs, elevators, etc. Every agent needs to find a wormhole in order to get to a new geography.
Products and Contributions

The primary artifact of the Transportation Testbed is MetaSIM. METASIM is a web-based collection of simulation tools developed to test the efficacy of new and emerging information technologies within the context of natural and manmade disasters, where the level of effectiveness can be determined for each technology developed. METASIM incorporates a crisis simulator, a transportation simulator, and a simulator for agent based modeling (Drillsim). METASIM is envisioned as a comprehensive modeling platform for plug-and-play simulation tools for emergency managers and first responders to support response, recovery and mitigation activities. 
A preliminary website has been developed in HTML and stored in the backend database to produce web pages on-the-fly through Java script. The web pages call the various simulators and allow users to define parameters for the various simulations. The parameters are saved in user specified scenarios and the simulations are run through the interface. After each run the results are stored in the database and the website calls and displays intermediate and final results.

A description of the individual simulators and components integrated into the METASIM framework is provided below:
Crisis Simulator/ InLET 
The Crisis Simulator currently simulates an earthquake event and estimates damage and casualties for Los Angeles and Orange counties. The crisis simulator integrates the earthquake loss estimation components of InLET; the Internet based Loss Estimation Tool.

InLET is the first online loss estimation tool for earthquakes in California. It has been presented extensively to decision makers, and has generated significant discussions about the immediate need for post-event loss results in emergency management. 
DrillSim 
DrillSim is an agent-based activity simulator that models human behavior at the individual or micro level.  DrillSim tests IT solutions by modeling situation awareness and provides it to the agent to react accordingly.  For example, an early warning system might be used to modify the timing of agent evacuation.  Micro-level activity modeling provides the ability to mimic agent behavior in crisis, as well as interactions between people during crisis, thereby providing a more robust framework for integrating responses to information and technology. 

Transportation Simulator 
The transportation simulator consists of an integrated model of simplified quasi-dynamic traffic assignments, and a destination choice model. Information that becomes available through IT solutions is simulated through parameters, such as subscription to routing support information via cell phone or email, information arrival time and update frequency, system credibility and acceptance, to reduce uncertainties associated with decision making when evacuating a congested network.

GIS Applet for Visualization 
A GIS applet has been developed for the crisis simulator for visualization of the different geographic data layers and the simulation results. 

2.1.6  Project 7:  Social Sciences 
Project Summary

With support from RESCUE, the University of Colorado conducted four research projects on socio-behavioral aspects of ICT use and on dynamic disaster response networks.  The first study, conducted in collaboration with the City of Los Angeles and the City of Urbana-Champaign, and with UIUC RESCUE researcher Marianne Winslett, focused on technology use and ICT preferences within the emergency management sector.  Data were collected on agencies’ use of technologies in their hazard- and disaster-related activities; organizational influences on technology adoption; constraints on technology use that are specific to the emergency management sector; and technology attributes and capabilities that emergency managers view as important.  The study found that ICT challenges are different in large and smaller communities and that emergency response agencies prefer simple, reliable, robust, and easy-to-use technology tools, as opposed to more advanced technologies.  Cultural differences that exist among crisis-relevant organizations also affect technology use. Because of the nature of emergency management work, technology needs are quite often emergent; disasters generate “surprises” that require a search for technologies and skills that agencies do not typically possess. As is the case within the sector generally, compatibility and interoperability are key issues. 

The second study focused on use of ICT within the public during disaster events.  Recent years have seen an expansion of technology-enabled peer-to-peer communications activities during disasters and major emergencies, and this study sought to better understand this form of emergent social behavior. For this work, the Natural Hazards Center collaborated with University of Colorado faculty member Leysia Palen, who had an NSF cAREER grant in this area, and with Palen’s students. The 2007 Virginia Tech shootings and the 2007 Southern California wildfires provided a focus for this work.  In the Virginia Tech case, research on the use of technologies such as instant messaging and Facebook revealed that activity began while the emergency was ongoing.  IM was used extensively by both students and their families to achieve situational awareness.  Facebook activity developed within hours of the shooting and was used to provide information on fatalities and convey messages of sympathy and solidarity. Norms for Facebook postings developed rapidly, with use reflecting a concern for accuracy and appropriateness. Technology use during the Southern California wildfires reflected the public’s need for timely and locally-specific information that was not forthcoming from official sources.  That event also saw widespread use of “community computing,” in which new communications networks were developed and existing ICT, such as web sites, were “repurposed” for public use.  “Backchannel” or unofficial information sources became very prominent during the wildfires.  These investigations also revealed ways in which ICT use during disasters both reflects and creates a sense of community, as users seek to connect with others who may be in dispersed locations and to allay anxiety. These findings are discussed in more detail in several refereed conference proceedings.

In collaboration with UCI PI Nalini Venkatasubramanian and the School Broadcasting System, the Hazards Center also organized and conducted a workshop on the potential use of real-time earthquake alerts for information dissemination purposes, with a special focus on dissemination to schools and school districts.  Workshop discussions focused on the following topics: the state-of-the-art in real-time earthquake alerts; the processes involved in collecting and analyzing earthquake data in real time and in generating alerts; past research on the feasibility of real-time earthquake alerting systems; issues related to the reliability and validity of alerts, missed alerts, and false alarms; and the challenge of transmitting alerts to school-based populations. 

A fourth Natural Hazards Center study was conducted in collaboration with UCI/RESCUE sociologist Carter Butts and his students.  This project focused on the analysis of the multi-organizational network that emerged in response to the 9/11 terrorist attacks on the World Trade Center. The WTC EMON consisted of 717 organizational entities linked together through over 6,600 interactions and organized according to 42 different tasks, making this the largest study of its kind ever conducted.  This work was the basis for one Ph.D. dissertation in sociology and several articles and conference papers.  Research to date has focused on structural features of the network and its subnetworks; factors that contributed to the probability that one organization in the network would link with another, including the influence of homophily, spatial proximity, proximity to Ground Zero, and involvement in multiple tasks; and change in the network over time.  This work has significant implications for emergency management policy and practice. It shows, for example, that emergent multi-organizational networks in disasters can be very large and that they contain numerous entities that have had no previous connection with formal emergency management systems. Additionally, this work suggests that current efforts toward standardization of emergency management structures are likely to be ineffective.  The ubiquity of such large, flexible, dynamic, and emergent networks presents major challenges for ICT networking in disasters.                      
Activities and Findings

Organizational and Interorganizational Issues in IT Use: Factors Influencing the Adoption of Technologies for Emergency Management

Project Summary:

The following research concerns guided this effort: (1) agencies’ use of technologies for information collection, interorganizational communication and information sharing, decision support, and information dissemination; (2) organizational influences on technology adoption and use; (3) constraints on technology use that are specific to emergency management agencies; (4) officials’ technologies preferences, e.g., what they perceive as important attributes of technologies used in disaster response. For the Urbana-Champaign focus groups, discussions centered on how organizations would use technology to interact and solve problems related to a train derailment and hazardous materials release that would affect both communities.

End-users were an integral part of this research, since they were primary sources of data for the study. The research involved face-to-face interviews with key actors in emergency management and public safety agencies at the community level, as well as focus groups with representatives from a range of crisis-response organizations.  Research in Los Angeles was facilitated by Ellis Stanley, head of the city’s Emergency Preparedness Division, who also served as RESCUE advisory committee chair. Working with Marianne Winslett, project personnel led focus groups and engaged in extensive interaction with end-users in the Urbana-Champaign area.

The project focused directly on the social, organizational, and cultural contexts associated with technological solutions to crisis response.  The organizations that typically participate in disaster response activities have different cultural values and modes of operation that affect their technology preferences.  End-users expressed a clear preference for technologies that are robust and reliable under disaster conditions; intuitive; easy to learn, particularly during actual crisis situations; and similar to lower-tech tools that agencies have traditionally used.  With certain exceptions, organizations in the emergency management domain tend to be relatively conservative with respect to technology; they need to be convinced that new tools provide concrete advantages over older decision aids and operational tools. Willingness to embrace new technologies varies considerably among different crisis-relevant organizations, as does willingness to share information obtained through the use of IT. 

These and other insights are of critical importance to RESCUE’s strategic objectives, in that they add to RESCUE’s stock of knowledge on organizational and interorganizational factors affecting technology adoption and use.

This project generated a wide range of findings related to emergency response agencies’ IT requirements, as well as factors both internal and external to organizations that influence technology use.  Some of these findings are briefly summarized below.

Community size and technology use: Large and smaller communities face different kinds of obstacles when they consider adopting new IT systems. Smaller communities may lack financial resources or be unable to justify IT expenditures. They may thus be satisfied with very low-tech emergency response aids, such as printed maps.  Larger communities, on the other hand, see the need for more advanced technology for crisis response, but their sheer size makes acquiring new tools difficult and expensive.  The staff division of labor in smaller communities often limits agencies’ ability to hire specialists; crisis-related agencies in larger communities are much more likely to employ IT specialists.  This does not necessarily mean, however, that typical staffers in large communities and agencies have specialized IT skills.

Preference for simple, easy-to-use tools: Generally speaking, emergency response agencies do not wish to be on what one interviewee termed the “bleeding edge” of new technologies.  Rather, they prefer simpler and more user-friendly response tools.  One reason this is the case relates to demands posed by the disaster response environment itself. Responding to major disasters requires agencies and jurisdictions to re-assign personnel whose jobs typically do not involve disaster response from their regular duties to work in emergency operations centers (EOCs). In many cases, workers will be staffing an EOC for the very first time. Even if more sophisticated tools would improve response efficiency and effectiveness, response coordinators want to make sure that personnel who do not use response technologies on a regular basis—and that also may have to learn some emergency procedures on the fly—can comfortably operate in the EOC setting, and also that they can have a fast learning curve in terms of working with available systems.

Preference for reliable, robust systems: Along these same lines, agencies place a high priority on system reliability under disaster conditions. They want to be sure that systems will function robustly under various disaster scenarios.  Reliability and robustness are more important than technological sophistication for these users.

Organizational culture and IT adoption and use: Various types of organizations are involved in responding to disaster events.  Typical examples include local, state, and federal emergency management agencies; law enforcement agencies at various levels; hospitals and emergency medical service providers; public health agencies; and non-governmental organizations and volunteer groups. These organizations have different kinds of organizational cultures and different orientations toward the use of advanced IT. They also differ in other ways that are relevant to technology adoption, for example budgetary resources, the conditions under which they operate in disasters, and staffing patterns—for example the extent to which they employ IT specialists. In many communities, crisis-related emergency management agencies must also follow citywide IT rules and standards that have been developed for city agencies of all types and for normal daily governmental operations. These cultural and standards-related differences present a barrier to agencies’ adopting common IT solutions for interorganizational coordination during disasters. 

Information-sharing and privacy concerns: Agencies and other organizations also differ in their willingness to share particular types of information through the use of IT, and in terms of the organizations with which they prefer to share information.  Put another way, individual organizations think in terms of information “boundaries” beyond which they would not consider information sharing appropriate. One obvious example of this type of boundary thinking is that of law enforcement.  Particularly in the aftermath of the 9-11 terrorist attacks, law enforcement agencies feel much more comfortable sharing information with one another (although there are limits even on that type of sharing) than with the many other organizations that are involved in disaster responses. Utility organizations have also become more conscious of information-sharing boundaries in the aftermath of 9-11. Privacy rules and regulations also prevent the sharing of certain kinds of information, such as census data at small levels of aggregation.  Informational boundaries thus work against the notion of a “common operating platform” in which information is widely shared.

Degree of technological sophistication: It is often very difficult for organizations themselves to understand their own technology needs and to understand how advanced IT might improve their operations. Many organizations use consultants to help with that type of decision making, and a fair share of those agencies are dissatisfied with the results.  A number of off-the-shelf decision aids for crisis operations exist and have been adopted by numerous governmental jurisdictions, but their use is generally limited to a few core emergency response agencies. Additionally, many such technologies can be categorized as “resource tracking” tools, as opposed to tools that generate a common operating picture for multiple responding agencies or that support complex decision making.

Emergent nature of disaster-related technology requirements. Finally, empirical studies on actual disaster situations illustrate both potential limits and opportunities associated with technology use.  Even in very sophisticated EOCs, staffers still tend to rely on mass media feeds for situation assessment, particularly in the early hours of emergency operations.  More sophisticated IT products are delivered more slowly, and there are also limits to organizations’ ability to receive and interpret such products on a rapid basis.  Additionally, disasters quite often generate “surprises” that require a search for technologies and skills that agencies do not possess.  When emergency responders are willing and able to innovate with the use of less familiar technologies and information products during an ongoing disaster response, the results can be quite productive.

Use of Social Media in Disasters and Other Crises

Project Summary:

This element of RESCUE research activity focused on the use of new information technologies by members of the public during disasters.  The key challenge addressed in this work was to better understand what different types of social media are being used by the public during crises, and for what purposes.  Disaster researchers have long observed that various collective behavior processes emerge in disasters, beginning with the pre-disaster warning period (in events that allow for warning), and continuing through disaster impact and the post-impact response periods. These processes include milling, intensified information seeking, convergence, and the formation of new (emergent) groups intended to address disaster-generated problems. Through these processes, members of the public are better able to assess hazardous situations, make decisions, undertake self-protective action, and assist with emergency response activities under uncertain conditions new communications technologies also make it possible for people around the world to “participate” in the public response to disasters. We hypothesized that ubiquitous mobile communications would play an increasingly important role in public crisis responses. Thus the intent of this research was to examine how members of the general public, both within and outside disaster impact areas, employ such devices and affordances in crisis situations.  Much of this work was carried out in collaboration with Prof. Leysia Palen, of the University of Colorado at Boulder, and her graduate students. Palen, the recipient of an NSF CAREER grant on ICT in crisis situations who was not a part of the RESCUE project, took major responsibility for coordinating research activities and producing articles and papers on this work. 

This group of studies has contributed in significant ways to the development of the new interdisciplinary field of crisis informatics, or the study of technology use in situations characterized by uncertainty, urgency, and decision making pressures.  The field of crisis informatics seeks to better understand the roles that ICT play in preparedness, response, and recovery during such events. Crisis informatics blends a social science perspective on disaster- and crisis-related behavior with computer and information science fields such as human-computer interaction and computer-supported collaborative work. As part of this project, researchers tracked the expansion of ICT-enabled peer-to-peer communication across a variety of events, including the Indian Ocean tsunamis, Hurricane Katrina, the Virginia Tech mass shootings, wildfires in Southern California, and terrorist attacks such as the London subway bombings. These investigations show a continually expanding role for ICT in such events and an increasing integration between citizen-generated forms of information sharing, the mass media, and (to a lesser extent) crisis response organizations.  They also document how knowledge is co-produced during crisis situations, creating shared situational awareness that enables action.  Additionally, they indicate that formal response agencies need to take into account public and peer-to-peer communications in their own planning and response activities.

This set of studies highlights the importance of the following trends:

an expansion over time in the use of ICT to enhance public peer-to-peer communication, promote situation awareness, and assist with decision making during crises of all kinds, including disasters

an increasing tendency for members of the public to turn to citizen-generated, unofficial, “backchannel” information sources during disasters

an increasing tendency for the mass media to use products generated through citizen disaster journalism

Overall, this research indicates that processes of disaster-related collective behavior that have been documented by researchers over time, including intensified information seeking, convergence, and group emergence, are increasingly being enabled through the use of ICT. The introduction of ICT into the public behavior “space” during crisis situations is enabling ever-broader citizen participation in warning decision making, self-protective action, and response-related activities. As a consequence of extensive and intensive use of ubiquitous mobile communications, “participation” and social convergence in disasters are no longer bounded by geographical limits. 

Other research indicates that official disaster preparedness and response organizations are experiencing difficulty integrating publicly-generated information products and communication processes into their own activities. In light of the increased importance of these forms of public behavior in disasters,  there is a need to further explore ways of integrating public and official information generation and dissemination

Emergent Multi-Organizational Networks in Disaster Response

Project Summary:

This research sought to better understand emergent multi-organizational responses to disasters through the use of social network analysis and geographic information systems (GIS).  The network of organizations that emerged during the response to the September 11, 2001 terrorist attacks on the World Trade Center in New York was the focus of this research.  Data for the study were developed through qualitative coding of documentary materials such as government-generated situation reports and news accounts, as well as through interviews with officials in key agencies that responded to the attacks. An extensive dataset was compiled consisting of information on 717 organizations that were linked through over 6,000 interactions over the 12-day period that followed the attacks. Extensive analyses were conducted to determine attributes of both the overall network and 42 identified subnetworks and to identify factors that influenced the likelihood that organizations would form ties with one another.  At a more abstract level, this research sought to understand and explain how the social order reconstitutes itself following major disruptions.

Research on emergent multi-organizational networks (EMONs) in disasters is significant for RESCUE’s vision in several ways.  Among its many objectives, RESCUE has sought to develop and test strategies for delivering the right information to the right recipients in the complex and dynamic disaster environment.  A key precondition for meeting these goals is to develop an accurate understanding of the scope and scale of interorganizational interactions in the emergency period following major crisis events. Disaster plans and procedures for staffing emergency operations centers (EOCs) are generally based on the assumption that planners can determine a priori which organizational entities will play major roles in disaster response. While that assumption is to some degree valid, particularly in the case of organizational entities that have clearly-defined disaster-related responsibilities, officially-designated agencies constitute only the “tip of the iceberg” in terms of the number and types of entities that can be expected to respond to large-scale disasters. Like other studies of its kind, the WTC EMON study documented the participation of numerous organizations whose involvement could not have been foreseen before the 9/11 attacks took place. The scale of emergent organizational participation, coordination, and collaboration following disasters highlights the need for technologies that take emergence into account and at the same time raises significant technical challenges, such as the following: How can communication and information dissemination networks be developed “on the fly” during disasters as emergence occurs? How can ICT link together both official responding agencies and spontaneously mobilizing organizations and task-specific networks? What protocols can be established for information sharing among official disaster-relevant agencies and new network participants?  What is the potential for “information overload” in disasters where there is a very high level of convergence and emergence?  What kinds of information filters are needed? How is trust established in dynamic response networks?

The study of various types of networks that emerge in the context of crises (e.g., communication and coordination networks) is a nascent field that holds considerable promise.  As this work and studies by RESCUE team member Carter Butts and others have shown, the study of emergent networks can help to address a wide range of questions concerning disaster-related social phenomena, such as how activities are organized in response to new and unanticipated task demands; how patterns of individual and organizational interaction are altered by disaster events; what accounts for emergent forms of leadership; how new information is shared during disasters; and how pre-existing factors such as geographic proximity affect interaction patterns. 

EMONS are a major source of community resilience to disasters. Organizations join networks in response to locally-identified needs, which can enhance response effectiveness. Their decentralized structure helps to overcome problems associated with overly hierarchical disaster management strategies. Their dynamic properties both reflect and enhance the need for adaptive disaster responses. Some network members act as information brokers and boundary spanners, which can improve situational awareness. More generally, EMONs provide a means for harnessing the talents and resources of entities that may have no involvement in, or even awareness of, official disaster management activities, including private-sector entities. Recognizing the unique properties and capabilities of networks, in 2009 DHS asked the National Research Council to sponsor a workshop and prepare a report on how social network analysis can be used to enhance community disaster resilience.  The workshop report contains recommendations on a number of potential applications of network methodologies to improve interorganizational and public communications; enhance multi-organizational situational awareness during disasters; identify what factors help organizations perform effectively during disasters, provide quantitative evidence of community adaptive capacities, and track changes in resilience capacities through the collection and analysis of baseline and post-disaster network data.  The report summary states that (National Research Council 2009:43)

In the same way that the adoption of geographic information system (GIS) technologies has changed how decisions are made, the adoption of SNA [social network analysis] has the potential to revolutionize the way in which organizations and communities function in general, and prepare and respond to disasters in particular.

Studies conducted to date on the WTC EMON dataset represent the most ambitious and comprehensive analyses ever conducted on the interorganizational networks that emerge in the disaster context. Other studies of this type have used less sophisticated analytic methods, much smaller samples, and more limited data sources.  Work with the WTC EMON dataset provides a methodological “roadmap” for subsequent investigations, providing insights on ways of carrying out many research tasks including data collection, data disambiguation and cleaning, solving computational challenges associated with very large network datasets, appropriate analytic and visualization approaches, ways of representing very complex analytic findings, methods for detecting biases in network data, dealing with changes in network composition and structure over time, and conducting analyses that simultaneously employ network and geospatial data.

The WTC EMON dataset served as the basis for a doctoral dissertation in sociology.  Findings discussed in the dissertation include the following:

Task-specific subnetworks vary considerably in terms of their structural features, and some of this variation can be attributed to the demands presented by specific types of tasks

Degree effects the formation of ties; organizations working with others are more likely to accumulate ties with additional organizations.  This pattern is in turn driven by organizational attributes such as organizational type and scale of operations.

The propensity for organizations to establish ties fluctuated over the 12-day emergency response period, demonstrating the dynamic nature of post-disaster EMONs

With respect to organizational type and the probability of tie formation, the data reveal a strong tendency for local-federal coordination—a pattern that is perhaps driven by the nature of the event (terrorism) and by the fact that New York City is the hub of a federal region

Close proximity to the site of the attacks as well as geographic closeness of organizations’ headquarters has a positive effect on the tendency to form ties

Intensity of involvement in multiple task-specific networks significantly increases the probability of interorganizational interaction. Patterns of organizational engagement in multiple tasks also sheds light on interdependencies that exist among tasks

More generally, this and other work on disaster response networks conducted under the auspices of RESCUE constitute groundbreaking research in several respects.  They provide a new way of conceptualizing and characterizing how social systems respond in disrupted environments.  Through the use of network-analytic methods, they demonstrate how organizations and activities begin to cluster around disaster-generated tasks and how such clusters change over time. When integrated with geospatial data, the make it possible to test a variety of hypotheses concerning how and why networks form and how particular places and spaces emerge as focal points for collaborative activity. Network analysis is used extensively to address a wide range of topics in many disciplines, but these RESCUE-sponsored studies are the most methodologically advanced efforts ever conducted in the field of disaster research. Collecting network data in disaster contexts poses major challenges not faced in conventional network research—including the fact that such data are quite often perishable—and the work described here constitutes a major accomplishment  overcoming those challenges.

Multi-organizational network that emerged in response to the 9/11 terrorist attacks on the World Trade Center.

Project Summary:

<Input from Kathleen>
2.2    Broader Impact
Carboxyhemoglobin (SpCO) Levels in Firefighters.  This research study investigated the exposure levels of firefighters to Carbon Monoxide (i.e., sampling SpCO levels) at the incident site.  Firefighters were equipped with a number of personal and environmental sensing devices.  These devices utilized zibgee and 802.11 RF technologies to report sensed levels in real time.  We obtained over 7,000 data points throughout a 4 hour Live Burn exercise.  This data is being analyzed and correlated in order to calibrate our systems and understand how environmental factors impact SpCO readings.

2.2.1   Community Outreach

Outreach to First Responders.  Through the creation of the Center for Emergency Response Technoloiges (CERT) at UCI, we have significantly increased our community and first responder outreach program.  CERT is the continuity vehicle for the Rescue project beyond the NSF funding.

Over the course of the entire Rescue project, we have performed many substantial interactions with our first responder partners.  These include meetings, table top exercises, as well as  several joint technology testing exercises with the first responders, including several Hazmat drills, many evacuations, simulations, and one “Live Burn” exercise.  The Hazmat drills were conducted on campus with the cooperation of the police, fire, and EH&S departments.  The Live Burn exercise was a technology deployment exercise conducted at the Anaheim California Fire Training Facility.  We deployed a number of Rescue technologies at the exercise and collected a large amount of data as well as practitioner feedback.

Outreach activities at UCSD included demonstrating our infrastructure and research technologies for industry groups, domestic and international governmental delegations, and conferences that took place at Calit2. Collaboration with UCSD Campus Police and UCSD Emergency Management has continued to evolve. At the conclusion of the Responsphere and RESCUE projects at UCSD, we will begin to engage with our campus partners  as part of the WIISARD SAGE project. The most significant outreach activity was our participation in the  San Diego Science Festival Expo, attended by over 50,000 people.  

Researchers from Rescue and the NIH/NLM WIISARD projects participated in the grand finale of the month-long San Diego Science Festival: Expo Day at Balboa Park. More than 50,000 people attended the event which featured 200+ exhibition booths. Organizers called it "the largest one-day science gathering ever in the United States."

More than three dozen researchers (PIs, faculty, staff, postdocs, graduate and undergraduate students) were on-hand at Balboa Park to run demonstrations, provide information to visitors, and manage the wireless network and the many experiments.

Multiple technologies (devices, software and systems) were deployed and demonstrated, including several versions of Gizmo, Rescue's family of wireless mobile platforms designed to transport cameras, other sensors, and wireless access points to and around disaster sites in order to get communications going again in an emergency. Gizmo put a smile of the face of dozens and dozens of kids, big and small. Children as young as 5 years old waited patiently in line to "test-drive" one. The mobile touch screen kiosk based on the Gizmo technology also made its public debut in the Calit2 booth. 

At the request of organizers, we implemented the largest ever deployment of CalMesh. It provided bandwidth to dozens of exhibitors (who otherwise would not have enjoyed high-speed Web access because Balboa Park wasn't equipped for it); some of the access points were also open for the 50,000 Expo attendees to use. Photo Gallery is available here:  http://projects.calit2.net/gallery/main.php?g2_itemId=3436.
Industry Interactions. We continue to actively cultivate industrial affiliates as well as government partners as part of our outreach mission.  We have transitioned our Rescue Industrial Affiliates over to CERT and continue to work with these organizations on technology development and testing.

At UCSD, we have continued to work with Anritsu in gathering and understanding wireless spectrum data using their Electromagnetic Interference Measurement Software for portable spectrum analyzers, and with Nokia Siemens Networks (NSN) on  FEMTO Cell Interface Tools and Mobiles In the last year we also collaborated with SkyRiver Communications, Mushroom Networks and the High Performance Wireless Research and Education Network (HPWREN) on the wireless network deployment for the San Diego Science Festival.
Broader Community: The RESCUE Disaster Portal and the Peer-to-Peer traffic system are examples of successful outreach to the broader user community.  Citizens are empowered (through RESCUE Technology) to not only make day-to-day decisions regarding their commutes but make potential life saving decisions by virtue of the information disseminated to them.

Several high-level meetings have been conducted with State and Federal officials in emergency management to discuss opportunities for deployment of RESCUE technologies.  For example, RESCUE team members have demonstrated the capabilities of MetaSIM to the GIS and Earthquake/Tsunami program managers at the California State Office of Emergency Services and the Mitigation Directorate of DHS/FEMA. 

2.2.1   Education Outreach 

Graduate and Undergraduate Education.  RESCUE continues to have an impact on course curriculum throughout all the universities involved in the project.  Specific courses and class projects have been designed to have a direct tie to the research being done at RESCUE.  Details of the ongoing RESCUE seminar series (now a part of the CERT seminar series) can be found at http://cert.ics.uci.edu. Throughout the year, the RESCUE project has encouraged undergraduate students to be a part of ongoing research through individual study courses, honors courses, the NSF-funded California Alliance for Minority Program (CAMP), Calit2’s SURF-IT program, and undergraduate research appointments.  

At UCI, we also participated in the Calit2-sponsored SURF-IT program for undergraduate research.  The program is a 10-week summer program and RESCUE hosted many students each year.  In addition to the SURF-IT program we taught the following Rescue related courses at UCI: ICS 192, ICS 214A,  ICS 214B, ICS 215, ICS 203A, ICS 278, ICS 199, ICS 290, ICS 280, ICS 299.

The following UCSD undergraduate (1xx) and graduate (2xx) courses have been based on the RESCUE research area and/or utilized Responsphere infrastructure; in some cases, project-based courses have either contributed to infrastructure improvements or built new components for the infrastructure: ECE 191 (6 projects), MAE 156B (1 project), ENG 100, CSE 294 and CSE 218. In addition, RESCUE Robust Networking and Information Collection research area leader BS Manoj continues to teach ECE 158B (Advanced Data Networks, which covers challenges in communications during disasters). 

K-12 Education. RESCUE, through the CERT, continues to reach out to the K-12 community by sponsoring high school interns and participating in campus events for high school students.  During the 2008-2009 academic year, Rescue hosted several high school senior interns from the Preuss School, a charter school under the San Diego Unified School District whose mission is to provide an intensive college preparatory curriculum to low-income student populations and to improve educational practices in grades 6-12.

At UCI’s CERT Center, we recently hosted an Information Dissemination workshop with representatives from Southern California schools and school districts to collect information about existing warning systems, processes and procedures for emergency warnings and alerts to schools. This information will help us design the next generation of technologies and processes to help educational institutions better prepare for disasters and effectively respond in real-time to emergencies.

Internships and Student Exchange Programs.  Students participated in the creation and evaluation of several RESCUE technologies, several students from the senior group design courses in electrical or mechanical engineering went on to intern on various subprojects.  
Academic Community:  Rescue researchers and technologists from UCSD campus gave a number of keynote addresses and invited talks. These addresses provide the Rescue team the opportunity to engage a number of stakeholders (Government, industry, Academia, and First Responders) within the emergency response domain.  Researchers at Rescue have hosted or participated in a number of events, sessions, and workshops throughout Year 6.   For detailed information regarding these events, please reference the “latest news” section under www.cert.ics.uci.edu 

2.3
RESCUE Artifacts 

CalMesh Networking System: CalMesh is an affordable mesh networking solution enabling Internet access and team communication where the infrastructure has been compromised or damaged. It is a quickly self-organizing WiFi mesh network of small, lightweight and easily reconfigurable nodes. 

At the request of the San Diego Science festival organizers, we set up a CalMesh ad-hoc wireless network covering most of the exhibit areas along the Prado (around 40+ booths), many of which would otherwise have not had WiFi connectivity or only spotty access to the Internet, much less high-speed web access. The coverage area was along the eastern part of the Prado from the Lilly Pond to the Fountain. This was the largest deployment of CalMesh ever. 
The CalMesh network was linked to the Internet via the High Performance Wireless Research and Education Network (HPWREN) and a commercial provider, Sky River, both had access points on the Natural History Museum's roof. An access bonding solution from Mushroom Network Inc. aggregated the two channels together. Combined, they provided 45 megabits per second of bandwidth.
The deployment also provided an excellent opportunity to collect data, to further our research on communications in cases of emergency. Many experiments were conducted and measurements taken on the network and surrounding environment.

2.3.1  Peer-to-Peer Adaptive Information Collection System: 
This artifact is a fully automated peer-to-peer system (http://traffic.calit2.net) in San Diego, Los Angeles, and the Bay Area (in northern California) that collects and relays highway incident information to the general public and to first responders.  Our automated peer to peer traffic system (http://traffic.calit2.net) has been further disseminated with an iPhone app: commuters in California equipped with the Apple iPhone can now get personalized traffic information via the "California Traffic Report," the first iPhone application from Calit2 at UCSD. In the first ten days since the app became available through Apple's App Store on Feb. 7, roughly  2,650 people have downloaded the application, and downloads continue to run at a clip of roughly 250 per day. The California Traffic Report made it into the first page of "Top Free" apps in the Travel section of the App Store. (ref: http://www.calit2.net/newsroom/release.php?id=1471). 

2.3.2  Rich Feeds System/Optiportable:  
Rich Feeds (http://rescue.calit2.net/) is a system that demonstrates how unconventional data feeds and emergent data feeds can be captured, preserved, integrated, and exposed either in real time or after the fact.  Rich Feeds promotes situational awareness during a disaster by integrating and displaying these feeds.   Rich Feeds was used to display a variety of live and real-time data (with and without terrain overlay); clicking on the indicators (tacks) revealed the data and/or detail. The data was also archived for future analysis. The following technologies were integrated:

•
maps of node locations

•
radio frequency (RF) spectrum sampling points

•
GPS location- based tracking technology in vehicles showing the location of the Calit2 
vehicles at the scene.
Optiportable was deployed, using both CGLX and XDMX to show off the system’s capabilities, in the booth in a 5x3 configuration (5 30”-screens across, 3 down). Various webpages, both static and dynamic (including live CogNet monitoring data graphs) were displayed, as well as the “Backpack Cam” video feed, on the XDMX side. We were also able to pull up several extremely high resolution images on the CGLX side (spread across several screens) and zoom in as far as the image resolution would allow. (You could see hikers in photos of Half-Dome in Yosemite that were too small in normal resolution.) Early in the day, there were some serious issues which were resolved by the team using an advanced configuration of the nearby MESH node using NAT, and some quick reconfiguration of Optiportable’s routing. Optiportable is a portable visualization system consisting of fifteen 30-inch displays. It runs Rocks 5.1 x86_64, Viz 5.0 as the core system and the latest Hiper [CGLX] software.  

2.3.3  Disaster Portal:  
The Disaster Portal (www.disasterportal.org) is an easily customizable web portal and set of component applications which can be used by first-responders to provide the public with real-time access to information related to disasters and emergency situations in their community. Current features include a situation overview with interactive maps, announcements and press notifications, emergency shelter status, and tools for family reunification and donation management. The Disaster Portal dramatically improves communication between first-responders/government agencies and the public, allowing for rapid dissemination of information to a wide audience.

The development of the Disaster Portal is based on two primary considerations. While we aim to provide practical applications and services of immediate utility to citizens and emergency managers, we also strive to significantly leverage many relevant pieces of IT research within RESCUE.  The advanced technologies that are currently incorporated into the Disaster Portal include components for customizable alerting, family reunification, scalable load handling, unusual event detection and internet information monitoring.

Recent development on the Disaster Portal software has focused on documentation and packaging for additional deployments by other city or county governments. Support of the original pilot deployment for the City of Ontario, California has been transitioned to city IT resources, and a new deployment is being made by Champaign, IL.  The team is in discussions with the County of San Diego for a possible large scale deployment to that region.   

2.3.4  SAW:  

The PISA project’s SAW authentication technology eliminates the need for users to remember a password.  SAW accomplishes this by leveraging popular messaging services, including email, text messages, pagers, and instant messaging.  This technology was implemented as a deployment option within the Disaster Portal application.

2.3.5  TrustBuilder2:  
To address the systems issues associated with the adoption of trust negotiation as a flexible authorization approach for virtual organizations, we have designed, implemented, evaluated, and released the TrustBuilder2 framework for trust negotiation. TrustBuilder2 is a flexible framework designed to allow researchers to quickly prototype and experiment with various approaches to the trust negotiation process. In TrustBuilder2, the primary components of a trust negotiation system are represented using abstract interfaces, any of which can be overridden or extended by users of the system. TrustBuilder2 is also agnostic with respect to the formats of credentials and policies used during the negotiation process; support for new credential formats and policy languages can easily be added by extending the appropriate classes in TrustBuilder2's abstract type hierarchy. The flexibility of TrustBuilder2, along with its support for the interposition of user-defined plug-ins at communication points between system components, not only enables users to rapidly implement support for new features, but also provides a framework within which the trade-offs between various system configurations can be quantitatively analyzed.  The full source code of the TrustBuilder2 framework is available under a BSD-style open source license at http://dais.cs.uiuc.edu/tn, and has been downloaded more than 200 times, and is currently being used by several research laboratories.

Within the TrustBuilder2 framework, we have investigated the design of efficient policy compliance checkers. Given a policy p and a set C of credentials, a compliance checker is responsible for determining one or more minimal subsets of C that satisfy p. A compliance checker capable of finding all such satisfying sets of credentials would afford its users significant strategic and privacy-preservation benefits. Such a compliance checker would give users a complete view of the next-step state space for the negotiation, thereby allowing them to choose a locally-optimal satisfying set to disclose (e.g., the least sensitive satisfying set). Because many trust management policy languages are based on declarative logics (e.g., Datalog), traditional top-down theorem-proving approaches have long been used to solve the compliance checker problem. These types of theorem provers find at most one proof for a particular conclusion; as a result, compliance checkers built using this approach find at most one satisfying set of credentials at a time.  Unfortunately, results in the research literature show that the time overheads of using these types of compliance checkers to find all satisfying sets of credentials grow exponentially in the size of the union of the satisfying sets discovered.  This approach is not only asymptotically undesirable, but also impractical, as it can take seconds to find only a small number of satisfying sets. In an effort to increase the efficiency of trust negotiation systems, as well as enable participants to make more informed decisions, we developed the Clouseau compliance checker.

2.3.6  Clouseau:  
Clouseau takes a non-traditional approach to the type of theorem proving used in policy compliance checking. Specifically, Clouseau compiles trust negotiation authorization policies into patterns, translates credentials into abstracted objects, and then leverages efficient pattern matching algorithms developed by the artificial intelligence community to determine all satisfying sets of credentials for a particular policy.  The running time of this algorithm scales as O(NA), where N is the number of satisfying sets and A is the average size of each satisfying set; this is much more efficient than existing approaches. In more practical terms, our implementation of Clouseau - which runs inside of the TrustBuilder2 framework - can find hundreds of satisfying sets per second and can find all satisfying sets of credentials for practical policies in about the time required for one hard disk access.  However, the model theories used to prove the correctness of more traditional compliance checkers do not map directly onto this pattern matching approach in the general case. To account for this, we have proven the correctness of Clouseau under a broad class of circumstances.  Specifically, we have described compilation procedures for translating trust management policies written in the RT0, RT1, and WS-SecurityPolicy policy languages into a format suitable for analysis by Clouseau. We then proved that when operating on these compiled policies, Clouseau finds all satisfying sets for the original policies, finds no extraneous satisfying sets, and does all of this much faster than existing approaches.

2.3.7  SATware system: 
SATware (http://ics.uci.edu/~projects/SATware) is a multimodal sensor data stream querying, analysis, and transformation middleware that aims at realizing a sensor-based observation system that was originally designed as a RESCUE artifact to serve as a testbed for research on privacy and on situational awareness. As part of RESCUE, we have instrumented about a 1/3 of the campus including the Calit2 building as well as the newly constructed Bren Hall with a variety of sensors including cameras, audio sensors, motes with temperature sensors, mobile devices with GPS technologies, radios, people counters, etc. This sensing infrastructure (that we refer to as Responsphere) is used to implement and monitor a variety of campus drills and experiments that test and validate RESCUE technologies. 

In contrast with previous work on distributed stream systems and distributed sensor databases, in SATware our architectural objective is to hide the raw data being sensed and instead provide a semantically meaningful view of a geographic region and its entities to the applications. To this end, we modeled sentient spaces with two main layers of abstraction: the physical layer that consists of sensors, actuators, networks, and computing and storage nodes, and the semantic layer which captures the semantics of the real-world being sensed. Such a semantic level is modeled using data modeling techniques such as ER diagrams. Sensor data is translated through the concept of “virtual sensors” into meaningful events that are modeled as changes in attributes associated with the entities and relationships.

Based on the above semantic approach, we designed and implemented SATware which now serves as a middleware architecture connecting over 300 diverse types of sensors (including over 200 cameras) spread all over UCI. In addition, SATware runs on mobile platforms and provides interfaces to associate new sensors, new operators, as well as a powerful declarative query language based on SQL for writing applications. SATware supports a policy language for encoding privacy policies which are specified at the semantic level and translated to the sensor level. Furthermore, SATware supports SATmonitor and SATscheduler components that monitor and automatically schedule resources to optimize quality of data capture. In addition, techniques have been incorporated to exploit semantics to dynamically calibrate/recalibrate sensors. 

Progress in SATware has witnessed an advance of SATware from being an artifact for demonstration of privacy & situational awareness research to being an important derivative research goal for RESCUE in itself. There are currently two PhD students working on SATware and the SATware team has applied for additional extramural funds to sustain the ongoing research in the area. In particular, SATware has transitioned into becoming the software “glue” for the recently funded DHS FEMA project at UCI.
2.3.8  Crisis Alert: an Artifact for Customized Dissemination:  
The Crisis Alert system artifact has been built during the past year with the goal of integrating research directly into information dissemination technology and to respond to the issues identified in the warning literature regarding over-response and under-response in crisis situations. In fact, Crisis Alert has the ability to send emergency notifications that are customized to the needs of each recipient.  Crisis Alert also contains rich information such as maps of the area, location of the open shelters closer to the recipient's location, current state of hospitals and their address and contact information and they can be automatically created by the system according to a set of rules defined during the risk-knowledge phase of deployment of a warning system. 

To reach a greater part of the population and to overcome the partial failure of communication infrastructure, Crisis Alert delivers emergency notifications through different modalities. In addition, Crisis Alert takes advantage of the emergency response plan of each organization, integrating social networks in the emergency dissemination process. 

The main goal of this year for the Crisis Alert system has been to test it in real scenarios and incorporate the findings due to these tests.  The Ontario drill has provided useful inputs to improve the usability of the system, regarding the case where no policies have been identified for the current emergency.  In order to face this situation, the policy language has been enriched with the concept of “protective action,” allowing the emergency personnel to specify policies that can be applied to different and unpredictable events.  The drill has also highlighted the need for defining the concept of group of events. In fact, when a major disaster strikes, it usually generates a set of emergencies that are related to the major one but that can be of different nature and require different countermeasures. In this case, the population response could be improved if complete information is provided by the authorities through a single notification or update.

We are also trying to validate the Crisis Alert system through a series of pilot studies that involve schools and educational institutions. There are multiple purposes for these studies: to deploy the software prototype that we already have into a test scenario, to gather feedback from both the emergency personnel and the alert recipients involved, and to compare the information learned from this feedback to information obtained from actual drills.  In this study, we would like to take advantage of the infrastructure that has already been put into place by Fonevia, which is used on a day-to-day base for disseminating information from schools to parents during non-disaster times. In fact, if people are already familiar with the dissemination system, it is more likely to obtain a prompt reaction when a warning is issued.  Furthermore, we will supplement our technology testing with a simulation framework that will help us understand the alert dissemination in the whole community. Given knowledge of the geographies, policies and protocols – we can conduct a what-if analysis of the speed at which information can be spread in the community given different technology and usage scenarios. 

Finally, in the next months we are planning a workshop with representatives from Southern California schools and school districts to collect information about existing warning systems, processes and procedures for emergency warnings and alerts to schools. This information will help us design the next generation of technologies and processes to help educational institutions better prepare for disasters and effectively respond in real-time to emergencies.

2.3.9  MetaSim:  
METASIM, both a project and an artifact, is a web-based collection of simulation tools developed to test the efficacy of new and emerging information technologies within the context of natural and manmade disasters, where the level of effectiveness can be determined for each technology developed.  METASIM currently incorporates three simulators: 1). Crisis simulator InLET, 2) Transportation simulator, and 3) simulator for agent based modeling (Drillsim).  For a detailed discussion of this artifact, see Section 2.1.

2.3.10  Responsphere:  
Responsphere is an IT infrastructure set of testbeds that incorporates a multidisciplinary approach to emergency response drawing from academia, government, and private enterprise.  The IT infrastructure is used to test the efficacy of RESCUE technologies and extract meaningful metrics regarding those technologies.  We view the testbeds as proving grounds for disruptive technology.  During Year 6, the focus was to maintain the testbed.  Several RESCUE artifacts (e.g., Disaster Portal and MetaSim) are hosted within Responsphere and our priority is to keep these artifacts running and available to first responders and the communities.  Additionally, several first response activities such as drills and technology deployments were either conducted within Responsphere or facilitated by Responsphere.

2.3.11  Data Repository:  
RESCUE has created a publicly available, with proper IRB clearance, repository of disaster response related data sets (http://rescue-ibm.calit2.uci.edu/datasets).  These data sets are an extensive collection of information including (but not limited to): GIS maps, 911 calls, news broadcasts, mote telemetry data, and data gathered from emergency response exercises. We believe this repository to be the largest collection of disaster response related data in existence. 
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