Project Final Report Template
Reporting Years: October 1, 2003– August 1, 2010
GENERAL INFORMATION

This form contains 4 sections 
· Project & Personnel Information 

· Executive Summary and Research Information
· Educational Information, and 
· Outreach information. 

Each section has multiple questions that will help us generate an integrated report for both the RESCUE and Responsphere Annual and Final Reports. Please answer them as succinctly as possible. However, the content should contain enough details for a scientifically-interested reader to understand the scope of your work and importance of the achievements.  As this form covers both an annual and final report, the form asks you to provide input on the past year’s progress as well as overall progress for the entire 7-year program.
DEADLINE
The RESCUE and Responsphere reports are due to NSF by June 30, 2010.
Completed forms MUST be submitted by May 15th, 2010.  (Obviously, publications can be submitted through the website (www.itr-rescue.org) as you get papers accepted.).  It is crucial you have this finished by this date, as the Ex-Com will be meeting (some are flying in) to finalize the report.
SUBMISSION INSTRUCTIONS

The completed forms must be submitted via email to: 

· Chris Davison – cbdaviso@uci.edu  
Publications need to be submitted to our website in order for us to upload to the NSF:

http://www.itr-rescue.org/pubs/pub_submit.php
Auxiliary Material 

To help you complete this form, you should refer to both the RESCUE Strategic Plan which identifies the overall goal of the program (this information is needed in order for you to explain how your research helps to achieve the goals of the RESCUE program) and the RESCUE annual reports for Years 1 through 6, plus the strategic plan.  You can find these documents on the RESCUE projects website Intranet: http://www.itr-rescue.org 
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List of Collaborators on Project:

(List all collaborators [industrial, government, academic] their affiliation, title, role in the project [e.g., member of Community Advisory Board, Industry Affiliate, testbed partner, etc.], and briefly discuss their participation in your project)
· Government Partners:
(Please list)

The City of Champaign (testbed partner)

The City of Champaign provided us with the opportunity to explore challenges in crisis response and study the efficacy of IT disaster research and solutions in a smaller-city setting.   Steve Carter, City Manager; Fred Halenar, IT Director; and Stephen Clarkson, Deputy Fire Chief, were particularly helpful.

Champaign Central High School, Unit 4 School District, METCAD (911), Champaign County Regional Planning Commission (testbed partners)


These organizations helped us create the derailment & chemical spill scenario.

· Academic Partners:
(Please list)

L3S      

Winslett and Seamons cooperated with Wolfgang Nejdl and Daniel Olmedilla of L3S on trust management research.

National Center for Supercomputing Applications 

Winslett and Seamons cooperated with Jim Basney and Von Welch of NCSA in developing a trust negotiation prototype for deployment on computational grids.  

USC/ISI   

Clifford Neuman and Tatyana Ryutov cooperated with Seamons to allow trust negotiation facilities to be used with GAA-API.
· Industry Partners:
(Please list)

ZoneLabs                     


Provided graduate student funding at BYU for trust negotiation research
Champaign Red Cross, Arrow Ambulance (testbed partners)


Helped with construction of derailment & chemical spill scenario
SECTION B:  Executive Summary and Research-Related Information (2 pages per project/area – e.g., SAMI, PISA, networks, dissemination, privacy, metasim, social science contributions,  artifacts, testbeds)
 (This summary needs to cover the entire 7-year period of the grant.  However, information on recent research progress must also be provided. Please discuss the progress of your research within the context of the following questions.  Where possible, please include graphics or tables to help answer these questions.)

Executive Summary

Executive Summary: Describe major research activities, major achievements, goals, and new problems identified over the entire seven-year period:
(This will be the MAJOR section of your report.  The rest of this template will provide more detailed information for the subsections of the final report).

The section should answer the following questions:

1) What was the major challenge that your project was addressing and what were your goals?

The PISA objective was to understand data sharing and privacy policies of organizations and individuals involved in a disaster, and to devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing during disaster response.  

2) What major technological/social science research questions were identified and what approach did you identify to solve the research question?
To understand the requirements for information sharing during crises in smaller cities, we partnered with the City of Champaign and local first responders to devise and study a particular hypothetical crisis scenario.  Based on the outcomes of this study, we focused on two problems: new approaches for handling authorization and authentication in the virtual organizations that respond to crises, and the use of information integration techniques to make it easier for people to find their loved ones when disaster strikes.
3) What were your achievements in meeting the goals and addressing the research questions which you would like to highlight?

To understand the requirements for information sharing during crises in smaller cities, we partnered with the City of Champaign and local first responders to devise and study a particular hypothetical crisis scenario:  a derailment with chemical spill, fire, and threat of explosion in Champaign.  We used this scenario as the basis for three focus groups of first responders, facilitated by RESCUE sociologists and used as the basis for their subsequent research.  Focus group discussions sought to determine which organizations would be collaborating, how they would work to overcome potential challenges and barriers to more effective collaboration, and the types of technology and communication tools they would (or could) use. The discussions surrounding the derailment scenario pointed out several unmet IT needs for information sharing during crises, which we addressed in our subsequent research. 

The first set of new needs is support for internet sites/portals for reunification of families and friends, while simultaneously meeting the privacy needs of individuals.  To address these needs, we built a portal for family and friends reunification that is robust across differences in the way people refer to a particular individual.  We also devised very lightweight authentication and authorization techniques that are suitable for use in reunification of families and friends, and integrated the resulting technology into the Disaster Portal.  This research has now reached the stage where it is being used during disasters.  
The research challenges in the family reunification work arise from the fact that the data is collected from many sources, possibly manually by volunteers.  Language differences are another source of complications; for example, most people in Haiti speak French and Creole, while their US relatives may speak English. As a consequence, the collected data can be very noisy, and a user may not know the exact keywords to search for information about missing people. We developed a powerful interactive, fuzzy search interface that can allow users to find people despite mismatches between query keywords and the right answers. For example, the query "arida gabraelle" can find a record about "Gabrielle Marie-Lourdes Arisda," despite the discrepancies. In this way, the system makes it much easier for people to find one another.  

The second set of new needs is for quick integration of new first responders into the Emergency Operations Center’s information sharing environment, without the need for setting up and managing accounts and passwords for all possible responding organizations and their key employees.  To meet this need, we developed ways for people to authenticate to a role (e.g., Red Cross manager, school superintendent) by virtue of (digital versions of) the credentials they possess through their employment and through other aspects of their life.  In our work in this area, we sought to bridge the gap between the theory and practice of flexible, decentralized approaches to authorization, such as trust negotiation.  To this end, we developed and released the highly flexible and configurable TrustBuilder2 framework for trust negotiation.  Every component of the TrustBuilder2 system can be configured, specialized, or replaced using a simple Java interface.  The flexibility of this approach, and the robustness and availability of the TrustBuilder2 software itself, have encouraged researchers and practitioners to experiment with trust negotiation.

To help make trust negotiation practical for use in situations such as disaster response, we designed, built, evaluated, and released the Clouseau policy compliance checker, which uses a novel approach to very quickly determine whether a set of credentials satisfies an authorization policy.  That is, given some authorization policy p and a set C of credentials, determine all unique minimal subsets of C that can be used to satisfy p.  Finding all such satisfying sets of credentials is important, as it enables the design of trust establishment strategies that can be guaranteed to be complete: that is, they will establish trust if at all possible.   Previous solutions to this problem have relied on theorem provers, which are quite slow in practice. We reformulated the policy compliance problem as a pattern-matching problem and embodied the resulting solution in Clouseau, which is roughly ten times faster than a traditional theorem prover.   We have also shown that existing policy languages can be compiled into the intermediate policy language that Clouseau uses, so that Clouseau is a general solution to this important problem.  The Clouseau compliance checker is included in the TrustBuilder2 software release.
The third problem that we addressed is the need for lightweight techniques for authentication and authorization across organizations responding to a crisis, without relying on rarely-used, hard-to-remember passwords.  To meet this need, we created Simple Authentication for the Web (SAW), a practical approach for reducing the number of passwords users must manage.  SAW contributes to the field of systems that strike an appropriate balance between security and convenience.  SAW led to the development of a family of protocols for wireless and web authentication that vary in terms of security, convenience, and ease of deployment.  We also invented hidden credentials, a fundamentally new privacy-preserving trust negotiation technique that eschews the direct disclosure of credentials and policies.  
Products and Contributions: (Artifacts, 1st Responder adopted technologies, impact, and outreach).
This section should answer the following questions:

1) What products/systems did you develop?
2)  How were these products /ideas tested? 

3) What were the lessons learned? 

When a devastating earthquake leveled much of Haiti in April 2010, it knocked out communications and made it nearly impossible for families in the stricken nation and elsewhere to locate and identify loved ones, so we created a web site with a collective search engine to help people do just that. The Haiti Family Reunification site (http://fr.ics.uci.edu/haiti/) scours and pulls data from other Web sites and compiles it in one location, using information integration techniques developed in RESCUE. Data sources include CNN iReport, the Red Cross and the Person Finder application hosted by Google.  We also built a similar interface (http://fr.ics.uci.edu/chile/) for the Chile earthquake.  Our search interfaces have been used by many people, including the Miami Herald newspaper site (http://www.miamiherald.com/news/americas/haiti/connect/).

Our work on flexible, robust, and practical approaches to trust negotiation has encouraged researchers and practitioners to experiment with this new approach to authorization.  In particular, our TrustBuilder2 framework for trust negotiation, including the Clouseau policy compliance checking software, has been downloaded over 1500 times.  Further, TrustBuilder2 is slated for a field trial over the next five years in a EU FP7 project targeting the management of health care information and job search information: “The TAS³ Integrated Project (Trusted Architecture for Securely Shared Services) aims to have a European-wide impact on services based upon personal information, which is typically generated over a human lifetime and therefore is collected & stored at distributed locations and used in a multitude of business processes.”

Our work on lightweight authentication (Simple Authentication for the Web) has also had impact, as its techniques are helpful in a wide variety of authorization scenarios.  The results from SAW are already being incorporated into current research in social networks and secure email.  (Note: I have asked Kent for a little more info on this particular success.)
In the privacy area, our two papers on hidden credentials for use in trust negotiation [Bradshaw et al. 2004, Holt et al. 2003] have been cited over 100 times each, and they both motivated and contributed to the body of research that has ultimately led to techniques with strong indistinguishability properties for protecting credential and policy disclosures.  
Project Achievements: (This is where you get to tout the success of your project as well as new problems identified):
Please address following questions:

a) How did your work change the state-of-the-art in the area of your project? That is, what new scientific achievements can we attribute to your work?
b) How did the achievement lead to impact on first responders if any? Clear examples of such impact would be very useful. 

Chris, I have not written anything here because first I put it in the first subsection, in a nice little integrated discussion of each subproject.  Then I removed that same info from the first subsection and put it in the second subsection.  So if I put that info here, I would be taking it out of the second subsection in the process (or else repeating it).  Maybe they do want it repeated in each subsection…
SECTION C:  Research Activities (this section will provide us information for the detailed appendix that will be included along with the executive summary)
(Please summarize major research activities over the past 7 years using the following points as a guide)
Project Name PISA
Project Summary --- summarize again what the major objectives of the project. 
The PISA objective was to understand data sharing and privacy policies of organizations and individuals involved in a disaster, and to devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing during disaster response.  
Describe how your research supports the RESCUE vision
(Please provide a concise statement of how your research helps to meet RESCUE’s objectives and overarching and specific strategies – for reference, please refer to the Strategic Plan).

The PISA objective was to understand data sharing and privacy policies of organizations and individuals involved in a disaster, and to devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing during disaster response.  

To understand the requirements for information sharing during crises in smaller cities, we partnered with the City of Champaign and local first responders to devise and study a particular hypothetical crisis scenario:  a derailment with chemical spill, fire, and threat of explosion in Champaign.  We used this scenario as the basis for three focus groups of first responders, facilitated by RESCUE sociologists and used as the basis for their subsequent research.  The focus groups met in Champaign in July/August 2006, with each group approximately three hours in length. The focus groups explored how the community’s public safety and emergency management organizations would interact and communicate using technology. Focus group discussions sought to determine which organizations would be collaborating, how they would work to overcome potential challenges and barriers to more effective collaboration, and the types of technology and communication tools they would (or could) use. In all, a total of 28 individuals participated in these focus groups. They included representatives from the cities of Champaign, Urbana, and the University of Illinois-Urbana Champaign, reflecting a diversity of disciplinary areas including fire, police, public works, schools (public and private), public media, and various emergency and medical services.

The discussions surrounding the derailment scenario pointed out several unmet IT needs for information sharing during crises, which we addressed in our subsequent research. The first set of new needs is support for internet sites/portals for reunification of families and friends, while simultaneously meeting the privacy needs of individuals.  To address these needs, we built a portal for family and friends reunification that is robust across differences in the way people refer to a particular individual.  We also devised very lightweight authentication and authorization techniques that are suitable for use in reunification of families and friends, and integrated the resulting technology into the Disaster Portal.

The second set of new needs is for quick integration of new first responders into the Emergency Operations Center’s information sharing environment, without the need for setting up and managing accounts and passwords for all possible responding organizations and their key employees.  To meet this need, we developed ways for people to authenticate to a role (e.g., Red Cross manager, school superintendent) by virtue of (digital versions of) the credentials they possess through their employment.  The resulting trust negotiation approaches were embodied in a robust prototype that has been widely disseminated in the security research community, and is slated for a field trial over the next five years in a EU FP7 project targeting the management of health care information and job search information: “The TAS³ Integrated Project (Trusted Architecture for Securely Shared Services) aims to have a European-wide impact on services based upon personal information, which is typically generated over a human lifetime and therefore is collected & stored at distributed locations and used in a multitude of business processes.”
How did you specifically engage the end-user community in your research?
First responders created the disaster scenario that drove our sociological and IT research.  Further, we used actual web postings from individuals during hurricane Katrina as the test data for the Friends and Family Reunification Portal.  The resulting technology was integrated into the Disaster Portal for the City of Ontario.

How did your research address the social, organizational, and cultural contexts associated with technological solutions to crisis response? 

The focus groups for the derailment scenario specifically addressed information sharing practices in Champaign, as representative of smaller US cities.

Research Findings 
(Summarize major research findings over the past 7 years).)
Describe major findings highlighting what you consider to be groundbreaking scientific findings of your research. 
(Especially emphasize research results that you consider to be translational, i.e., changing a major perspective of research in your area).
Discussions with the City of Champaign showed that traditional authorization and authentication approaches, such as accounts and passwords, will not work well for crisis response.  First responders, victims, and their friends and families need approaches that allow them to come together in real time and start sharing information in a controlled manner, without account management headaches.  During the course of the RESCUE project, we developed a number of novel approaches to authentication and authorization that are suitable for use in disaster response.  

As the first of these novel approaches, in response to confidentiality concerns identified in the derailment scenario for family and friends reunification, we worked to develop lightweight approaches for establishing trust across security domains. Victims need a way to ensure that messages they post are only read by the intended family members and friends, and vice versa.  Many crisis response organizations have limited information technology resources and training, especially in small to mid-size cities. Obviously PKI infrastructure and other heavyweight authentication solutions such as logins and passwords are not practical in this context. Simple Authentication for the Web (SAW) is our user-friendly alternative that eliminates passwords and their associated management headaches by leveraging popular messaging services, including email, text messages, pagers, and instant messaging.  SAW (i) removes the setup and management costs of passwords at sites that use email-based password reset; (ii) provides single sign-on without a specialized identity provider; (iii) thwarts passive attacks and raises the bar for active attacks; (iv) enables easy, secure sharing and collaboration without passwords; (v) provides intuitive delegation and revocation of authority; and (vi) facilitates client-side auditing of interactions.  SAW can potentially be used to simplify web logins at all web sites that currently use email to reset passwords.  Additional server-side support can be used to integrate SAW with web technology (blogs, wikis, web servers) and browser toolbars for Firefox and Internet Explorer.  We have also shown how a user can demonstrate ownership of an email address without allowing another party (such as a phishing web site) to learn the user’s password or to conduct a dictionary attack to learn the user’s password.  


With SAW, the identities of those authorized to gain access must be known in advance. In some situations, only the attributes of those authorized to gain access to a resource are known in advance – e.g., fire chief, police chief, city manager.  In such a situation, we can avoid the management headaches and insecurity associated with accounts and passwords by adopting trust negotiation, a novel approach to authorization in open distributed systems.  Under trust negotiation, every resource in the open system is protected by a policy describing the attributes of those authorized for access.  At run time, users present digital credentials to prove that they possess the required attributes.  

To help make trust negotiation practical for use in situations such as disaster response, we designed, built, evaluated, and released the Clouseau policy compliance checker, which uses a novel approach to determine whether a set of credentials satisfies an authorization policy.  That is, given some authorization policy p and a set C of credentials, determine all unique minimal subsets of C that can be used to satisfy p.  Finding all such satisfying sets of credentials is important, as it enables the design of trust establishment strategies that can be guaranteed to be complete: that is, they will establish trust if at all possible.   Previous solutions to this problem have relied on theorem provers, which are quite slow in practice. We have reformulated the policy compliance problem as a pattern-matching problem and embodied the resulting solution in Clouseau, which is roughly ten times faster than a traditional theorem prover.   We have also shown that existing policy languages can be compiled into the intermediate policy language that Clouseau uses, so that Clouseau is a general solution to this important problem.

We also investigated an important gap that exists between trust negotiation theory and the use of these protocols in realistic distributed systems, such as information sharing infrastructures for crisis response.   Trust negotiation systems lack the notion of a consistent global state in which the satisfaction of authorization policies should be checked.  We have shown that the most intuitive notion of consistency fails to provide basic safety guarantees under certain circumstances and can, in fact, can cause the permission of accesses that would be denied in any system using a centralized authorization protocol.  We have proposed a hierarchy with several more refined notions of consistency that provide stronger safety guarantees and developed provably-correct algorithms that allow each of these refined notions of consistency to be attained in practice with minimal overheads. 

We also created and released the highly flexible and configurableTrustBuilder2 framework for trust negotiation, to encourage researchers and practitioners to experiment with trust negotiation. TrustBuilder2 builds on our insights from using the TrustBuilder implementation of trust negotiation over several years; TrustBuilder2 is more flexible, modular, extensible, tunable, and robust against attack. Since its release, TrustBuilder2 has been downloaded over 700 times.  TrustBuilder2 is slated for use as the authorization system in TAS3 (Trusted Architecture for Security Shared Services, http://www.tas3.eu ) project, a five-year European Union project.  TrustBuilder2 has been downloaded over 1500 times since its release.

We have also identified and addressed a number of issues in existing approaches to trust negotiation.  For example, we showed how to force a negotiating party to reveal large amounts of irrelevant information during a negotiation.  We also developed new correctness criteria that help ensure that the result of a trust negotiation session matches the intuition of the user – even if the state of the world changes while the negotiation is being carried out.  

During a disaster, friends and families need to share personal information.  Matching requests and responses can be challenging, because there are many ways to identify a person, and typos and misspellings are common.  Data from friends-and-family reunification web sites are extremely heterogeneous in terms of their structures, representations, file formats, and page layouts. A significant amount of effort is needed to bring the data into a structured database. Further, there are many missing values in the extracted data from these sites. These missing values make it harder to match queries to data.   Due to the noisiness of the information, an integrated portal for friends-and-family web sites must support approximate query answering. 
To address this problem, we crawled missing person web sites and collected 76,000 missing person reports, and built a search interface over these records.  To support effective people search, we developed novel and efficient indexing structures and algorithms.  Our techniques allow type-ahead fuzzy search, which is very useful in people search given the particular characteristics of data and queries in the domain. More precisely, the system can do search on the fly as the user types in more information. The system can also find records that may match user keywords approximately with minor differences. This feature is especially important since there are inconsistencies in crawled records, and the user may have limited knowledge about the missing person. We released the resulting portal for friends and family reunification as part of the RESCUE Disaster Portal.  Our new techniques can also be used during data cleaning in other domains, in order to deal with information from heterogeneous sources that may have errors and inconsistencies.  We highlighted the recent usage of our family reunification portals in an earlier section; additional media links include:
http://www.uci.edu/uci/features/2010/02/feature_chenli_100208.html

http://www.ics.uci.edu/community/news/press/view_press?id=100

http://sciencedude.freedomblogging.com/2010/01/16/uci-aids-hunt-for-missing-haitians/78809/

Highlight major research findings in this final year (Year 7).
We have no new findings in Year 7.  
Please discuss how the efficacy of your research was evaluated. Through testbeds? Through interactions with end-users?  Was there any quantification of benefits performed to assess the value of your technology or research?  Please summarize the outcome of this quantification.
Each of our projects was evaluated in a different manner.  For example, the focus group studies used statistical techniques.  The performance tests for trust negotiation used example access control policies provided by potential end users from Sandia National Laboratories, plus synthetic policies that allowed us to test scalability.  The friends and family reunification portal used test data from missing persons web sites, including data from Hurricane Katrina
Responsphere - Please discuss how the Responsphere facilities (servers, storage, networks, testbeds, and drill activities) assisted your research. 

We used Responsphere facilities for testing the Friends and Family Reunification Portal algorithms.
Research Contributions 

(The emphasis here is on broader impacts. How did your research contribute to advancing the state-of-knowledge in your research area? Please use the following questions to guide your response).
What products or artifacts have been developed as a result of your research?
Unless otherwise, mentioned, each of these software packages is available at http://isrl.cs.byu.edu/
1. TrustBuilder2 – Framework for trust negotiation, discussed above.  Available from http://dais.cs.uiuc.edu/dais/security/tb2/ .

2. Hidden Credentials – Credential system for protecting credentials, policies, and resource requests.  Hidden credentials allow a service provider to send an encrypted message to a user in such a way that the user can only access the information with the proper credentials. Similarly, users can encrypt sensitive information disclosed to a service provider in the request for service. Policy concealment is accomplished through a secret splitting scheme that only leaks the parts of the policy that are satisfied. Hidden credentials may have relevance in crises involving ultra sensitive resources. They may also be able to play a role in situations where organizations are extremely reluctant to open up their systems to outsiders, especially when the information can be abused before an emergency even occurs. We have observed on the UCI campus that some buildings have lock boxes that are available to emergency personnel during a crisis. The management of physical keys is a significant problem. Hidden credentials have the potential to support digital lockboxes that store critical data to be used in a crisis. The private key used to access this information during a crisis may never have to be issued until the crisis occurs, limiting the risk of unauthorized access until the crisis occurs.
3. LogCrypt – Tamper-evident log files based on hash chaining. This system provides a service similar to TripWire, except that it is targeted for log files that are being modified. Often, an attacker breaks into a system and deletes the evidence of the break-in from an audit logs. The goal of LogCrypt is to make it possible to detect an unauthorized deletion or modification to a log file. Previous systems supporting this feature have incorporated symmetric encryption and an HMAC. LogCrypt also supports a public key variant that allows anyone to verify the log file. This means that the verifier does not need to be trusted. For the public key variant, if the original private key used to create the file is deleted, then it is impossible for anyone, even system administrators, to go back and modify the contents of the log file without being detected. During this past year, we completed experiments to measure the relative performance of available public key algorithms to demonstrate that a public key variant is practical. This variant has particular relevance in circumstances where the public trusts government authorities to behave correctly, and also benefits authorities by giving them a stronger basis for defending against claims of misbehavior. This technology may allow more secure auditing during a crisis. 
4. Nym - Practical Pseudonymity for Anonymous Networks.  Nym is an extremely simple way to allow pseudonymous access to Internet services via anonymizing networks like Tor, without losing the ability to limit vandalism using popular techniques such as blocking owners of offending IP or email addresses.  Nym uses a very straightforward application of blind signatures to create a pseudonymity system with extremely low barriers to adoption.  Clients use an entirely browser-based application to pseudonymously obtain a blinded token which can be anonymously exchanged for an ordinary TLS client certificate. We designed and implemented a Javascript application and the necessary patch to use client certificates in the popular web application MediaWiki, which powers the popular free encyclopedia Wikipedia.  Thus, Nym is a complete solution, able to be deployed with a bare minimum of time and infrastructure support. 
5. Thor – Credential repository.  Thor is a repository for storing and managing digital credentials, trusted root keys, passwords, and policies that is suitable for mobile environments. A user can download the security information that a device needs to perform sensitive transactions. The goals are ease of use and robustness.
6. SACRED – Implementation of IETF SACRED (Securely Available Credentials) protocol

7. SAW – Simple Authentication for the Web.  Discussed above.
8. Friends and Family Reunification Portal:  http://fr.ics.uci.edu/ and http://www.disasterportal.org/Ontario/home.htm;jsessionid=727B73686605B2A304F65FF802696EF8 .  At the latter URL, the reunification portal has been incorporated into the Disaster Portal for the City of Ontario.  Additional URLs for our reunification work were mentioned earlier in the narrative.
How has your research contributed to knowledge within your discipline?
We created the TrustBuilder2 framework for trust negotiation and the associated Clouseau compliance checker to make experimentation with trust negotiation practical.  Without a user-friendly, flexible, fast framework to ease the process, the startup costs of adopting trust negotiation were a significant barrier to experimentation and trial deployments.  The 1500 downloads of Trustbuilder2 since its release indicate that the security community was ready to try out this new technology.
As discussed earlier, the SAW project showed how one can balance ease of use, flexibility, and security in an authentication system. As a follow-on to the SAW project, we created a system called Wireless Authentication using Remote Passwords (WARP).  Current single sign-on techniques, including our own SAW, require a user to directly contact a third party during authentication.  These approaches are unsuitable for wireless access, since the user does not have the network access necessary to contact a third party.  WARP is a new in-band protocol that allows a user to prove to a wireless access point that she knows her password, without the access point gaining access to her password or to data that can be used to launch an off-line attack on the password.  WARP has the potential to be used beyond wireless access protocols, as well.

To demonstrate the potential of WARP, we created an advanced authentication prototype that allows a user to demonstrate ownership of an email address without disclosing enough information to an attacker (such as a phishing web site) for the attacker to receive the user’s password or to conduct a dictionary attack to learn the user’s password. We have developed one approach that strengthens existing client/server authentications on the web. A second approach serves as a single sign-on mechanism that allows the user to prove that she knows her password at a third party, such as her email provider, without leaking information to an attacker. This second approach works for web logins as well as wireless access.
How has your research contributed to knowledge in other disciplines?
Our partnership with the City of Champaign has helped to advance the state of the art in the understanding of information-sharing practices during disaster response in smaller cities.   From our interactions with first responders in Champaign, we learned that disaster response in Champaign-Urbana (population 160,000) is very different from in the major metropolitan areas of southern California.  In particular, the level of trust and willingness to share information is higher in Champaign.

What human resource development contributions did your research project result in (e.g., students graduated, Ph.D., MS, contributions in placement of students in industry, academia, etc.) 

Graduated MS students:  Adam Lee (UIUC, now a professor at the University of Pittsburgh), Ragib Hasan (UIUC, now Johns Hopkins), Tim van der Hoorst (BYU, now a malware researcher at Blue Coat Systems), Phillip Hellewell (Access Data), Andrew Harding (BYU, now at Microsoft), Jason Holt (BYU, now at Google), Reed Abbott (BYU, now at Lockheed Martin), Robert Bradshaw (BYU, then University of Washington and Google), Ryan Segeberg (BYU, now at Microsoft).  I have asked Chen Li if he graduated any.
Graduated PhD students:  Adam Lee (UIUC, now at the University of Pittsburgh), Ragib Hasan (UIUC, now Johns Hopkins), Tim van der Hoorst (BYU, now a malware researcher at Blue Coat Systems), Charles Zhang (UIUC, now Cisco)    I have asked Chen Li if he graduated any.
Contributions beyond science and engineering (e.g., to industry, current practice, to first responders, etc.) 

Disaster Portal – The Disaster Portal is in use by several cities in the US.  The code has been released under the GNU license and is available here: http://code.google.com/p/disaster-portal/
Please update your publication list for this project by going to: 
http://www.itr-rescue.org/pubs/pub_submit.php
(Include journal publications, technical reports, books, or periodicals). NSF must be referenced in each publication. DO NOT LIST YOUR PUBLICATIONS HERE. PLEASE PUT THEM ON THE WEBSITE.
Remaining Research Questions or Challenges 

(In order to help develop a research agenda based on  RESCUE after the project ends, please list remaining research questions or challenges and why they are significant within the context of the work you have done in RESCUE.  Please also explain how the research that has been performed under the current RESCUE project has been used to identify these research opportunities).
Information integration is a bottomless pit, so one can always argue for more effort there.  In the authentication and authorization areas for virtual organizations, we are in pretty good shape now; the state of the art has really advanced in the past seven years, and we made significant contributions there. 

Success Stories / Major Scientific Achievements 

(Use this section to highlight what your project has achieved over the last 7 years.  This is your opportunity to publicize your advancements and look back over our many years together and find those nuggets that really made a difference to science, first responders, etc.)

This text is repeated from above:
When a devastating earthquake leveled much of Haiti in April 2010, it knocked out communications and made it nearly impossible for families in the stricken nation and elsewhere to locate and identify loved ones, so we created a web site with a collective search engine to help people do just that. The Haiti Family Reunification site (http://fr.ics.uci.edu/haiti/) scours and pulls data from other Web sites and compiles it in one location, using information integration techniques developed in RESCUE. Data sources include CNN iReport, the Red Cross and the Person Finder application hosted by Google.  We also built a similar interface (http://fr.ics.uci.edu/chile/) for the Chile earthquake.  Our search interfaces have been used by many people, including the Miami Herald newspaper site (http://www.miamiherald.com/news/americas/haiti/connect/).

Our work on flexible, robust, and practical approaches to trust negotiation has encouraged researchers and practitioners to experiment with this new approach to authorization.  In particular, our TrustBuilder2 framework for trust negotiation, including the Clouseau policy compliance checking software, has been downloaded over 1500 times.  Further, TrustBuilder2 is slated for a field trial over the next five years in a EU FP7 project targeting the management of health care information and job search information: “The TAS³ Integrated Project (Trusted Architecture for Securely Shared Services) aims to have a European-wide impact on services based upon personal information, which is typically generated over a human lifetime and therefore is collected & stored at distributed locations and used in a multitude of business processes.”

Our work on lightweight authentication (Simple Authentication for the Web) has also had impact, as its techniques are helpful in a wide variety of authorization scenarios.  The results from SAW are already being incorporated into current research in social networks and secure email.  (Note: I have asked Kent for a little more info on this particular success.)
In the privacy area, our two papers on hidden credentials for use in trust negotiation [Bradshaw et al. 2004, Holt et al. 2003] have been cited over 100 times each, and they both motivated and contributed to the body of research that has ultimately led to techniques with strong indistinguishability properties for protecting credential and policy disclosures.  
SECTION D: Education-Related Information
Educational activities:
(RESCUE-related activities you and members of your team are involved in.  Include courses, projects in your existing courses, etc.  Descriptions must have [if applicable] the following: quarter/semester during which the course was taught, the course name and number, university this course was taught in, course instructor, course project name)

Training and development:

(Internships, seminars, workshops, etc., provided by your project.  Seminars/workshops should include date, location, and presenter.  Internships should include intern name, duration, and project topic.)  What PhD students have graduated?
Workshops Organized:

Databases in Virtual Organizations.  Workshop held at the SIGMOD annual conference, Paris, June 2004.  Marianne Winslett, Sharad Mehrotra, and Ramesh Jain co-organized this workshop.  A report of the workshop appeared in SIGMOD Record, March 2005.

Trust, Security, and Reputation on the Semantic Web.  Workshop at the International Semantic Web Conference, Hiroshima, November 2004.   Marianne Winslett, Wolfgang Nejdl, Piero Bonatti, and Jennifer Golbeck organized this workshop.

Short courses and invited lectures on Trust Negotiation:

· M. Winslett. An Introduction to Trust Negotiation, at Brown University (October 2004), University of Pittsburgh (March 2004), University of Illinois at Chicago (April 2004), North Carolina State University (May 2004), Purdue University (2004).

· M. Winslett, Trust Negotiation, one-week course at the University of Trento, Italy, February 2004.

· K. Seamons. TrustBuilder: Automated Trust Negotiation in Open Systems. CERIAS Security Seminar, Purdue University, February 11, 2004.

· Tutorial on Security of Shared Data in Large Systems (including a section on trust negotiation) at the SIGMOD 2004 conference, Paris, June 2004, by Marianne Winslett and Arnie Rosenthal.

· Tutorial on Security of Shared Data in Large Systems (including a section on trust negotiation) at the Very Large Databases (VLDB) conference, Toronto, Sept.  2004, by Marianne Winslett and Arnie Rosenthal.

Education Materials:

(Please list courses introduced, taught, tutorials, data sets, creation of any education material of pedagogical significance that is a direct result of the RESCUE project).
Courses: 

CS 665, Advanced Computer Security, Winter Semester 2008, Brigham Young University, Instructor: Kent Seamons, Project: Access Control in Open Systems. 
Internships: 
(Please list)
SECTION E:  Outreach Related Information
Additional outreach activities: 
(RESCUE-related conference presentations, participation in community activities, workshops, products or services provided to the community, etc.)
Conferences:
(Please list)
Group Presentations:
(Please list)
Impact of products or artifacts created from this project on first responders, industry, etc.    
(Are they currently being used by a first-responder group? In what capacity? Are they industry groups that are interested in licensing the technology or investing in further development?).
The activities related to the derailment scenario in Champaign had a very strong community outreach component.  We worked with the first responder community in Champaign to put together the scenario, and the focus groups that we facilitated helped the community to understand its own information sharing practices.  We analyzed the detailed scenario, and identified gaps between responders’ expectations of one another and what can actually be delivered.  We have shared those findings with the city of Champaign.  We also looked for opportunities for technology insertion, wrote up those findings, and shared them with RESCUE project participants.  The city planned to use the derailment scenario as the basis for tabletop exercises.  As we neared the completion of the RESCUE project, the City of Champaign asked to deploy its own copy of the Disaster Portal developed for the City of Ontario.
The RESCUE project has also given the City of Champaign three network-in-a-box nodes, which the city has used in conjunction with its new high-tech mobile networking trailer to extend networking out into the field during disaster response.

The Family and Friends reunification project has also had an impact on disaster response.  As discussed earlier, when a devastating earthquake leveled much of Haiti last month, it knocked out communications and made it nearly impossible for families in the stricken nation and elsewhere to locate and identify loved ones. RESCUE researchers created a Web site with a collective search engine to help people do just that. The Haiti Family Reunification site (http://fr.ics.uci.edu/haiti/) scours and pulls data from other Web sites and compiles it in one location. Sources include CNN iReport, the Red Cross and the Person Finder application hosted by Google. One focus of the research team was about how to make search more powerful. They developed powerful search interfaces for family reunification, which have been used by many people, including the Miami Herald newspaper site (http://www.miamiherald.com/news/americas/haiti/connect/). The team also built a similar interface  (http://fr.ics.uci.edu/chile/) for the Chile earthquake.
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