

SATware: A Semantic Approach for Building Sentient Spaces


1 Satware

Advances in sensing, communications, computing and sensing technologies has made it possible to build large-scale physical spaces with diverse embedded sensors, ubiquitous connectivity, and computing resources that together enable the creation of sentient spaces. Sentient spaces provide a view of the processes that are taking place in a physical space in a manner that enables human users and software components to adapt to the current state of this processes. This enables a rich set of application domains including smart video surveillance, situational awareness for emergency response applications, social interactions in instrumented office environments etc. Building sentient spaces, carries a set of challenges including:

1.- Designing the right programming abstractions. In order to support development of wide range of applications in sentient spaces, we must provide the right programming abstractions that addresses separation of concerns, i.e. express high-level application goals, determine how events are detected and which sensors are used. 

2. - Incorporating techniques to support scalability. Sentient spaces are characterized by large numbers of heterogeneous multimodal sensors that generate voluminous data streams. Information utility decays with time; processing the relevant information quickly in the presence of computing and communication constraints is essential. 

3. - Enabling robust operation of pervasive applications in the presence of sensor perturbations. Given that sensors are deployed in unsupervised and exposed environments, physical perturbations (wind, motion, tampering) might occur - this can change the validity of the information being captured.

There exists a significant body of prior work in the area of pervasive systems and application development paradigms. Wireless sensor network frameworks exploit in-network processing capabilities, for example, by enabling programmers to upload code to the sensing nodes ([Fok et  al., 2005, Levis et  al., 2005, Madden et  al., 2004, Yu et  al., 2003]). Stream processing efforts such as TelegraphCQ,Stanford Streams, Aurora and Borealis([Chandrasekaran et  al., 2003, Arasu et  al., 2004, Arasu et  al., 2006, Liu et  al., 2005, Carney et  al., 2007, Abadi et  al., 2005]) address issues in creating and processing continuous query streams coming from the sensing infrastructure . Middleware approaches to pervasive system design has explored a service-oriented approach where applications are viewed as a composition of services ([Gu et  al., 2003, Nahrstedt et  al., 2001, Kalasapur et  al., 2007, Gaia, 2007, Oxygen, 2007, Robinson et  al., 2004]). In many cases, applications are left with the tedious task of translating the raw data coming from the sensors (e.g., GPS coordinates and temperature readings) to meaningful information (e.g., proximity to fire).

We propose a semantics-based approach to address the above-mentioned challenges of abstraction, scalability and robustness. In this approach, we aim to express sentient space applications at the semantic level, not the sensor level. Furthermore, we utilize application and environment context (i.e. semantics) to improve scalability and allow adaptation. Semantics can be used to guide a data collection process that is efficient(e.g. select only data sources which are likely to generate data of interest) or to enable robustness. A natural level at which to embed such semantics is the middleware layer that interfaces the applications with the underlying sensing infrastructure. In this chapter, we describe the semantics based sentient space middleware entitled SATwareSATware stands for Stream Acquisition and Transformation middleware that we are developing at the University of California at Irvine. Fig. 1 illustrates the separation between the semantic and the infrastructure levels in SATware. 
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Figure 1: The Semantic Level vs. The Infrastructure Level.tc "1 The Semantic Level vs. The Infrastructure Level." \f f
SATware: An Middleware Framework for Sentient Spaces

SATware is a distributed semantics-based middleware for sentient spaces. Our proposed framework is based on an architectural abstraction called virtual sensor that bridges the gap between the application-level concepts and the raw sensor data using “operators" that transform input sensor data streams (e.g. video sensor feed) to higher level semantic streams that capture application level concepts and entities(e.g. specific people in the room).

Figure 2 depicts the building blocks of the SATware middleware framework - which consists of four key modules: the Query Processor, Data Collection Module,Monitor and Scheduler. Applications pose continuous queries to the Query Processor module which in turn selects a set of virtual sensors to provide answers to the continuous queries and forwards this set of virtual sensors to a Data Collection module. The Data Collection module maps in turn, operators corresponding to these virtual sensors, for execution on physical nodes (machines)in the underlying pervasive computing infrastructure. The resultant streams may be further processed in additional modules prior to being forwarded back to the application. For example, the result streams may pass through a Privacy Module that adapts the query answers to ensure that the output data does not violate privacy constraints (details in [Massaguer et  al., 2009]).

A monitoring module captures dynamic attributes of the underlying infrastructure (e.g event occurrences, resource availabilities); the monitored information is used to enhance the performance, robustness[Vaisenberg et  al.,2008] and scalability of the system. The Scheduler Module[Vaisenberg et  al.,2009] combines the events captured by the Monitoring Module with system semantics to direct data collection activities. For example, an increased level of occupancy in a certain region (as captured by motion detectors) can be used to trigger a specific video camera that can capture the activities in that region. Furthermore, based on resource constraints, the scheduler determines the specifics of the sensor data collection plan, e.g. the resolution and frame rate at which the video data must be captured. All modules consult a repository which contains (i) a snapshot of the current infrastructure state containing the location/state of sensors and processing units (ii) virtual sensor definitions and operator implementations available to programmers who can reuse existing virtual sensors or define new ones; and (iii) the semantics of the applications and sentient space. Next we describe the Query Processing, Scheduling and Monitoring modules of SATware and illustrate how they are designed to achieve the goals of abstraction, scalability and robustness in sentient spaces.
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Figure 2: System architecturetc "2 System architecture" \f f
A Programming Model for Pervasive Applications

From the point of view of applications, a sentient space is a physical space in which activities and objects are embedded. In this space, there are several types of objects: (1) spatial objects such as rooms, floors, and buildings, (2) people (i.e., human objects) such as Mary, Peter, and Alice, and (3) inanimate objects such as coffee pots, recycle bins, and refrigerators. Each of these objects have attributes such as name, occupancy level, location, salary, level of coffee, and so on. These attributes are either static or dynamic (i.e., they change as a function of time). For instance, name and salary are static whereas location is static for spatial objects but dynamic for people. We call observable attributes the subset of attributes that can be sensed by the sentient space. For example, a sentient space with video-based people counters and RFID readers can detect both the level of occupancy of a room as well as recognize the people in it.

We propose to extend the Entity-Relationship diagram (a de-facto standard for designing databases) to model the state of the sentient space. Specifically, we extend the Entity Relationship Diagram with new data and relationship types: observable attributes and observable relationships. We call the new diagram the Observable Entity Relationship Diagram (OERD) and refer to the resultant model as the Observable E-R (OER) Model.

Figure 3 depicts a Generic OERD for a sentient space; we denote observable attributes and observable relationships using dashed circles and dashed rhombuses. The Generic OERD can be extended for each application to add new roles that people take (e.g., students and professors), inanimate objects (e.g., backpacks), and spatial objects (e.g., meeting rooms and kitchens). This extension is achieved by adding new relationships as well as new entities that are a specialization of either the entity people, the entity inanimate object, or the entity spatial object.
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Figure 3: Generic OERDTC "3 Generic OERD" \f f
The OERD is translated to the relational model (i.e. tables) applying the same standard procedures that are used to translate an Entity Relationship Diagram to its relational model. Entities become tables with one column per attribute, N:M relationships become tables with one column for each entity pair taking part in the relation.

We use the OER model to design a language, SAT-QL for continuously querying the state of sentient spaces using an SQL-like language with streams extensions, i.e. continuous queries are posed on the relational model (derived from an OERD) following an SQL-like syntax. For example, “Select Peter’s location” is expressed as:  

 SELECT NAME, LOCATION FROM PEOPLE WHERE NAME=’PETER’; 
which we refer as Query (1) in the rest of the document. Expressing a query in SAT-QL is far more concise than using a lower-level programming implementation. For instance, expressing the query “Is the coffee burning? ” ([Hore et  al., 2007]) requires a few lines of SAT-QL code; a corresponding Java program would require more than a 100 lines of code.

Virtual Sensors: Bridging Application Needs to Raw Sensor Streams

Next we describe the mechanisms to translate queries expressed at the application level (e.g. in SAT-QL) to transformations on sensor streams. Sentient space applications written using SAT-QL deal with semantically meaningful, higher-level concepts and observations such as where people are and what they are doing. Raw sensor observations, however, do not always produce such domain-dependent observations but rather capture raw data representing attributes of interest such as temperature, motion in a room, and location of a cellphone. SATware bridges the gap between the applications’ interests and the raw sensor streams with the concept of virtual sensors.

Virtual sensors are a specific set of transformations that when applied to a set of input streams produce a semantically meaningful output stream that applications can reason with. Figure 4 depicts a virtual sensor used to locate building occupants based on applying a WiFi localization algorithm on a stream of access point signal strengths captured by each user’s WiFi Access Point sensor Nearby access points were detected using the WiFi interface of N800 Nokia cellphones.
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Figure 4: Localization virtual sensor based on access point (AP) sensors.TC "4 Localization virtual sensor based on access point (AP) sensors." \f f
We model streams in SATware as an infinite stream of tuples. Virtual sensors produce semantic streams. Given application needs (expressed as SAT-QL queries in our case), SATware instantiates a set of virtual sensors, the output of which (i.e., the semantic streams) is used to execute the applications’ SAT-QL queries. Virtual sensor semantic streams are manipulated using a stream based operator algebra. Sample operators include the σ operator that filters tuples based on a selection criteria and the  EQ X\s\up5(*) operator which outputs a relational stream with the observable attributes appropriately populated. Note that these operators create the illusion for the rest of the query tree above that all the data is coming from a traditional table–when instead it is coming from a table and a set of virtual sensor streams.

Query Processing in SATware

Applications specify their queries using SAT-QL. Query Processing is composed of the following steps: 

1.
The SAT-QL query is translated to a query plan (i.e., a graph with selections, joins, and other relational operators). 

2.
For each of the tables in the query plan that involves data from an observable attribute, the Query Processor deploys a set of virtual sensors (selected from SATware’s repository). 

3.
The virtual sensors’ implementation is selected dynamically, and is specified using Satware’s XML based language - SATLite. 

4.
The deployed virtual sensors then start to generate semantic streams which in turn contain the values of the observable attributes. 

5.
At this stage the application query is realized by a physical execution plan on sensors and operators. 

To illustrate how the query processing works from beginning to end, consider Figure 5 which shows the query plan for Query (1). In the figure, we denote a virtual sensor that is able to observe a specific ( EQ entity\s\do5(i), EQ attribute\s\do5(j)) pair by a triangle annotated with  EQ VS{entity\s\do5(i)\,attribute\s\do5(i)}. A localization virtual sensor is instantiated based on an available SATLite implementation. Notice how at the bottom of the tree, the data coming from the PEOPLE table and the virtual sensors is joined with the new  EQ X\s\up5(*) operator to create a stream containing a version of the table with all the observable attributes populated. In this example, the PEOPLE table has 1 observable attribute (Location) and 2 rows (one for Peter and one for Mary). 
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Figure 5: Query plan for Query (1)
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