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Project Background

RESCUE - Responding to Crises and Unexpected Events – is a five-year research project funded under NSF’s Large Information Technology program.  This project involves seven major research institutions located throughout the U.S.; over 40 faculty and senior research staff members with backgrounds in computer science, social science, and engineering; over 60 graduate and undergraduate students; and 30 government and industry partners.  This project is beginning its third year. 
The purpose of this strategic plan is to present a three-year strategy that provides focus for RESCUE so that it 1) maximizes the potential for achieving ‘big science’ results, and 2) ensures that the project results in research/tools/artifacts that significantly benefit the end-user community (first-responders, response organizations, public) in responding to crises.  The sections that follow discuss RESCUE’s mission, overarching objectives, and strategies through which the mission and objectives are being pursued. Special emphasis is given to the manner in which projects are integrated and to the manner in which these projects relate to RESCUE’s broader goals. We start with a brief statement about the challenges of crisis response.
Effective crisis response involves measures undertaken to protect life and property before, during, and immediately after a disaster strikes. Such activities may span a few hours to days or even months, depending upon the magnitude and scope of the event.  Depending upon the scale of the disaster, crisis response may be a large-scale, multi-organizational operation involving many layers of government, public authorities, commercial entities, volunteer organizations, the media, and the public. In a crisis, these entities work together as a virtual organization to save lives, preserve infrastructure and community resources, contain or prevent secondary disasters, and reestablish normalcy within the community.  During a crisis, responding organizations confront many uncertainties when making critical decisions. These organizations must gather situational data (e.g., state of the civil, transportation and communication infrastructures) and merge it with information about available resources (e.g., medical facilities, rescue and law enforcement units).  Clearly, there is a strong correlation between the accuracy, timeliness, and reliability of the information available to decision-makers, and the quality of decisions made by these individuals.  These decisions ultimately have a profound impact on the effectiveness of the response.  

Challenges in bringing accurate, timely, and relevant information to decision-makers during a crisis arise because of the scale and complexity of the problem, the diverse nature of data and their sources, the state of communication and information infrastructures through which information flows, and the complex and dynamic nature of the responding organizations. Specific challenges include:

· Information relevant to decision making may be dispersed across a hierarchy of storage, communication, and processing units – from sensors (in-situ sensors, satellite imagery, remote sensing) where data is generated to diverse heterogeneous knowledge and databases belonging to autonomous organizations. 
· Critical information may reside across various modalities – e.g., field-observations communicated via voice conversations among emergency workers, video data transmitted from cameras carried by first responders, sensor data streams, and textual and relational information in databases.
· Information must be transferred across highly distributed, mobile infrastructure consisting of heterogeneous communication channels and systems that are prone to failures and vulnerable to attacks during a crisis. 
· Information may need to be shared across loosely coupled, diverse, and emergent multi-organizational networks in which different entities play different roles in response activities, have different needs and priorities, have different cultures, and may have vastly different capabilities with respect to technology utilization. 
· Emergency response organizations may or may not have policies in place for data sharing and collaboration.  Furthermore, these organizational networks may rapidly reconfigure to adapt to the element of surprise in a crisis event. 
· Finally, communicating crisis relevant information to the public must consider the diversity of available media for information dissemination, the demographics of the recipients, existing social structures, and various forms of social behavior that can emerge during a disaster.
Mission Statement

The mission of RESCUE is to enhance the ability of emergency response organizations and the public to mitigate crises, save lives, and contain secondary and indirect human and economic loss. RESCUE is carrying out this mission by radically transforming the ways in which these organizations gather, process, manage, use and disseminate information during man-made and natural catastrophes.  

Objectives

To achieve its mission, RESCUE is focusing its work on seven objectives.  These objectives are:

· Develop technologies to dramatically improve situational awareness of first-responders, response organizations, and the public by providing them with timely access to accurate, reliable and actionable information about the disaster. 

· Develop technologies that enable seamless information sharing and collective decision making across highly dynamic virtual organizations consisting of diverse entities (government, private sector, NGOs)   
· Develop robust communication systems that continue to operate in crisis situations despite partial or total failure of infrastructure and increased communication demands. 
· Develop technologies that can be used for timely and customized dissemination of crisis information that inform the public at large thus enhancing the abilities of the affected populations to take appropriate self-protective actions. 

· Explore the privacy challenges that emerge as a result of infusing technology to improve information flow in crisis response networks and the public. 
· Create awareness and educate the scientific community and industry on emergency response needs, barriers to technology adoption and implications of technology infusion in society.  
· Promote interdisciplinary education at all levels (graduate, undergraduate, K-12) and across diverse student groups to expose the future community of citizens to issues in emergency management and homeland security – an area of global and national importance.

Strategies

The strategies used to achieve these objectives fall into two main categories.  The first, overarching strategies are cross-cutting and apply to all research activities. The second are project specific strategies that aim at achieving specific technical objectives and that may apply to one or more research tasks.   

Overarching Strategies
At the most general level, RESCUE’s research and implementation activities are based on five main strategies. These strategies and associated accomplishments in Years 1 and 2 and plans for Years 3 to 5 are to
· Structure RESCUE research to focus on a small set of problem-focused, multidisciplinary research projects that are driven by end-user needs and that also offer significant opportunities for groundbreaking scientific contributions. 
[Progress in Yr1 & Yr2:  Significant progress has been made in a large number of RESCUE projects.  These projects have been created within the context of information flow; over 200 technical papers and reports have been published in just the first two years of this project.  Plans for Yrs 3-5:  to consolidate research activities, RESCUE has re-organized the research plan so that all research falls under one of the five major research projects: 1) situation awareness, 2) sharing, 3) information dissemination to the public, 4) robust communications, and 5) privacy.  By re-organizing under this new strategy, we believe that our potential for impacting crisis response activities has been increased significantly.  To help ensure progress toward this goal, RESCUE has established a Technical Advisory Committee (external) that will work directly with a newly-formed Technology and Artifacts Committee (internal).]
· Create a set of living laboratories and simulations that serve as testbeds, which mimic “real-world” conditions for regional and incident-level crises and that reflect RESCUE’s mission and objectives. 

[Progress in Yr1 & Yr2:  Four testbeds have been established that consider crises of different sizes and levels:  Transportation (regional disasters), CAMAS (localized response), GLQ (dynamically-evolving crises); and the Champaign, IL testbed (combination of local and regional response).  Plans for Yrs 3-5: work will continue to complete and/or refine testbeds to meet end-user and researcher requirements.  Ultimately, artifacts developed as part of these testbeds will be shared with government partners and other users.]
· Develop integrative artifacts that will serve as a legacy for the RESCUE project, thus ensuring that the broader impacts of this five-year research program are realized.
[Progress in Yr1 & Yr2:  Several different component artifacts were identified and are in different stages of development and maturity. Examples include RAPID – a peer based solution for fast dissemination over the internet – developed in collaboration with the City of LA, Traust – a trust based authorization service for open systems, and a cell phone based localization system..  Plans for Yrs 3-5: We have transitioned from component artifacts that highlight a single technology into integrative artifacts that fuse a range of technologies into larger solutions that address the specific needs of crisis response.  A Technology and Artifacts Committee has been created to work with the Technical Advisory Committee to help prioritize integrative artifact development thus ensuring that resources to follow through with development are available]
· Actively engage end-user community throughout the life of the project to validate the efficacy of the research and to serve as early adopters or testers of research products generated from RESCUE.
[Progress in Yr1 & Yr2: Formed a Community Advisory Board (CAB) to help define initial research priorities; instituted several internships within government agencies to facilitate direct interaction between researchers and government partners; involved end-users in the development of several RESCUE artifacts to ensure transferability of products and research; Plans for Yrs 3-5: create an External Interactions Committee to work directly with CAB to implement outreach programs and other technology transfer activities.]  
· Address the social, organizational, and cultural contexts in which technological solutions are adopted and implemented in order to better understand how appropriate technologies can be developed and transferred to users. Create awareness of issues in scientific and industrial communities through workshops, focus groups, panels and open testbeds.
[Progress in Yr1 & Yr2: Research conducted by UC-B with the City of Los Angeles has identified the challenges, opportunities, and potential rewards associated with technology adoption and implementation.  Similar efforts have taken place at Champaign, IL, the City of San Diego and Caltrans.  Plans for Yrs 3-5: expand studies to include other government partners; create interactions with industrial community (e.g. IBM Research) to develop meaningful technology offerings for crisis response; seek opportunities to bring in participation from non-RESCUE institutions by opening testbeds and drills to other universities (e.g. Georgia Tech)]
· Actively engage a broad range of student populations through a multi-course interdisciplinary series on emergency response and focused research projects for graduate, undergraduate students. Create a concerted K-12 outreach effort through demos, lectures and internships. Leverage campus-level programs for underrepresented groups (e.g. California Alliance for Minority Participation and Women-in-CS) to actively recruit minority students.  
[Progress in Yr1 & Yr2:  Created an infrastructure for multidisciplinary research, i.e. the RESCUE Living Lab with unique instrumented spaces, access to emergency drills and exercises and a digital library of crisis response resources; revitalized curriculum and introduced a new multidisciplinary course series on crisis response, revitalized project oriented courses by providing new “real-world context”; exposed students to a practitioner’s world through internships within government agencies; Plans for Yrs 3-5: reinforce the interdisciplinary research curriculum through course offerings; expand UG participation significantly through focused projects; create a targeted K-12 effort; continue efforts to recruit underrepresented populations into the RESCUE student pool ]  

Specific Strategies to Meet Individual Project Objectives
Project-specific strategies are also being employed, consistent with the mission, objectives, and overarching strategic approaches.  These strategies are to:
· Develop rapidly deployable communication systems that leverage all available access media (cellular, mesh networks, satellite, Internet, Wi-Fi) in providing or enhancing connectivity at crisis sites, and explore adaptive communication solutions to meet surge capacity needs at a regional scale during and in the immediate aftermath of crises. 

· Develop systems and methodologies that address risk communication needs to public across a broad range of scenarios using a “case-study” based approach.  Factors such as crisis location, urgency level (of information dissemination), and recipient characteristics must drive the scale and level of information customization in these systems
· Design and develop a scalable, policy-driven information sharing architecture that is robust under crisis conditions and that incorporates flexible policy languages to support diverse user needs, while at the same time enabling a user-friendly policy management system.

· Adopt a user-driven, scenario-based approach to explore privacy issues and concerns for different situations in which technology is used to gain better situation awareness, share critical data and information between organizations and when personalizing information is collected to customize information disseminated to the general public. Design privacy technologies to address these concerns. 
· Explore how multi-modal input from various sources and sensors can reduce the uncertainty associated with situation assessment, and how these assessments can improve decision making during a crisis. 
Project Structure

The RESCUE project plan is built around three major components: integrative research projects, artifacts, and integrative testbeds.  The integrative research program allows RESCUE to leverage the project’s resources to explore and develop holistic solutions to complex, crisis response issues.  By implementing a multi-disciplinary approach to solving these problems, the RESCUE project is able to address the socio-political and organizational contexts in which critical decisions are made during a crisis. Multi-disciplinary collaboration also makes it possible for RESCUE to address other challenges, such as those associated with public warnings during crisis conditions. Holistic solutions to crisis response challenges are needed if the project is to have a broad impact on current practices in emergency response.  In order to ensure broader impacts, RESCUE has committed significant resources to the development of project artifacts.  These artifacts are in many cases the result of multi-investigator collaborations.  Within the vision of RESCUE, these products constitute the legacy of the RESCUE after the project ends.  Finally, to validate the efficacy of our research, we have developed a set of large-scale testbeds that will test and evaluate our research findings in different crisis response settings.  We are able to simulate disasters within the context of large regional events, e.g., an earthquake, as well as localized disasters that may occur as a result of a terrorist attack.  

Together, these three components form the basis for achieving groundbreaking research, developing validated solutions to complex crisis response issues, and providing for a legacy that lives beyond the five-year life of RESCUE. 

Integrative Research Projects: Five major multidisciplinary research projects have been established that together enable the RESCUE team to pursue focused research that supports our mission of dramatically improving the ability of emergency response organizations to gather, process, manage, use and disseminate information during man-made and natural catastrophes. These projects are a new element of the RESCUE program; created to address NSF’s recommendation to focus RESCUE on a few large innovations. Our objective in these projects is to explore novel interdisciplinary research ideas that have the possibility of “high impact” – approaches that are usually difficult to follow when PIs work in isolation along narrowly defined disciplinary boundaries. The specific objectives, grand challenges, broader impact opportunities, and expected results, as well as concrete tasks and timelines for each of these projects, are discussed in a later section of this strategic plan.  The five projects are: situation awareness (SAMI), information sharing (PISA), robust communications (ENS), information dissemination, and privacy.
Testbeds: Four testbeds have been created for the purpose of evaluating RESCUE research. The Transportation Testbed, led by ImageCat, simulates an evacuation activity in case of a large regional disaster (such as earthquake in LA area).  Online software called INLET has been developed that enables researchers to quantify the efficacy of various IT solutions by examining the impact on highway performance both with and without improved information technology. The UCI CAMAS testbed creates a campus level pervasive environment that supports a variety of networking and sensing capabilities. The pervasive infrastructure enables monitoring, instrumentation, and recording of campus level drills as well as testing technologies in that context. A multi-agent response activity simulator (DrillSim), fully integrated with the pervasive infrastructure has been built both as a training tool and a tool for what-if analysis.  The GLQ testbed at San Diego serves as a living laboratory for deploying and testing variety of communication technologies such as hybrid wireless mesh network connected to the Internet over multiple long-haul point-to-point wireless links. The infrastructure offers not only crucial data on the pattern of user traffic over a wireless mesh network but also a wideband Internet access infrastructure to public and law enforcement agencies. Finally, the Champaign, Illinois Testbed – a result of active participation of user community in RESCUE research – consists of a set of response organizations willing to serve as a testbed for deployment, testing, and validation of RESCUE research focusing on secure data sharing. It provides an opportunity to explore challenges and study the efficacy of IT research and solutions in a smaller-city setting. Our ongoing discussions with multiple response organizations in LA, Orange, and San Diego County will provide additional opportunities to test technologies from multiple perspectives. 
Integrative Artifacts: While each one of the research projects above involves long-term research explorations, we are making a concerted effort to build derivative system artifacts of direct value to response organizations. Building such artifacts serves multiple purposes: (1) they provide focus and context for research and expose new research challenges at interdisciplinary boundaries, (2) they provide concrete mechanisms to create and sustain collaborations amongst PIs, (3) they help to engage input from the user community in all phases of research: design, prioritization, testing, and validation,  (4) they provide natural conduits to explore technology transfer opportunities, and (5) they can serve as a legacy of the RESCUE program beyond the five years of funding of the project. Artifacts chosen have an associated partner from the user community who will serve in an advisory capacity and/or participate in the artifact development and will also serve as early adopters and testers.  The following are the eight artifacts of RESCUE research that are slated to be developed in the next 3 years. (i) A smart  reconnaissance system that realizes the “humans-as-sensors” concept from multimodal human-generated input (led by ImageCat), (ii) An integrated information dashboard that supports monitoring and analysis of dynamic & evolving large-scale crisis activities (led by UCI), (iii) a robust networking solution for use at crisis sites (led by UCSD), (iv) an RESCUE enterprise service bus (ESB) for loosely coupled data sharing environments (led by UCSD), (v) a policy-engine for specifying and enforcing organizational policies for secure information sharing  (led by UIUC), (vi) a scalable real-time alert system that exploits a peer-based infrastructure for rapid delivery of short-term warnings (led by UCI), (vii) a customized risk communications system that serves diverse populations by adapting message content and delivery channels based on context and recipient characteristics (led by UCI), and (viii) a internet-based loss estimation tool for transportation systems (led by ImageCat). 
Integrative Research Projects
A summary of each of the five major RESCUE projects is provided below.  In Appendix A, a detailed timeline with tasks and associated investigators is also provided.
Project Title: Situational Awareness from Multimodal Input (SAMI)

Project Lead: N. Ashish (UCI)
Project Participants: UCI - C. Butts, R. Jain, D. Kalashnikov, S. Mehrotra, P. Smyth, N. Venkatasubramanian, U. Westermann, UCSD –Hegde, B.S. Manoj, S. Park, B. Rao, M. Trivedi, ImageCat - R. Eguchi, C. Huyck 

Other Project Members:  8 Students, 3 Post-docs, 1 Programmer

Project Summary:  Our objective in SAMI is to design and develop technologies that can create actionable situational awareness from the avalanche of heterogeneous multi-modal data streams (audio, speech, text, video, etc.) including human-generated input (e.g., first responders’ communications, field reports, etc.) during or after a disaster.  Such technologies are of profound importance to first responders since response activities that occur as the disaster unfolds are decision-centric and decisions in our view depend directly on the situational awareness available. Awareness of the situation (past, present, and predicted future) which constitutes information about people (their vulnerabilities, location, demographics), resources (food, water, shelter) and progression of the event and activities (plume spread, storm track, evacuation progress) as well as implications of actions or inactions are amongst the most important factors that influence the quality of such decisions and hence efficacy of the response.  From a technology perspective, we see limitations in two major areas for situational awareness, namely information and data management technology and in signal analysis, interpretation, and synthesis; we aim to significantly advance these technologies in SAMI. Our approach is based on the notion of events as fundamental building blocks in situation awareness applications. Our research and development efforts in SAMI will cover 3 areas - situational information management, signal analysis and synthesis of situational information, and also an analysis environment for SA applications. 
Grand Challenge: The grand challenge in this project is to develop general-purpose tools/technologies/methodologies for building situational awareness applications across a wide variety of domains. Today, such applications are built in-house using a variety of data and knowledge management technologies and signal analysis techniques integrated in an ad-hoc way.  Most existing situational awareness systems do not adequately separate "media-specific" analysis from "application-specific" analysis in a straightforward way.  Applications operate directly on signal inputs leading to complex designs, and rigid systems that cannot be easily extended with additional analysis or input from other modalities. Furthermore, the approach inhibits exploiting multimodality data or domain knowledge and context for situation understanding in any principled way.  The data model and abstraction provided by existing data management systems is at too low a level for representing and reasoning about real-world activities - steps necessary for building situational awareness applications. 
Project Focus: Our effort in SAMI focuses on three interrelated components of a situational awareness system. A system for data ingest that extracts, fuses, synthesizes, situational information from multimodal input; a situational information management system that models, represents activities and supports queries; and an situational analysis and visualization system.  In SAMI, we are undertaking an event-oriented approach to building situational awareness. Such an approach has several advantages: events provide a natural way to abstract situational information from lower-level signal data; it supports a clean separation between media-level and application level (semantic) events; it enables incorporation of semantics and context when analyzing multimodal data and reasoning about situations; and it provides a generalized abstraction for situation representation that can be used to build data management technology for situational awareness applications. Our research will explore how events can be used as a fundamental abstraction for each of these component systems. In the data ingest component, the focus will be on integrated analysis of text, video, and speech inputs. An event-based approach will be exploited to incorporate contextual information and domain knowledge in signal analysis. An event model and corresponding query language and analysis tools that can serve as general purpose technologies for building a variety of situational awareness applications will be explored. Using the above research, we will develop two situational awareness artifacts. A smart reconnaissance system will be developed that realizes the “humans-as-sensors” concept from multimodal human-generated input.  Such a system will be demonstrated on data from specific disasters (e.g., Hurricane Katrina) for which we have collected datasets and data streams (including speech input from field-level observers). The other system is an integrated information dashboard that supports monitoring and analysis of dynamic & evolving large-scale crisis activities by providing seamless access to situational information spread over variety of information sources (human-as-sensors, field observations, news, simulations, crisis site input, etc.). Incorporating speech input from the public in the form of incident reports, including models to associate reliability with such input, will be an important component of such a system.  We envision multiple uses of such a system such as in an emergency operations center or in the form of a public information portal.  
Expected Results and Artifacts: We expect two major scientific achievements: (1) an event-oriented situational data management system that seamlessly represent activities (their spatial, temporal properties, associated entities, and events) and supports languages/mechanisms/tools to build situational awareness applications, (2) a robust approach to signal analysis, interpretation, and synthesis of situational information based on event abstraction.  We expect to develop two artifacts -- an information reconnaissance system for disaster data ingest, and an integrated situational information dashboard that aids decision making.  We expect to gain valuable insight into disaster response information and awareness needs through such application development.  

Plans for Broader Impact and Outreach:  SAMI has the potential to significantly improve crisis response by providing decision-makers access to accurate, timely and reliable information about crisis. The biggest impact of SAMI is to first-responders and response organizations in the form of a decision-aid tools that provide better situational awareness.  The next generation situational awareness tools incorporate multimodal inputs, in particular, human generated inputs from crisis workers and citizen journalists. Our primary plans are to engage first responder organizations in the context of artifacts. We have begun interactions with the City of Ontario Fire Department who is in the process of building new state of the art Emergency Operations Center for the City of Ontario. In partnership with the City of Ontario officials, we will be co-developing a portal based information dashboard for specific EOC personnel (e.g. information officers).  Our initial step at this is to develop a portal-based dashboard suited for general public.  An early adopter of the smart reconnaissance system described earlier is Caltrans, California’s state government entity for transportation.  Finally, ImageCat, a key institution in the SAMI effort is involved in several field work related efforts to obtain reconnaissance subsequent to the disaster including recent disasters such as Hurricanes Katrina, Rita, and Charley, the Southeast Asian Tsunami and the Bam earthquake in Iran.  The smart reconnaissance system will be used in several future disasters to enable easier ingest of situational information.  The technology we are aiming to build is general purpose and we see numerous potential uses for this general situational awareness technology in other domains besides disaster response.
Project Title: Robust Networking and Information Collection 
Project Lead: B. S. Manoj 

Project Participants: R. Rao (UCSD), , Ganz Chockalingam (UCSD), John Zhu (UCSD), B. Jafarian (UCSD), S. Mehrotra, and N. Venkatasubramanian (UCI) 

Project Team: 5 Students (2 for robust networking and 3 for information collection), 1 Post-doc, 2 Programmers  

Project Summary:  Our objective is to develop systems that provide computing, communication, and higher layer services at a crisis site. The site may lack electric power, fixed communication networks may be unpredictable, and responders might bring in heterogeneous mutually conflicting communication technologies. The goal is to develop a system that can operate under such extreme conditions by consolidating and enhancing available systems and seamlessly extending new capabilities to all end users and devices as communication services get incrementally restored.  Our approach will include development of new systems for local deployment as well as the leveraging of unaffected infrastructure adjacent to the crisis site. Data frequently collected for network management (e.g., traffic intensity, individual user location, population density) will be stored, tagged and made available to other higher level applications such as SAMI (described above).

Grand Challenges: The grand challenge in this project is restoring computing, communication, and higher layer services at a crisis site in a manner that is focused on the needs and opportunities that arise proximate to the crisis (in both time and space dimensions.)  Commercial systems are often based on assumptions that fall apart during a crisis when large-scale loss of power, destruction of antenna masts and servers are common.  Commercial services also incorporate elements important for day-to-day business (such as the need to compete with other similar providers) that are largely irrelevant during a crisis. For this and other reasons, full restoration of commercial systems rarely occurs fast enough to support basic search and rescue missions or the securing of assets in the immediate aftermath of a crisis when the potential for saving survivors and surviving property is very high. Furthermore, self contained relief organizations that arrive at a crisis site often carry communication equipment that fail to interoperate, are inadequate for the operations and may even interfere with each other making the task of forming an ad-hoc organization harder. In summary, the challenge is to compose a solution to assist in crisis response that is designed to serve the dynamically evolving situation at the crisis site.

Project Focus: The focus of this effort is not to invent an entirely new stand alone system which, if universally adopted, would provide robust services. Instead, to lower costs and leverage prior investments, our focus is to judiciously introduce systems into the field that bring some new capabilities but dynamically federate operational elements of preexisting systems at or adjacent to the crisis site on an ongoing basis. The goal is to deliver predictable services through architectural innovations that can support the management of heterogeneous systems. Furthermore, to support the overall mission of RESCUE we will develop innovative intelligent data collection mechanisms which glean information from the communication environment for use by other aspects of this effort.
Expected Results and Artifacts: Expected outcomes of this project include: 1) development of a hybrid wireless networking system (including architectural design, protocol stack and control algorithm design, performance analysis and field experiments) to support operations at a crisis site; 2) developing a programmable hardware platforms for rapid transitioning of new research solutions to the field; 3) developing cross-layer techniques for dealing with surges and failures in existing and deployed communication infrastructures; 4) identifying approaches to extracting data from today’s deployed network that will be useful in emergency management and 5) design solutions that addresses tradeoffs of timeliness, accuracy and reliability in data collection from crisis network components.
Plans for Broader Impact and Outreach: In order to achieve a broader impact, we have identified opportunities to test, evaluate and socialize the elements described above at drills and other persistent small-scale deployments. For example, the cellular phone based location tracking system is currently being tested for accuracy (and broader use in fleet management) through the UCSD campus shuttle system.  We are also exploring the use of the system in situations other than emergencies, such as Internet provisioning in rural areas, inexpensive community networking in residential areas, and bridging the digital divide in developing and underdeveloped countries. We plan to share these and other findings at multiple technology forums We also plan to develop a software simulation tool to study the survivability of cellular networks during large scale disasters such as earthquakes. This software simulation tool will be integrated with earthquake simulators such as INLET to study different networking solutions for disaster response. 
Project Title: Policy-driven Information Sharing Architecture (PISA)
Project Lead: M. Winslett (UIUC)
Project Participants: K. Seamons (BYU), S. Pasco (UCSD), N. Ashish (UCI), J. Sutton (UC-B), K. Tierney (UC-B). 
Other Project Members: 2.5 Students, 0.5 Post-doc, 0.5 Programmer
Project Summary:  The objective of PISA is to understand data sharing and privacy policies of organizations and individuals; and devise scalable IT solutions to represent and enforce such policies to enable seamless information sharing across all entities involved in a disaster. We will design, develop, and evaluate a flexible, customizable, dynamic, robust, scalable, policy-driven architecture for information sharing that ensures the right information flows to the right person at the right time with minimal manual human intervention and automated enforcement of information-sharing policies. The information management community has already noted the importance and the difficulty of undertaking such an effort
.

We propose a policy-driven approach to information collection and dissemination to determine what, when, and where information is collected.  Policies determine what can be done with collected information under given conditions, including accepting user requests to view information (pull dissemination), who should automatically be sent information (push dissemination) and in what manner (customized dissemination) the processes that can be applied to information (e.g., can/must it be integrated with information from another source), and obligations that result from performing these actions on information (e.g., logging of access).

Grand Challenge: (1) Design an architecture that will provide efficient enforcement of policies at run time even in the presence of fine-grained policies, many users, many policies, many data sources, and heavy load; (2) Develop policy languages that are sufficiently expressive while still retaining formal semantics; (3) Ease of policy understanding, analysis, and update; (4) Resilience against attack, and (5) User acceptance.  
Project Focus: 
PISA will focus on understanding policy needs and designing an appropriate architecture for the following usage scenarios: (1) A derailment with accompanying chemical spill in Champaign, Illinois. (2) Redirecting surveillance cameras and other sensors in hallways at Champaign Central High School and/or Champaign’s Marketplace Mall during response to a hostage situation.  The Champaign city manager, city IT director, and first responders have committed to participating in such a study and specifically requested the derailment scenario.  Scenarios will include roundtable discussions directed by RESCUE sociologists between city officials, first responders, and other stakeholders, and will focus on the city’s response to disasters of each type.  Both scenarios will deploy an architecture that makes use of the SAMI event database, RESCUE Enterprise Service Bus being developed to enable data sharing in loosely coupled environments, and an extensive store of GIS data for Champaign.  The appropriate information sources to use in the scenarios will be identified by city personnel, first responders, and other stakeholders.  The types of information sources and the requirements for the runtime environment will determine the appropriate architecture for policy enforcement and will drive our choice of approach to the other grand challenges of PISA. Suitable extensions will be made to the RESCUE Enterprise Service Bus to facilitate its usage in diverse set of organizations and sharing scenarios including the scenarios considered to drive the policy research. 
Expected Results and Artifacts: We will develop the first techniques and tools for scalable policy management and new attacks and attack defenses for attribute-based authorization systems (two important research areas in their infancy). Policy languages are a young but very active area of research, yet researchers rarely use the proposed languages in real scenarios; lessons learned and language extensions that we propose from doing so will guide future policy language research.  Our work on policy management will build on top of our ongoing effort on developing a RESCUE Enterprise Service Bus aimed at creating a data sharing system that can support dynamic coalitions. We will obtain insights into disaster management in medium-size cities and gain understanding into the factors affecting user acceptance of new IT for disasters.

Plans for Broader Impact and Outreach: Policy-driven architectures are an emerging concept applicable across the entire spectrum of security and privacy issues and applications.  Lessons learned in the PISA effort will carry over to many scenarios outside of disaster response.  PISA will have an impact on the City of Champaign, which is quite worried about the possibility of derailments with chemical spills.  The city intends to pursue additional funding for further development of any technology from the RESCUE project that looks very useful for Champaign; this may have a spillover effect for other cities.  PISA is an excellent opportunity to learn more about the sociology of disaster management in medium-size cities - clearly different from that of large cities; lessons learned may be helpful for the hundreds of midsize cities in the US that face a variety of types of disasters.
Project Title:  Customized Dissemination in the Large 
Project Lead: N. Venkatasubramanian (UCI)
Project Participants:  UCI – S. Mehrotra, C. Li, UC-B – K. Tierney

Other Project Members: 6 Students, 1 Programmer 
Project Summary: This project will focus on information that is disseminated to the public at large specifically to encourage self-protective actions, such as evacuation from endangered areas, sheltering-in-place, and other actions designed to reduce exposure to natural and human-induced threats. Specifically, we will develop an understanding of the key factors in effective dissemination to the public in various disasters and design technology innovations for conveying accurate and timely information to those who are actually at risk (or likely to be), while providing reassuring information to those who are not at risk and therefore do not need to take self-protective action.  
Grand Challenges:  There are three key factors that pose significant challenges (social and technological) to effective information dissemination in crises situations – variation in warning times, determining specificity of warning information to effectively communicate to different populations, and customization of the delivery process to reach the targeted populations in time over possibly failing infrastructures.   Our approach to address these challenges is a focused multidisciplinary effort that (a) understands and utilizes the context in which the dissemination of information occurs to determine sources, recipients, channels of targeted messages and (b) develop technological solutions that can deliver appropriate and accessible information to the public rapidly. The ultimate objective is a set of next generation warning systems that can bring about an appropriate response, rather than an under- or over-response.
Project Focus:  To lend focus to the project, we will address the above challenges in the context of the following two case studies that represent two extremes along the time spectrum:

· Real-time seismic alerts: Very short term alert technologies such as those currently being studied in the State of California.  Timelines here range from minutes/seconds before impact to 1 hour after impact; our focus consumer will be school and parent populations in the State of California.

· Longer-term warnings for hurricanes:  Techniques to reach highly diverse populations effectively when ample warning time is available.  The scope of this effort ranges from 3 days before the disaster to 3 days after. 

For these scenarios, the scientific grand challenges that will be addressed in our efforts include:

· Understand dissemination scenarios: by identifying and studying the role of factors involved  in decision making to enable decisions regarding when, what and whom to warn to avert the usual problems of normalcy bias and over-response.

· Supporting customization needs: through flexible, timely, and scalable technologies including peer-based publish/subscribe architectures. 

· Scalable, robust delivery infrastructure: to build highly scalable, reliable and timely dissemination services from unstable and unreliable resources using a peer-based architecture for both wired and wireless dissemination. 
Expected Results and Artifacts:  Expected research outcomes of this work include: (1) a methodology for determining customization needs and for risk communications in adverse situations that incorporates societal implications of the communication (2) systems and strategies for customization notification that supports accurate and rapid targeting of the most vulnerable populations (3) techniques for flash dissemination in crisis contexts that enables delivery of urgent communications to large number of users in a very short period of time over unreliable networks (4) techniques to support efficient use of scarce wireless resources to reach mobile recipients reachable over wireless devices.   Our efforts are expected to culminate in two artifacts: (1) a scalable rapid real-time alert system and (2) a customized risk communications system capable of reaching diverse populations based on context and recipient characteristics.
Plans for Broader Impact and Outreach:   We plan to address the selected scenarios in greater detail by conducting focus groups and stakeholder workshops that include  state and city government officials responsible for real-time alerts and public alerting, members of the scientific and engineering communities dealing with seismic and hurricane events (USGS, NOAA), private organizations (School Broadcasting Company) and potential consumers of alert information (representatives of parent organizations, school officials at various levels). Our outreach partners for the technology developed for Real-time Seismic Alerts to Schools include the Office of Emergency Services for the State of California, the Emergency Preparedness department for the City of Los Angeles and the School Broadcasting Company. RESCUE will contribute to real-time earthquake alert systems that the state is slated to develop for real-time alerts with schools and parents being a specific target consumer.  Our initial outreach partner for longer term warning portals is the City of Ontario Fire Department (OFD) with whom we have initiated the development of the City of Ontario Emergency Information Portal (OEIP) that will bring together various information sources useful to the public in a crisis, handle citizen donation management, and carefully integrate dynamic information available via in-house emergency management software (e.g. WebEOC).
Project Title:  Privacy Implications of Technology 
Project Lead: S. Mehrotra (UCI)
Project Participants: UCI – C. Butts, P. Dourish, R. Matthews, N. Venkatasubramanian,  UCSD – S. Pasco UC-B – K. Tierney, UIUC – M. Winslett (UIUC)
Other Project Members:  3.5 Students (1.5 student for conducting user studies,  2 students to explore privacy technologies),  25% Programmer.
Project Summary: Privacy concerns in infusing technology into real-world processes and activities arise for a variety of reasons, including unexpected usage and/or misuse for purposes for which the technology was not originally intended. These concerns are further exacerbated by the natural ability of modern information technology to record and make persistent information about entities (individuals, organizations, groups) and their interactions with technologies – information that can be exploited in the future against the interests of those entities. Such concerns, if unaddressed, constitute barriers to technology adoption or worse, result in adopted technology being misused to the detriment of the society. Our objective is to understand privacy concerns in adopting technology from the social and cultural perspective, and design socio-technological solutions to alleviate such concerns.

Grand Challenge: The grand challenge guiding our research is whether Information Technologies can be designed with “knobs” that can be used to control disclosure of information amongst entities (individuals, organizations, government) with the objective of empowering technology adopters to fit the technology into existing  (and possibly dynamically evolving) societal and cultural expectations with respect to privacy. Given that diverse technologies can be used (or misused) in different, as-yet unimagined ways, leading to a multitude of privacy issues, it is unlikely that there is a single prescriptive technological solution or approach that will fully solve all privacy concerns. However, there may be a set of “best practices” – including minimal data collection; limiting and, if possible, eliminating the opportunity for information disclosure and inference from use of technology;   establishing clear policies about information collection/use/sharing; dynamically adaptive information collection and sharing that can be tuned based on specific situations and functionalities required; collecting data in such a way that it is useful only for purposes explicitly specified thereby eliminating the need for  individuals to trust organizations with their data – that can provide benefits to a range of circumstances.  Our goal is to explore such practices over a chosen set of technology usage scenarios and address technological challenges in realizing and implementing such practices:  policy languages that support privacy policies and data sharing/collection policies to be specified. 

Project Focus: The project focuses on understanding privacy concerns for a set of chosen technologies we are developing in RESCUE and their usage scenarios (described below). From studies of such scenario, we will gain insight into the nature of privacy concerns that arise, and explore privacy preserving technologies that can be used to alleviate privacy concerns. Another outcome of such studies might be a shared, common, privacy vocabulary/framework to talk about privacy issues in technology adoption and usage.
· Observation systems for situation monitoring: we will consider privacy concerns in using the multimodal pervasive infrastructure (consisting of video, audio, motion tracking, RFID, etc.) deployed at UCI. The infrastructure is being developed for variety of purposes including monitoring and recording emergency drills to building surveillance application. 
· Customizable information dissemination technologies: We will consider privacy concerns in usage scenarios such as real-time seismic alerts to schools and organizations in California, and hurricane warning systems to provide customized warning to a large population. Above scenarios are being studied in the context of Information Dissemination project of RESCUE and we will leverage such studies to understand privacy challenges that arise. 
· Technologies for inter-organizational data sharing: We will explore privacy concerns in two usage scenarios: a study of information exchange and interactions amongst various organizations at Champaign in case of a derailment with a chemical spill (described as part of PISA project) and a study of (government. & non-government.) inter-organization information exchange at Orange County. We have established ties with the Center of Unconventional Security Affairs (CUSA) at UCI whose members include all local law enforcement agencies and a representative selection of large and medium businesses in the areas of health services, financial services, retail, entertainment, IT and real estate. CUSA also is linked to the Homeland Security Advisory Council Region 1 and the Terrorism Early Warning Groups for Los Angeles and Orange Counties, both of which are interested in research on this issue. The proposed study will build on research on business continuity planning and emergency response already underway at CUSA.  

The approach to research in each of these studies would be to understand privacy concerns (through interactions, roundtable discussions, end-user participation, and workshops), determining “best practices” (minimal data collection, limiting information disclosure/inference, establishing clear policies for information collection/use/sharing,  etc.), exploring how such practices can be realized technologically (policy languages, enforcement mechanisms, information hiding techniques such as data perturbation, anonymization, etc.), and studying how technological innovation influences technology adoption. 

Expected Results and Artifacts: We expect to gain deep insight into privacy concerns in infusing technologies into real-world activities in general. Furthermore, we expect to very significantly advance state-of-the-art in privacy technologies. Based on these advances, we expect to design at least one information technology solution (viz. multimodal observation systems) with appropriate privacy “knobs” to control the amount of information collected disclosure and to explore the resulting privacy versus utility tradeoffs. Additional expected result is a shared common vocabulary to express privacy concerns, and a set of “best practices” that can be adopted to limit or eliminate a broad range of privacy concerns in technology usage.

Plans for Broader Impact and Outreach: The above studies will provide insight into challenges in developing socially conscious technologies. Lessons learnt could influence scientific community exploring such technologies. Privacy technologies developed if transferred to commercial products could significantly influence adoption of technologies for crisis response.
Management Plan 
The RESCUE program is organized and managed to ensure strategic planning and program coordination, project and RESCUE personnel communications, outreach communications, and effective utilization of program resources.  Figure 1 shows the new project organization chart for RESCUE.  This chart depicts management, leadership, and oversight relations. 
As discussed earlier, the RESCUE project has been re-organized in order to focus research activities towards fewer but higher impact efforts, and to achieve more robust interactions with emergency response organizations and industry.  Part of the re-organization strategy has been to create two new internal RESCUE committees that will ensure stronger connections with the scientific and end-user communities: Technology and Artifacts Steering Committee, and External Interactions Steering Committee.  In addition to these two new internal project committees, the Executive Committee of RESCUE has formed a second oversight committee – the Technical Advisory Committee (TAC) – to help guide and validate the efficacy of our research.  The TAC will work along side with the Community Advisory Board (CAB) to ensure that measurable progress is made towards the objectives identified at the beginning of this strategic plan.  The role of each group is described below:
· Executive Committee: 1) Review annual research plan to ensure progress towards project goals; 2) set policy that guides the development of system artifacts and maximizes collaborative research; and 3) work with oversight committees to identify opportunities for groundbreaking scientific research and to secure meaningful end-user collaboration.

· Technical Advisory Committee: 1) Contribute to the development of a RESCUE strategic plan for the remaining three years of the project; 2) provide feedback on annual RESCUE research plans; 3) on an as needed basis, provide advice and guidance on specific technical issues as they relate to the RESCUE project in general or to specific research projects, 4) help identify gaps in research approach and unique new opportunities, 5) make recommendations on program adjustments, and 6) serve as emissaries of RESCUE To a broader scientific community. 
· Community Advisory Board: 1) Provide feedback on ongoing research; 2) help set research priorities from the standpoint of first-responder needs; and 3) facilitate joint projects and/or internships with government partners and organizations.

· External Interactions Steering Committee: 1) Serve as primary link to first-responder community; 2) track other synergistic research activities that help to facilitate interactions with the first-responder community; and 3) monitor testbed development and progress to ensure that they adequately engage researchers as well as government partners.

· Technology and Artifacts Steering Committee: 1) Identify cross-disciplinary research opportunities that can lead to ‘big science’; 2) guide the development of RESCUE artifacts; and 3) working with the External Interactions Steering Committee, identify opportunities to test and validate technologies.

· Research Project Leaders: 1) Develop annual research plan for their respective projects; 2) work with individual researchers to develop detailed task plans; and 3) monitor the progress of each task to ensure that they contribute to project goals and objectives.
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Figure 1.  New RESCUE Project Management Organization

To maximize the project’s potential for achieving ‘big science,’ the Technology and Artifacts Steering Committee will work directly with the Technical Advisory Committee.  It is planned that these two committees will meet at least once per year with one meeting taking place during the annual Principal Investigators (PI) meeting.  In the same way, the External Interactions Steering Committee will meet with the Community Advisory Board to ensure that end-user needs and priorities are considered in the development the annual research plan.  Feedback from these interactions will be shared with each research project leader.

Figure 2 shows a schedule of key milestones for the RESCUE project.  These milestones are divided into two major categories: management and technical.  The management milestones describe key actions or activities leading to the development of a Year 3-5 strategic plan, and subsequent partnerships with government and industry organizations.  The culmination of the RESCUE project will highlighted by a government and industry conference where RESCUE artifacts will be showcased to a broader audience and where strategic partnerships with government and industry will be unveiled.  The technical milestones involve the development of testbeds and artifacts, and programs to validate artifact development.  This aspect of the RESCUE program is described in the Appendix to this strategic plan.
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Figure 2.  Key Management and Technical Milestones for the RESCUE Project

APPENDIX A: Detailed Tasks and Timelines for RESCUE Projects
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APPENDIX B: Detailed Tasks and Timelines for RESCUE Testbeds
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APPENDIX C: Detailed Tasks and Timelines for RESCUE Artifacts
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APPENDIX D: Detailed Tasks and Timelines for Education Plan
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� B. Bhargava, C. Farkas, L. Lilien, and F. Makedon, “Trust, Privacy, and Security.  Summary of a Workshop Breakout Session at the National Science Foundation Information and Data Management (IDM) Workshop held in Seattle, Washington, September 14 - 16, 2003,” CERIAS Tech Report 2003-34, Center for Education and Research in Information Assurance and Security, Purdue University, West Lafayette, Indiana, December 2003.
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Refine, extend, & repeat offerings of the course series



Multidisciplinary Research Projects (MS/Ph.D.)

Inter-institution student exchange program

		Graduate Education

		Undergrad. Education

		K-12 Outreach

		Minority involvement



		Years 1 - 2		Year 3		Year 4		Year 5













































Multidisciplinary course series

Student internships @ partner sites





  Focused ugrad. Research opportunities 



Integrate ugrads. Into artifact & testbed development and usage 

Ugrad. Participation through honors program  





Ugrad participation through international student exchange programs 



Ugrad involvement in RESCUE organized drills and demonstrations



Visits to local schools and community



Involve parents/school officials in stakeholder workshops of RESCUE artifacts



K-12 demos, lectures, internships at RESCUE



Participation of organizations such as girlscouts in RESCUE drills



Leverage campus minority programs for recruiting



Involve community leaders from minority org. in stakeholder workshops for public dissem. systems



Leverage women in science campus org. for ugrad. recruiting



Encourage involvement of campus disabilities services in RESCUE








