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Abstract. The goal of ubiquitous computing research is refine devices to
the point where their use is transparent. For many applications with mo-
bile devices, transparent operation requires that the device be location-
aware. Unfortunately, the location of an individual can be used to infer
highly private information. Hence, these devices must be carefully de-
signed, lest they become a ubiquitous surveillance system.

This paper overviews existing location-sensing mobile devices, vectors for
a privacy invasion, and proposed solutions. Particular attention is paid
to required infrastructure and the accuracy of the location information
which can be stolen. Solutions are examined from the perspective of
attacks which can be reasonably expected against these systems.

1 Introduction

The proliferation of portable electronic devices into our day-to-day lives intro-
duced many unresolved privacy concerns. The principle concern in this paper is
that these devices are being increasingly equipped with communication capabil-
ities and location awareness. While these features present a wide array of new
quality-of-life enhancing applications, they also present new threats. We must
be careful that the potential quality-of-life lost through the surrender of private
information does not overwhelm the benefits.

An important question is how much privacy protection is necessary. Perfect
privacy is clearly impossible as long as communication takes place. Therefore,
research aims at minimizing the information disclosed. The required level of this
protection is not a matter of technology; different people have different privacy
needs. Nevertheless, technology should not force society to accept less privacy.

The major privacy concern with mobile devices equipped with communica-
tions ability is that they can reveal the location of their bearers. This concern is
in itself not new; people can recognize each other. What is new is the increased
scope of the problem due to automated information gathering and analysis.
Poorly designed mobile devices enable anyone to obtain another’s location.

If we allow automation to create an effective public record of people’s lo-
cations, discrimination against minorities will be impossible to control. AIDS



patients could be identified by the offices of doctors they visit, Alcoholics Anony-
mous members by their group meetings, and religious groups by their churches.

This paper will present an overview of the state-of-the-art in location pri-
vacy. In Section 2, mobile devices which possess both location awareness and
communication ability will be examined. Section 3 lists attacks by which an in-
vader can obtain your private location information. Existing countermeasures
and safeguards are detailed in Section 4. These include high level schemes such
as policies which operate like contracts, and lower-level solutions which reduce
information disclosure. Among the latter are anonymous routing algorithms,
schemes for hiding within a group, methods to passively determine location, and
frequency modulation techniques to hinder triangulation.

2 Location-Aware Communication Devices

Many technologies can determine the location of an individual. This section
provides an overview of what technologies are presently deployed and which are
coming in the near future.

One of the earliest systems designed for location tracking is the Global Posi-
tioning System (GPS) [10]. This system uses satellites to help devices determine
their location. The GPS works best outdoors where it has line-of-sight to the
satellites and few obstructions. For commercial products, resolution to within
4m is achievable. The GPS is widely deployed and integrated, especially in map
applications. Although GPS devices do not transmit, they are being increasing
integrated into PDAs and other devices which do.

For indoor use, the Active Badges[21] from AT&T Laboratories Cambridge
were developed. These are small devices worn by individuals which actively trans-
mit an identifier via infrared. This information is received by sensors deployed
in the environment. This system provides essentially room-level resolution and
has problems following individuals due to the infrequency of updates. The en-
vironment consolidates this information and can provide the current location of
an individual.

A later refinement, the Bat[22], increased the detected resolution. With the
increased resolution, the Bat can be used to touch virtual hot spots. Their work
reports accuracy as good as 4cm. These refined devices used ultrasonic pings
similar to bat sonar. However, once again the environment measures the Bat’s
location as opposed to real bats which learn about their environment.

The Cricket Location-Support System|[17] system takes a similar approach.
It uses radio and ultrasonic waves to determine distance and thus location. Like
the Cambridge Bat, resolution to within inches is possible. As opposed to the
similar Cambridge work, beacons are placed in the environment as opposed to
on individuals. The Cricket devices carried by individuals listen to their envi-
ronment in order to determine their location. In this way, the device knows its
location, while the environment does not.

An approach to location sensing which does not require new infrastructure
is taken by Carnegie Mellon University [19]. Here, the existing wireless LAN is



observed by devices to recognize their location. By passively observing the signal
strengths of various base stations, a device can determine it’s location. Though
there are no requirements for new infrastructure, there is a training overhead.
During training a virtual map of signals is created which is used by the devices
to determine their location.

Cell phones can be abused to provide location information. Although not orig-
inally intended for this purpose, the E-911 [18] requirements in the US forced cell
phone providers to determine customer location when they dialed an emergency
phone number. Although this practice was clearly beneficial, the technology has
since spread. The underlying problem is the omnipresent possibility of perform-
ing triangulation (with varying accuracy, though).

In the near future Radio Frequency Identification (RFID) [9] will be found
in many consumer goods. Intended as a replacement for barcodes, these tiny
devices are placed in products to respond to a wireless query. Unlike barcodes,
RFIDs are distinct for every item, even those from the same product line. This
allows companies to determine their inventory by simply walking through the
shelves and automatically recording the observed products.

3 Attacks on Location Privacy

In a successful privacy attack, some party obtains unauthorized information.
Individuals intend that some informations about themselves should be available
to others, and that the rest remain private. The means by which the individual’s
preferences were circumvented is the attack vector.

The main privacy concern with regards to ubiquitous computing is that many
new automated attack vectors become possible. Loosely categorized, automated
digital devices obtain information either through communication, observation,
or inference. In this section the attack vectors available in each of these channels
will be explored.

3.1 First-Hand Communication

An attacker obtains private information through first-hand communication when
an individual unwittingly provides it directly to the attacker. In a world with
ubiquitous computing, the threat of disclosure via accident or trickery is signif-
icant. All digital devices of a given type, by virtue of being homogeneous, make
the same mistakes—and don’t learn from them. The designers of the Windows
file sharing protocol never intended it to be used to obtain people’s names. Nev-
ertheless, Windows laptops will happily reveal their owner’s name to anyone
who asks it. Due to a bug in bluetooth phones, attackers may often trick the
phone into revealing its address book and phone number[16]. By asking a device
with known location for owner information, both of these attacks pinpoint the
owner’s location, among other things. Naturally, these attacks can be built into
an automated device.



Many ubiquitous devices also exhibit drunken behaviour. The Bats and Ac-
tive Badges broadcast their location information for all to hear. WLAN cards
periodically emit traffic which includes their unique MAC ID. Devices provid-
ing exact their location information to location based services also seems overly
permissive. At the bare minimum, these problems must be addressed.

A unique characteristic of digital devices is their potential for brain-washing.
Manufacturers may choose to place secret spyware in their products! as a means
to recoup financial losses. Furthermore, a vulnerability may allow an attacker
to completely assume control of the device, and thus obtain a live location feed.
For devices where the location information is known to the infrastructure, the
threat of a system vulnerability is magnified.

3.2 Second-Hand Communication

Also known as gossip, attacks via second-hand communication relay information
from one party to another unauthorized party. The primary difference between
these attacks and first-hand attacks is that the individual no longer controls the
information. Fortunately, in the human scenario, talking about individuals be-
hind their back requires some expenditure of breath. Unfortunately, aggregation
and spreading of this information in a digital system is significantly easier.

This behaviour has already been observed in the Internet where Doubleclick
regularly sells personal habit and preference information. It seems naive to as-
sume that the much finer grained information available from ubiquitous devices
will not similarly be sold. Services are already available for individuals to locate
their friends via the cell phone networks[1].

3.3 Observation

Attackers may also obtain information by configuring devices to observe their en-
vironment. The most obvious problem is the deployment of many nearly-invisible
cameras in the environment. However, there are other risks which are more fea-
sible to launch with current technology.

One of the more interesting attacks that can be launched against mobile
communications-equipped devices is triangulation. By measuring timing delays
in a signal, the attacker can determine the location of the device. This is similar
to how the Bat operates, only using electromagnetic waves instead of sound
waves.

3.4 Inference

One of the fears about automated privacy invasion is the compilation of a profile.
After gathering large amounts of information via communication and observa-
tion, an automated system combines these facts and draws inferences. Given
enough data, the idea is to build a complete picture of the victim’s life.

! For example the Kazaa Media Desktop



From a more location-centric point of view, location information could be
processed to obtain useful information for discrimination. If a person regularly
visits the location of a group meeting, she is probably a member of that group.
In the consumer arena, the fact that an individual shops at a particular store at
regular intervals may be useful information for price discrimination|[2].

Tracking an individual’s location through time may also enable an attacker
to link information to the individual. For example, if an individual’s car regularly
sends out totally anonymous weather requests, it might still be possible for a
weather network to track the car by correlating the observed request locations.
Later, when the individual buys gas at an affiliate’s gas station, the network can
link the individual’s name and bank account to the tracked car. Now, the network
can deduce information such as where the person shops, lives, and works; who
the person regularly visits; etc.

4 Solutions

In the literature there exist several approaches to protect the location of a user.
Most of them try to prevent disclosure of unnecessary information. Here one
explicitly or implicitly controls what information is given to whom, and when.
For the purposes of this paper, this information is primarily the identity and
the location of an individual. However, other properties of an individual such as
interests, behaviour, or communication patterns could lead to the identity and
location by inference or statistical analysis.

In some cases giving out information can not be avoided. This can be a
threat to personal privacy if an adversary is able to access different sources
and link the retrieved data. Unwanted personal profiles may be the result. To
prevent this, people request that their information be treated confidentially. For
the automated world of databases and data mining, researchers developed policy
schemes. These may enable adequate privacy protection, although they similarly
rely on laws or goodwill of third parties.

4.1 Policies

In general, all policy based approaches must trust the system. If the systems
betrays a user, his privacy might be lost. Here, the suitable counter-measure
is a non-technical one. With the help of legislation the privacy policy can be
enforced.

All policy based systems have the drawback that a service could simply ignore
the individual’s privacy preferences and say, “To use this service you have to give
up your privacy or go away.” This certainly puts the user in a dilemma and he
will probably accept these terms as he wants to use the service.

A Privacy Awareness System (pawS) for Ubiquitous Computing En-
vironments In [14, 15] Langheinrich proposes the pawS system. pawS provides



users with a privacy enabling technology. This approach is based on the Plat-
form for Privacy Preferences Project (P3P) [5], a framework which enables the
encoding of privacy policies into machine-readable XML. Using a trusted device,
the user negotiates his privacy preferences with the UbiCom environment.

Framework for Security and Privacy in Automotive Telematics A
framework for security and privacy in automotive telematics, i.e. embedded com-
puting and telecommunication technology for vehicles, is described by Duri et
al. [6]. The primary goal of their framework is to enable building telematics com-
puting platforms that can be trusted by users and service providers. They do
that by installing a data protection manager to handle sensitive data. Thus they
implement a middleware working with different key concepts which for example
influence location data accuracy and enable user defined privacy policies.

Concepts for Personal Location Privacy Policies Snekkens [20] presents
concepts which may be useful when constructing tools to enable individuals to
formulate a personal location privacy policy. Snekkens’s idea is that the indi-
vidual should be able to adjust the accuracy of his location, identity, time, and
speed and therefore have the power to enforce the need-to-know principle. The
accuracy is dependent on the intended use of the data, and the use in turn is
encoded within privacy policies.

4.2 Protecting First-Hand Communication

Most approaches address the problem of information disclosure. Many different
ideas have been proposed to prevent unnecessary information from becoming
known to a third party.

ANODR: ANonymous On Demand Routing With the scenario of a bat-
tlefield in mind, Kong and Hong described in [13] their scheme ANDOR. This
is a routing protocol addressing the problems of route anonymity and location
privacy.

The intention is that packets in the network can not be traced by any observ-
ing adversary. Additionally, their routing scheme provides unlinkability. Prior to
one node’s ability to send a message to another, a route must be established
through route discovery. This route discovery is achieved by broadcasting and
forwarding packets. The sender of a message is anonymous because it is impos-
sible to judge whether a node is actually sending a message it generated or is
simply forwarding a packet as part of a route.

MIXes in Mobile Communication Systems It is easy for cellular networks
like GSM to track their mobile subscribers. Location information is required in
order to route calls appropriately. Avoiding this by simply broadcasting is not
an option because of the limited bandwidth in current cellular networks. In [7]
this is investigated and the application of MIXes (see also [4]) is proposed.



In their system, the scheme does not keep the identity—telephone number—
of the recipient anonymous. Only the location of the recipient is protected.
Remarkably, their system remains secure even if all of forwarding nodes are
observed by an adversary.

Mix Zones A recent approach which is somewhat similar to mix networks is mizx
zones[3]. In these networks, the infrastructure provides an anonymity service.
The infrastructure delays and reorders messages from subscribers within a mix
zone to confuse an observer.

A problem with this system is that there must be enough subscribers in the
mix zone to provide an acceptable level of anonymity. Beresford and Stajano con-
ducted statistical attacks against these systems and found the afforded security
to be quite low. Even large groups using the Active Bat remained vulnerable.

Temporal and Spatial Cloaking In [11], Gruteser and Grunwald propose a
mechanism called cloaking that conceals a user within a group of k people. They
consider a user as k-anonymous if, and only if, they are indistinguishable from
at least k — 1 other users. To achieve this, the accuracy of the disclosed location
is reduced. Then any of the people within the disclosed area could have been the
user. Similarly, they consider reducing the accuracy of disclosure timestamps.
Like Stajano and Beresford they, too, measured anonymity in experimental se-
tups, but unlike them Gruteser and Grundwald identified concrete values which
in their view provide certain levels of anonymity.

The Cricket Location-Support System In order to prevent the potential
misuse of personal information, the most convincing solution is to not let out any
information at all. This idea is applied directly to the Cricket Location-Support
System[17]. As described in section 2, the mobile device never transmits at all;
rather, it passively listens to its environment.

This system is ideally suited to an office. The transmitters need not be con-
nected to each other or a network. This not only supports privacy, but also makes
things cheaper and more maintainable. However, the use of services sometimes
makes it necessary for the device to disclose its location. For example, using a
printer implicitly reveals that the device is near to the printer.

The Blocker Tag A special case among pervasive devices are RFIDs. People
carrying objects which contain RFIDs might not even be aware of the existence
of these devices because of their size? and their passive nature. A second specific
property of RFIDs is their unability to do any computation like e.g. encryption.
So they require their own measures for privacy protection.

Juels, Rivest and Szydlo examined several possible solutions in [12] ranging
from destruction of the tag through less destructive approaches to regulation (i.e.
policies). Since the authors see disadvantages in all of the examined solutions
they present their own approach which is the development of a special tag: the

2 The smallest RFIDs are currently only of 0.4mm * 0.4mm size.



Blocker Tag. This tag blocks attempts of readers to identify RFIDs. In order
not to block desired RFIDs or to temporarily enable the reading of RFIDs the
blocking process can be done selectively.

Hindering Triangulation As mentioned in Section 3.3, data can be gathered
by observing a device or person. On the physical layer it is usually possible to
locate a sending device by recording signal delays and performing triangulation.

In [8] frequency modulation schemes are discussed to prevent location of mo-
bile devices. The researchers performed an in-depth analysis of direct sequence
spread spectrum. Their idea is to make it difficult to distinguish a signal from
random background noise. This is done by distributing the data on pseudoran-
domly chosen channels. By knowing a shared secret the supposed receiver is able
to reassamble the messages. The drawback of this solution is that it requires ex-
isting infrastructure to be changed and consumes considerably more bandwidth.

5 Conclusions

The solutions we have seen can be categorized into policies and information
minimizing at the source. These approaches aim to address threats in the areas
of first- and second-hand communication, observation, and inference.

Policies seem to work well wherever consent underlies the transaction. For
example, when information is to be provided to a service, an agreement can be
reached regarding the further distribution of the information. If no agreement
can be reached, then the individual will be unwilling to use the service, but the
service will likewise not obtain the information or any associated remunerate.
Similarly, the individual can negotiate terms about how his information may be
used; this can address attacks based on inference.

There is no consent in observation. This means that policies can not be ap-
plied to these attacks since the individual is in no position to negotiate. Here,
legal safeguards and countermeasures are required. Unfortunately, there is cur-
rently insufficient discourse between technical and legal experts.

Accuracy reduction techniques apply primarily to first-hand communication
problems. These schemes aim at reducing the amount of confidential information
disclosed to third parties. There are a variety of techniques which obscure the
location information, the timestamp of the transaction, and the identity of the
individual.

As mentioned in the introduction, privacy issues are fundamentally not tech-
nical. As ubiquitous devices permeate the every-day lives of ordinary citizens,
our privacy protection measures will have increasing impact on their lives. It
is important that research into privacy protection bear in mind what must be
protected. This is more the area of social sciences, and thus requires more inter-
disciplinary discourse.
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